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Abstract. We considerthe problem of typestateverification for shallow programs;i.e.,

programswhere pointersfrom programvariablesto heap-allocateabjectsare allowed,

but whereheap-allocatedbjectsmay not themselescontainpointers We prove a number
of resultsrelating the compleity of verificationto the natureof the finite statemachine
usedto specifythe property Somepropertiesareshavn to beintractable put otherswhich

appeatto be quite similar admit polynomial-timeverificationalgorithms.Our resultssene

to provideinsightinto theinherenttompleity of importantclasse®f verificationproblems.
In addition,the programabstractionsisedfor the polynomial-timeverificationalgorithms
may be of independeninterest.

In solvinga problemof this sort, the grandthingis to be ableto reason
badwar. ... In theeverydayaffairs of life it is more usefulto reasonforward.
—SirArthur ConanDoyle, A Studyin Scarlet

1 Intr oduction

The desirefor morereliablesoftwarehasled to increasingnterestin extendedstaticchecking:
staticallyverifying whethera programsatisfiescertaindesirablepropertiesA techniquehathas
receved particularattentionis thatof finite stateor typestateverification(e.g.,see[27,26,21,6,
8,3,9,13,12,17,1]). In this model,objectsof a giventype exist in oneof finitely mary states
the operationgpermittedon an objectdependon the stateof the object,andthe operationsnay
potentiallyalterthe stateof the object. Thegoalof typestateverificationis to staticallydetermine
if theexecutionof agivenprogrammay causeanoperatiorto beperformedonanobjectin astate
wherethe operationis not permitted.

Typestateverification can be usedto checkthat objectssatisfy certainkinds of temporal
propertiesg.g.,thatanobjectis not usedbeforeit is initialized, or thatafile is not usedafterit
is closed.In this paper we will specifysuchpropertiesusingregular expressionr finite state
automatahatdefinethe setof valid sequencesf operationghatcanbe performedon anobject.

Ourgoalin thispapetis to developaninitial understandingf how thedifficulty of performing
typestateverificationrelatesto the nature of the propertybeingverified Amongotherthings,we
will show thatnotall finite statepropertiesareequallyhardto verify. For example givenashallow
program(wherepointersfrom programvariablego heap-allocatedbjectsareallowed,but where
heap-allocatedbjectsmaynotthemselescontainpointers)we shav thatverifying thatafile is
not readafterit is closedcanbe donein polynomialtime, while verifying thata file is not read
beforeit is openeds PSRACE-Complete

While therehasbeenmuchprogreson mary aspectof automategrogramverification,we
arenot aware of ary previous work relatingthe difficulty of typestateverificationto properties
of the finite stateautomatonThis work is part of a broadereffort to develop efficient program
verificationtechniqueshataretailoredto the propertybeingverified [23].

TypestateVerification and Shallow Programs

In orderto meaningfullycomparethe compleity of verificationalgorithms,we needto make
somebaselineassumptionaboutthe precisionof theanalysisIn this paper wewill usetheterm
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verificationto meanverificationthatis precisemodulothe widely-usedassumptiorthatall paths
in the programarefeasible.Specifically givena finite stateproperty a pathin a programis said
to beanerror path if executionalongthatpathwould causeaninvalid sequencef operationgo
be performedon atleastoneobjectandthegoalof typestateverificationis to determindf agiven
programhasary errorpath.

Typestateverificationcanbedonein polynomialtime if the programto be verifiedallows no
inter-variablealiasing.Conversely it is astraightforwardconsequencef previousresultg18, 20]
thatif a programhastwo or more levels of pointers,typestateverificationis PSRACE-hard. In
this paperwe thereforeconcentrat@n understandinghe classof shallowprogramsoccuyying a
pointin betweertheseextremes.

Assumeavewishto performtypestateverificationfor objectof atypeT'. A T-shallowprogram
is awell-typedprocedure-fre@rogramwhereall variablesare pointersto T-typedobjects,and
whosestatementareallocationgcreationof anew objectof typeT’), copy assignmentécopying
thevalueof avariableto another) or invocationsof anoperationon avariable.Notethatshallov
programsmay contain multiple pointersto objectsof type T, but allocatedobjectsmay not
themselescontainT’-pointersin otherwords,pointersin shallov programsare single-lesel [20].
Our resultsalsoapply to programsthat manipulatecomplex or recursve typeswhereallocated
objectscontainpointers providedthat thosepointeis cannotreferto objectsof typeT'. Programs
thatareshallov with respecto a giventype,e.g.Fi | e, arenotuncommornin practice.

Example: Verifying File Operations

Considerthe problemof checkingthata closedfile is never reador closedagain, which we will

referto asr ead™; cl ose. In generalwe will useregularexpressiongo designatesequencesf
valid operation®n anobjectof agiventype,wherea sequencés valid iff it is a prefix of astring
in thelanguagadefinedby theregularexpression.

The principal difficulty in doing preciseverification arisesfrom determininghow aliasing
interactswith operationson objects.Someprior work on typestateverification (e.g.[7]) has
employed a two-stepapproacho the problem,in which aninitial phaseperformsa conserative
heapanalysiof theprogram andasubsequenthaseausegheinformationfrom theheapanalysis
to do typestateanalysis However, we canseefrom the programfragmentsn Figure1 thatsuch
anapproactcansometimedeadto impreciseresults.One caneasilyverify thatin both Figures
1(a)and1(b), all sequencesf file operationson a given objectare prefixesof r ead™; cl ose;
i.e.,thatnor ead everfollowsacl ose.

However, consideratwo-phaseanalysisin which theheapanalysisis separatérom thetype-
stateanalysis.In Fig. 1(a), a precise(and correct) heapanalysiswill determinethat program
variablez atprogrampoints2 maypointto the objectcreatecat s0O or the objectcreatedats 1.
Furthermorea precisetypestateanalysiswill determinethatthe objectcreatedat s1 could be
in a closedstateat s2. A two-phaseanalysismustthereforeerroneouslyconcludethatthe read
couldbeperformedonaclosedfile. Similarly, in Fig. 1(b), ary conserative heapanalysiswvould
determinethatobjectscreatedat programpointss 3 ands5 couldreachthereadstatemenats4.
In addition,a typestateanalysiswould alsodeterminethatthe objectscreatedat programpoints
s3 ands5 couldbein aclosedstateat s4. Theanalysiswould, howvever, notbeableto discorer
thatf canneverpointto aclosedobjectat s4, andwouldincorrectlyindicatea possibleerror. In
this paperwe shav thatfor a certainclassof problems(includingr ead™; cl ose), it is possible
to formulatea precisepolynomialtime verificationalgorithmfor shallav programs.

Main Results

Themaincomplity resultsestablishedhn this paperareasfollows (in all caseswe assumehat
programsareshallow):

% In the presencef recursve datastructurestypestateverificationis undecidabld19, 24].



s0:x := new (); s3:f := new ();
sl:y := new (); while (7) {
z = y; s4 : f.read();
if (7) { if (7){

y.close(); f.close();

z = x; s5:f := new ();
} }
s2 : z.read(); }

(@) (b)

Fig. 1. Programfragmentsllustratingthe effect of aliasingon typestateverification.

— Verificationis in P for omission-closegropertiesapropertyis saidto beomission-closedf
every subsequencef avalid sequencés alsoavalid sequencg Exampler ead™; cl ose.)

— Verificationis NP-Completdor agyclic programgi.e.,programsvithoutloops)andPSRACE-
completeor arbitraryprogramsgor propertiesvith arepeatablenablingsequenceaproperty
is saidto have arepeatablenablingsequencé thereis anautomatorstatewhereaparticular
sequence of operationss invalid, but 3+ is valid. Example:open™; r ead.

— An integervaluedfunction f is saidto be a boundon the shortesterror pathlengthfor a
typestateropertyif every erroneouprogramof sizen is guaranteetb have anerrorpathof
length f(n) or less.If PSRACE is notequalto NP, thenno polynomialboundexists for the
shorteserrorpathlengthfor propertiesvith arepeatablenablingsequencdln otherwords,
it maynotbe possibleto find short,i.e., polynomialsizeerrorpathsin theworstcase.)

— Verificationis in P for agyclic programsfor almost-omission-closegropertiesa propertyis
saidto be almost-omission-closeid thereis aninteger k suchthatevery subsequencef a
valid sequencef lengthgreaterthank is alsovalid. Example:open;r ead. Notethatary
propertywith only finitely mary valid sequencess trivially almost-omission-closed.

— Verificationis in P for almost-omission-closegropertieshat have a polynomialboundon
the shorteserrorpathlength.

— A programis saidto have amaximumaliasingfactorof k if thereis no pathin the program
thatwill produceanobjectpointedto by morethank differentvariablesArbitrary finite state
propertiesfor programsof sizen with a maximumaliasingfactorof & may be verified in
time O(n*"!) for programsof sizen.

Theresultsabore aresummarizedn Fig. 2 in termsof thepropertief regularexpressionsvhich
definethe propertiego beverified (the notationusedtherewill be definedin Section2).

The polynomial-timeverification resultssummarizedabore use programabstractionghat
may be of independentnterest—inparticular they may prove useful asthe startingpoint for
developing more generalabstractiondor non-shallev programs(e.g.,in a mannersimilar to
[23]). Thebulk of theabstractionsve usearepredicateabstiactions[15]; hoveverwe shav in the
sequethatthevocatlulary of predicatesisedn apredicateabstractiortanhave adramatiampact
on the efficiency of the resultinganalysis.Our predicatevocahlulariesare carefully designedo
yield efficientanalysesvithout sacrificingprecision.n addition,in Section5, we developanovel
integer abstractionwhichis basedn countingthenumberof programpathsalongwhichasimple
propertyholdstrue;thisin turn allows inferring whethera morecomple propertyholds.

RelatedWork

Therehasbeensignificantrecentinterestin avarietyof propertyverificationtechniquesgary of
themfocusingon typestateverification.While significantprogresshasbeenmadein improving
theprecisionandefficiengy of verification,developingverificationtechniqueshataresuficiently
preciseandscalableo handleindustrial-sizeapplicationgor awide variety of problemsis still a
challengeandmotivatesour work here.
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Fig. 2. Overview.

Oneof theopenchallengesn typestateverificationis anadequatéreatmentf aliasing.Some
approacheavoid theissue:e.qg.,the original work on typestateverification[27, 26] did not allow
ary aliasing;morerecentwork on typestateverificationbasedon linear types[8] alsorestricts
aliasingseverely Otherapproachege.g.[7]) perform alias analysisand typestateverification
separatelyaninitial phaseperformsaconserativealiasanalysidor theprogramandasubsequent
phaseusestheinformationfrom the aliasanalysisto do typestateverification.However, this can
leadto impreciseresults asillustratedby the examplesin Fig. 1.

A seconcdchallengeto practicalverificationis dealingwith infeasibleprogrampaths.Daset
al. [7] addresghis issueusingefficient path-sensitie algorithms(which eliminatecertaininfea-
sible pathsfrom consideratiorduring analysis) but do not track certainadditionalinformation,
e.g.,aliasing,precisely Our algorithmsdo not addresshe questionof pathsensitvity, but there
couldbemeritin combiningaspect®f our approactwith thosethateliminateinfeasiblepaths.

SeveralrecenverificationapproacheR, 16]combinepredicateabstractioil5], countergample-
guidedrefinemenbf the predicatevocalulary [4], andexplorationof theresultingabstracttate
spaceausingmodel-checkingThesetechniquesisesymbolicandtheorem-preing techniquego
identify a set P of predicateselevantto the problemof interestthenmodel-checkhe resulting

finite statesystemover a statespaceconstructedrom the powersetattice 27— {rU&.false g
processterateswith increasinglylargersetsof predicatesintil asatishctoryresultis obtainedIn
principle, thesealgorithmshave the potentialto avoid imprecisiondueto both aliasingandpath
infeasibility. However, theworst-caseomplity of asingleiterationis exponentiain thenumber
of predicatesBy contrastwhile mostof thealgorithmswe presentarebasecbn abstractionby a
setof predicates), our analysiss basedon the function-spacdattice @ — {false maybg, and
runsin timelinearin thesizeof Q. Thisapproactyieldspolynomial-timealgorithmswhile none
of thetechniquedasednmodel-checkindnave a polynomialtime worst-caseompleity for the
sameproblemgeventhoughthey may utilize asmallemumberof predicateshanouralgorithm).
Our selectionof predicatesensureghat the useof the smallerfunction spacelattice resultsin
no lossof precision,i.e., we ensurethatour abstractioris complete(e.g.,see[14]). Finally, the
predicateabstractionsve usearedependensolely on the natureof the typestategoroblembeing
verified,anddo not requireexpensve predicatediscosery at verificationtime.

Finally, we notethat our lower boundresultsfollow the tradition setby earlier complexity
resultsdueto LandiandRyder[18] andMuth andDebray[20].

2 Terminology and Notation

In this sectionwe provide somebasicdefinitionsthatwe will usein therestof the paper

Definition 1 (Shallow Program). A shallov programis a <St nt > definedby the following
contet-free grammay wheee the ? denotesa nondeterministidoranch (i.e., an uninterpeted



conditional) All variables<Var > in thelanguagearerefelenceso objectsoftypeT. All operations
<Op> in thelanguage are methodssupportedy typeT.

<Stm> ::= <Var> := <Var> | <Var> := new() | <Var>. <Op>()
| <Stmt>;<Stmt> | if (?) <Stm>][ else <Stnt> ]
| Label: <Stnt> | goto Label

We will make the simplifying assumptiorthat when a programbegins executionall program
variablegpointto separat®bjects(i.e., initialized to non-aliasedalues) andall objectsresidein
theirinitial stateIn otherrespectsthesemantic®f shallav programds completelystandardand
we will notformalizeit here We will, however, appeato theintuitive notionof a path p through
aprogrampP (or P-path):avalid sequencef statementstartingat P’s entry.

In this paperwe will studysafetypropertieof shallov programsAlthoughsafetyproperties
could be specifiedvia temporallogics (e.g.,LTL [5]), we will usefinite automataor regular
expressiongo simplify the presentationFormally:

Definition 2 (Prefix-ClosedSafetyAutomaton).A prefix-closedafetypropertyF isrepresented
byafinitestateautomator(FSA)F = (X, Q, 4, init, Q\{err}) whee X istheautomatoralphabet
consistingof observableoperations, Q is the setof automatorstatesy is thetransitionfunction
mappinga stateand an opetion to a successostateg init € Q is a distinguishednitial state
err € Q isadistinguishecerrorstatefor which for everyo € X, é(err, o) = err, andall statesn
Q \ {err} are acceptingstates\e saythat ¢’ is the successoof a stateg on opemtion op when
5(gq,0p) = ¢'. Givena sequencef opemtionsa = 0p;;0p,; .. .; 0p,, wewrite Valid = («) or
a € Validr whene is acceptedby F, andwewrite Invalidz () whena is notacceptedy F.

For brevity, wewill referto safetypropertiesisingaregularexpressiorrepresentinghelanguage
acceptedy anautomatonratherthanspecifyingthe automatoritself. Whenspecifyinga safety
propertyusing a regular expressionwe will adoptthe corventionthat a regular expressiona«
denoteghe prefixclosuie of the setof sequencesf operationglefinedby «. For example,when
wewriter ead™; cl ose wealsoconsidek (theemptysequencegndr ead to bevalid sequences.

Examplel. Considerthe propertyr ead™; cl ose statingthat a file may be readan arbitrary
numberof timesbeforeit is closed(and shouldnever be readafter it wasclosedandnever be
closedtwice). The alphabeffor this problemconsistsof two operations¥ = {r ead, cl ose}.
TheFSAfor this propertyis shovn in Fig. 3.

read

Fig. 3. A finite-stateautomatorfor the propertyr ead™; cl ose.

Whenverifying asafetypropertyrepresentey anautomator{ Q, init, err, X, ¢) for ashallov
programP, we will assumehateachmethodnameusedin P is mappedto an elementof X.
Giventhis corvention,we will usenamesf operationsn X' andmethodsn P interchangeably
i.e.,wewill saythatastatemenbf theformx. op() invokesanoperationop € X'. We canthen
relatemethodinvocationgto sequencesf operationsn X' asfollows:

Definition 3 (Operation Sequencedor Objects). Givena P-path p, U(p) denoteshe setof
objectinstancescreatedduring this execution,and for any objecto € U(p), plo] denoteshe
sequencef opemtionsperformedon o during executionof p.



Giventhedefinitionsabove, we cannow formally describethe classof verificationproblems
we wishto solve:

Definition 4 (SVr). Givena safetyproperty F, the shallov verificationproblemfor F, SV,
determinedor any shallowprogram P whetherthere existsa path P-path p sud that p[o] €
Invalids for someo € U(p).

3 Omission-ClosedPropertiesin Polynomial Time

In this sectionwe shav thatomission-closegropertiescanbe verifiedin polynomialtime.

Omission-ClosedProperties

Informally, a propertyis omission-closedf the setof all valid sequencesf operationss closed
with respecto omissionsary sequencebtainedby omittingoneor moreoperationgrom avalid
sequencef operationgs alsovalid.

Definition 5. A propertyrepresentedy an automaton? is saidto be omission-closeavhenfor
all sequences, 3, € X*, Validr (afy) = Validr(ary).

Thefollowing theorempresentsalternatve characterizationsef omission-closegroperties.

Theorem 1. Givenan automaton¥, the following are all equivalentwhere all sequenceare

elementof X*:

(a) For all sequences, 3,~, Valid=(a3v) = Validz(avy).

(b) If wy is a subsequencef ws, thenValid s (w2) = Validr (w1).

(c) Thee existsa finite setof forbiddensubsequences, &, .. ., & sud thata sequence is
in Invalidr iff & containssomeg; asa subsequence

Proof Theequivalenceof (a)and(b) is straightforvard.As for, (c), considetheforbiddensubse-
guenceg; correspondingo theacyclicpathsin theautomatonF from theinitial stateto theerror
state (For example theforbiddensubsequencder theautomatorin Fig.3areé; =cl ose;r ead
andés = cl ose;cl ose.) Theresultfollows.

Background: Distrib utive PredicateAbstractions

Theanalysiswve presenwill utilize a predicateabstractiorthattracksthe valuesof a setof pred-
icatesP definedon the concretgrogram-state(We will usethetermprogram-stateio denotethe
stateof thewholeprogramin the concretesemanticsto distinguishit from astatein a FSAspec-
ifying a property) For efficiency reasonswe will utilize anindependenattributesanalysis[22],
ananalysighatdoesnot maintainthe correlationbetweerdifferentpredicatevalues Specifically
the setof concreteprogram-stategrising at a programpoint will be abstractedy a valuein
P — {false, maybe}. Wenow summarizéheconditionsunderwhichanindependenattributes
analysiscanbeusedfor apredicateabstractiorwithoutlosingprecision.Givena predicatep and
astatemenst , we denoteby WP(St , ) thewealestpreconditionof ¢ with respecto St [10].

Definition 6. Givena finite setof predicatesBase we saythat a finite setof predicatesP =
{Px,..., Py}isadistributiveWP-closurefBasevhenBaseC P andfor eadh predicateP; € P,
andfor ead statemenst ,WP(St , ;) = P;, V...V P;, ,sudthatforall1 < g < m,P;, € P.
We alsosaythatthe setof predicatesp is distributively WP-closed

Theorem 2. Givena distributively WP-closedsetof predicatesP for a program Pgm precise
analysis(i.e., determiningfor every programpointandeverypredicatein P whetherthere exists
a pathto the programpoint causingthe predicateto betrue) is possiblen time O(|P||Pgm).

Proof. Straightforvard.E.g.,the problemcanbereducedo areachabilityproblemover agraph
of sizeO(|P||Pgm), asin the IFDS framework of [25].



A Polynomial Algorithm

We useadesignategbredicateError thatis truein aprogram-statd andonly if theprogram-state
containsanobjectin the errorstateerr. We will how show thatfor omission-closegropertiesa
distributiveWP closureof polynomialsizecanbeconstructedor { Error }. In generaladistributive
WP closurefor {Error} needsto include predicateshat refer to aliasingrelationshipsamong
variablesaswell asthestateof theobjectspointedto by thevariablesThis motivatesthefollowing
definitionof afamily of predicates.

Definition 7. We write In, (x) to denotethefactthatthe objectpointedto by thevariablex isin
states € Q. Givenany S C Q, weusetheshorthandns(x) £ \/__s In,(x) to denotethatthe
objectpointedto by thevariablex is in oneof thestatesin S.

Definition 8. Let A beanon-emptygetofvariables(in agivenprogram), S C O asetof statesn
F.Weusethepredicate(A, S) to meanthatall variablesin A havethesamevalue(are aliases),
andtheobjectreferredto by variablesin A isin oneof thestatesin S. Formally,

<A7 S> £ /\XeA,yeA(y = X) A /\XGA InS(X)

Thenumberof predicatesftheform (A, S) isexponentiain thenumberof programvariables.
However, not all predicatef this form arerelevant i.e. needto bein a distributive WP closure
for {Error} . The key to obtaininga polynomialsizedistributive WP closurefor {Error} is to
boundthesizeof thesetA, for ary relevantpredicate( A, S) by aconstantWewill dothisin two
steps First, we will shov thata predicate(A, S) is relevantonly for certainS C Q. Then,we
will shav thatfor eachsuchsetS, the predicate( A, S) is relevantfor only A of cardinalityless
thana specificconstant.

Wefirst preseneinalgorithmfor determiningwhich S C Q arerelevantfor verification.The
algorithmshown in Fig. 4 is basedon a backward traversalof the finite stateautomatonThe
algorithmconstructsa graph? = (Vi, E+), whereeachvertex is asubsebf Q, andanedge
P — S denoteghat P is apre-imageof S for thetransitionfunctiond (seebelow).

Definition 9. Let ? denotethe reversetrangtionrelation of F, i.e, givena stateq € Q, an
operatigna € ¥, andasetofstatesS C Q, 6 (¢,a) 2 {¢’ € Q|6(¢/;a) = q},and § (S,a) £
qus 0 (¢,a). For S1, 52 C Q, S» issaidto bea pre-imageof S1 if Ja € X. ¢ (S1,a) = So.

Ve =0, Ee =0; workSet= {{err}};
whi | e workSet£ 0 {
sel ect and renopve S from workSef
for each operation ope X {
P= ?(S’, op);
if PgVe { Vi =Ve=U{P}; workSet=workSetJ {P}; }
V) E¢ = E¢ U{P — S},

Fig. 4. Backwardsexplorationof the propertyautomaton.

Fig. 5 illustratesthe graphconstructedy backward @(ploratio<n_of ther ead™;cl ose au-
tomatonshowvn in Fig. 3. We now establisharesultaboutthegraph 7.

Theorem 3. If F representainomission-closefroperty thenforanyS' € Vi, andanyopenation
a€ X, ?(57 a) 2 S. Further, thegraph? is acyclicexceptfor self-loops.
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Fig. 5. Thegraphconstructedy backward explorationof the automatorof Fig. 3.

Proof. Forary S € V= thereexistsasequegcef operationg suchthat.s is thesetof all states
in which¢ isinvalid (by construction)Now, § (S, a) is thesetof all statesn whicha¢ isinvalid.
SinceF is omission-closedy (S,a) O S. Sinceary predecessoP of S mustbea supersebf
S, it follows immediatelythatary cyclein thegraph? mustbe a self-loop. a

Fig. 6 andFig. 7 presentvealest-preconditioequationsor predicate®f theform (A, S) and
thespecialpredicateError. Fromthesesquationsywe candeterminavhich predicatesrerelevant
for verification.The equationgevealtwo things.First, they shaw thatit is sufficientif we restrict
ourattentionto predicate®f theform (A, S) whereS € V-. Secondthey shav thata predicate
(A, P) isrelevantonly if thereis arelevantpredicate(B, S) whereS is a propersuccessoof P
in thegraph F and B hascardinalityatleast|A| — 1. In otherwords,we needto only consider
predicate®f theform (A, P) wherethe cardinalityof A is lessthanor equalto thelengthof the
longestagyclic pathfrom P to {err} in F.

St nt IWP(Stnt , (A, 5)) \
X =y (Ax —y],5)
X 1= new () [(4,5) ifxgA
false ifx € ANA#{x}
true if A= {x}Ainit e S
false if A={x}Ainitgs
x. op() (4, S) if 5(S,0p)=25
(AU {2}, 5 (S,0p)) V (A,S) if 5(S,0p) DS
At program true if |[A]=1Ainit €S
entry false if |[A] #1Vinit¢S

Fig. 6. WP equationdor predicate®f theform (A, S). We denoteby Az — y] thesetobtained
by replacingary occurrenceof = in A by y.

Definition 10. For any S € V«, definedist(S) to bethe numberof edgesin thelongestacyclic
path from S to {err} in <]? Givena program with a setof variablesVars we definea setof
predicatesP = {(4, 5)|S € Vi, A C Vars |A| < dist(S)} U {Error}.

Theorem4. ThesetP U {true, false} is a distributivelyWP-closedetof predicatedor {Error}.

Proof. Followsfrom theabove discussion.

Theorem5. If F is omission-closedhenSVr isin P.
Proof Immediatefrom Theorem4 andTheorem2. Notethatthe cardinalityof P is O(|Vars|®),
whereVarsis thesetof all variablesn the programandk is thelengthof thelongestagyclic path

in <j_f (Note,from Theorem3, thatk is alsoboundedoy thenumberof statesn F.) For example,
read*;cl ose verificationcanbedonein time O(|Vars|*|Pgn).



Stnt IWP(St nt , Error) \

X 1=y Error

X := new () |Error

x. op() Error if ?({err},op) = {err}
({x},%({err},op)) v Error if <g({err},op) D {err}

/At programentry [false \

Fig. 7. WP equationdor the predicateError.

Discussion

A logicalformulacanusuallybe simplifiedinto anumberof equivalentforms.Hence awealest-
preconditioncan often be expressedn mary ways. The form we choseto usein expressing
wealest-preconditionaboveis critical to deriving apolynomialtime verificationalgorithm As an

example,considether ead™; cl ose example Thefollowing is analternatve, correctwealest-
preconditiorequationwhich saysthatanobjectin theerr stateis possibleafterx. cl ose() iff

eitherx pointsto anobjectin stateq, or anobjectexistsin theerr statebeforethe statement:

WP(x. cl ose(), Error) = ({z}, {g2}) V Error. 1)
Theactualformulationwe used
WP(x. cl ose() ,Error) = ({z}, {err,q=}) V Error 2

actuallycontainssomeredundany. In particular ({x }, {err, ¢o}) isequialentto ({x }, {err}) v
({x},{q2})- Butthedisjunct({x }, {err}) isredundanbecausé impliesError, anothedisjunct
in our formula.

However, equation2 is preferableto equationl. In particular we have seenthat we can
determinein polynomialtime if ({x},{err,q2}) is possibleat ary programpoint. However,
one canshawv thatdeterminingif ({x},{¢2}) is possibleat a programpoint is PSFACE-hard,
adaptingheproofwe presentn Sectiond. Thus,unlessPSRACE = P, a distributively WP-closed
setcontaining({x }, {g2}) of polynomialsizedoesnot exist

4 RepeatableEnabling SequenceProperties

In this sectionwe show thatverificationof Repeatabl&nablingSequence@ropertiegseeDefini-
tion 11) is NP-completdor agyclic programsaandPSACE-completén general.

Definition 11 (RepeatableEnabling SequenceProperties).We saythata propertyrepresented
by anautomatonF is a repeatableenablingsequenc@ropertyif there exist sequencesf opera-
tionsa, B and~ sud thatthesetof sequencea 3™~ are all valid but thesequencevy is invalid.
(Thesequencegs maybethoughtof asa repeatablesequencéhat enablesy.)

For example, the propertyopen™;r ead (seeFigure 8) which requiresthata r ead be
precededby one or more open operationsis a repeatableenablingsequenceproperty (The
more naturalpropertyopen™;r ead* is alsoa repeatableenablingsequenceroperty but we
useopen™;read asthe running example to contrastit with the omission-closedproperty
read™; cl ose.)Weshaw thatverificationof repeatablenablingsequenceropertiess PSRACE-
completeby reductionfrom the simultaneouslyalseproblem(see[20], [11]).

Definition 12. (SimultaneouslyFalseProblem) Givena program P with aninitial assignment
ofvalues(0 or 1) toasetz1, z2, . . . , z,, Of boolearnvariables wheetheprogram P containsonly



Fig. 8. An automatorfor the propertyopen™;r ead.

assignmentgof constantor variables),conditionalsor unconditionaljumps,a simultaneously
falseproblemfor P is a problemof theform: is there an executionpathfromthe entrypointof P
to a programpointp suc thatz; = 0,22 = 0, ...z, = 0 whencontrol reachesp ?

Lemmal. (1) Thesimultaneouslyalse problemfor acyclic programsis NP-complete(2) The
simultaneouslyalseproblemfor arbitrary programsis PSRACE-complete

Proof. See[20] and[11]. a

Let 7 beanautomatorrepresenting repeatableenablingsequenceroperty We shawv that
SV is PSRACE-hardby reductionfrom the simultaneouslyalseproblem.If «, 3, v aresuch
that sequences,3" v arevalid and sequenceyvy is invalid, then 3 and~ mustbe non-empty
(althougha maybeempty).Givenaninstanceof thesimultaneouslyalseproblemz, = 0,z =
0,...,z, = 0 atprogrampoint p in a programP, we constructa programP’ asfollows. First,
we createtwo objectsZero andOne which supportmethodscorrespondingo the sequences,
3, and~. Next, we copy programP into P’ replacingevery assignmenbf the form x; = 0
by x; = Zero andx; = 1 by x; = One respectrely. Then, at programpoint p, we insertthe
statementf (7) goto p:. Letthesequencer beai, az,...,a;, let 3 beby, b, ... by, andlety
beci,ca, ... cn. Weinsertthefollowing sequencef statementattheend.

goto exit;
p1:  Zero.ai();Zero.az();...;Zero.a;();
One.a:(); One.as();...;0ne.a;();

x1.b1(); x1.b2(); - . . s %1.bu();
x2.b1(); x2.b2(); . - . ; X2.bu();

%ie.b1(); K b2(); - - - X bu();
One.ci(); One.cz();. . .; One.ca();
exit :

Note that control can reachprogrampoint p; only throughthe conditional branchstatement
if (7) goto p; (becausef thestatemengoto exit; justbeforep,).

Lemma 2. Assuminghatthesequencesfopemtionss andy arenon-emptythesimultaneously
falseproblemz; = 0,22 = 0,...x, = 0 at program point p in P returnstrue if and only if
program P’ violatesthe propertyrepresentedy F.

Proof. ProgramP’ createsonly two objects Zero and One. Note that the only sequencef
operationgerformedon Zero is o8¢ wherei is the numberof variablesin z1, 2, . . . , zj that
arealiasedto Zero at programpoint p. Thus,no illegal operationis ever performedon Zero.
Similarly, the only sequencef operationgperformedon One is o3’y wherej is the numberof
variablesn 1, z2, . . ., zx thatarealiasedo One atprogrampointp. This sequences invalid iff
j canbe0. In otherwords, P’ violatesthe propertyrepresentedly F iff thesimultaneouslyalse
problemz; = 0,22 = 0, ...z, = 0 atprogrampointp in P returnstrue. O



Theorem 6. Considera repeatableenablingsequenc@ropertyrepresentedy anautomatonf.
SV isNP-completéor acyclicprogramsandPSPACE-completdor arbitrary (cyclic) programs.

Proof. The proofsof NP-hardnesand PSRACE-hardnessf agyclic andarbitraryprogramsre-
sepectiely follows from Lemmasl and2 respectiely. LemmaAl in the Appendixshows that
the problemof shallav verificationfor all safetypropertiesrepresentety anautomatorarein
NP for agyclic programsandin PSRACE for arbitraryprograms. a

Theoremt shows thatverificationof repeatablenablingsequenceropertiess difficult even
for shallav programsin fact, the situationis worse.We now show that even the shortesterror
pathsmay be of exponentialsizein theworstcase.

Definition 13 (Err or Path). Let F be an automatorrepresentinga propertyto be verified.\We

saythata path(possiblycyclic)in thecontol flowgraphof P fromtheentryvertexto somevertex

v is anerrorpathif symbolicexecutionof the programalongthis path(ignoring the conditionals)
exhibits a violation of the propertyassociatedvith F. Theprogram P is saidto be erroneousf

there existsan error pathin P. Aninteger-valuedfunction f is saidto bea boundonthe shortest
error path lengthif every erroneousprogram for sizen is guaranteedto havean error path of

length f(n) or less.

Theorem7. If NP # PSRACE, thenthere doesnotexista polynomialboundontheshortesterror
pathlengthfor repeatableenablingsequenceroperties.

Proof. Theproofis givenin theappendix. ad

Theorem?7 suggestshatit maynotbe possibleto find shortcountergamplepathsexhibiting
theviolationof propertiedikeopen™; r ead. Thisisimportantoknow becausenary approaches
to verification(e.g.,[3]) areinherentlyassociateavith the generatiorof a countereamplepath
thatexhibits theviolation of the propertyof interest.Theorem? suggestshe possibilitythateven
theshorteserrorpathin the programmay be of sizeexponentialin the sizeof the program.

5 Verification by counting

We have now seenthat verification is intractablefor repeatableenablingsequenceroperties
andpolynomialfor omission-closegbroperties Unfortunately thereare propertieghatfall into
neitherclass A simpleexampleis theopen; r ead property Notethatopen;r ead is similarto
open™;r ead in thatit requiresthatanobjectbeopenecbeforeit canberead butit differsfrom
it in thatanobjectcannotbe openedmnultiple times.Doesthis make verificationary easier?

5.1 The Intuition

The requirementthat an object cannotbe openedmultiple times is a forbidden subsequence
problem(whereopen; open is the forbiddensubsequencglseeTheoreml(c)). It follows that
we canverify if the given programmay openanobjectmultiple timesin polynomialtime. Thus,
open; r ead verificationis polynomial-timeequivalenttoopen™; r ead verificationof aprogram
guaranteednot to openany objectmore than once We will now show that, at leastfor agyclic
programs this addedrestriction (that an object can not be openedmultiple times) doesmake
polynomialtime verificationpossible.

Let us begin by consideringwhy r ead*; cl ose verificationis easywhile open™;r ead
verificationis not. Considerthefollowing codefragment:

.5 Ppi-open(); ...; pg-open(); ...; d.read();



The open™;read propertywill be violatedif thereis an executionpath suchthat the value
of q atther ead statements differentfrom the valuesof ead p, at the correspondingpen
statementgassumingherearenoopen statements theprogramotherthanthoseshavn above).
Determiningif certainrelationshipscan simultaneouslyexist amonga potentially unbounded
numberof programvariabless difficult.

In contrastconsidetthefollowing codefragment:

.; pi.close(); ...; pg.close(); ...; g.read();

Ther ead™; cl ose propertywill beviolatedhereif thereis anexecutionpathsuchthatthevalue
of q atther ead statemenis equalto thevalueof somep, atthecorresponding! ose statement.
In otherwords, this requiresindependenanswerdo k differentquestionseachaboutthe value
of only two programvariablesThis turnsoutto be easy

Let usnow turn backto the earlierexampleabove.

.5 pi-open(); ...; pg.open(); ...; g.read();

If we now know thatno objectis openedwice, how canwe exploit this for open™;r ead (i.e.,
open;r ead) verification?For ary giveni , we know thatit is easyto determinef g. r ead()
statemeninayreadthesameobjectthatis openedythep,. open() statementimaginethatwe
cancountthenumberof executionpathsn;, alongwhichthis canhappenfor eachi . Addingup
all then; wouldtell ushow mary times(i.e., alonghowv mary executionpaths)theq. r ead()
statements a valid operation. If this numberdoesnot equalthe numberof executionpathsto
theq. read() statementthenthere mustbe an executionpath alongwhich q. r ead() will
readanunopeneabject Suchindirectreasonindgasedn countingis the basisfor thealgorithm
presentedn this section.

Ohviously, countingthe numberof pathsis not feasiblein the presencef cycles.In therest
of this sectionwe will restrictour attentionto agyclic, or loop-free,programsandshov how the
above approacttanbeusedfor a classof verificationproblems.

5.2 Definitions

We startby formally definingthequantitiesve wantto compute GivensomeprogrampP, consider
a P-pathp. Recallthatl{(p) denoteshesetof objectinstancesreatedn p, andfor ary i € U(p),

pli] denoteshe sequencef operationperformedons. Let p[p] denotethevalueof variablep at
theendof p. If s is astatemenin the program,we will uses;,, ands,.: to denotethe program
pointsjust beforeandjust afterthe statement.

Definition 14. Let o denotea sequencef opemtions,  a program path,and I7,, the setof all
pathsfrom entry to a program point «. Then,definect(c, 7) £ |{ i € U(r) | n[i] = o }| and
ct(a, u) = > rem, Clla,m)

We now defineauxiliary countsof theform Ct((X, o), u), whichwe will subsequentlyseto
computect(a, u), whereX is asetof programvariablesInformally, theset X will constrainthe
countingto the objectinstancepointedto by all variablesin X. Secondwhile ct(«, u) counts
exactmatchedor «, Ct((X, ), u) will countsubsequencmatchedor a.

Definition 15. Giventwo sequencea and 3, let Ct(a, 3) denotethe numberof timesa occurs
asa (notnecessarilycontiguoussubsequencef 3.

Ctar - ag,br--bm) 2 | {1, i) |1 <ii < <ig<m Aay---ak =bi, b}
In the specialcasewhe « is theemptysequencect(a, 3) is definedo be 1.

5 Thisis wherewe exploit the factthatno objectis openedwice. Otherwise addingup n; will
endup countingsomepathsmultiple times.



Definition 16. GivenasetofvariablesX,wedefind/(m, X) £ { i € U(r) | Vp € X.w[p] =i }.
Essentiallyif X is emptythenl/ (7, X) ist (). If X is non-emptyandall variablesin X point
to the sameobject: theni/ (7, X) is { 4 }. If all variablesin X do not pointto the sameobject,
theni/ (m, X) is empty

Definition 17. Leta denoteasequencefopentions,r aprogrampath,andil,, thesetofall paths
fromthe entryvertex to a program point . Then,definect((X, &), m) £ 3,y (x x) Ct(a, [i])

andCt((X, a), u) £ 32, ¢, (X, @), )

Example2. Considertheprogramshovn belov ontheleft. Let u denotethe programpoint after
thelaststatemeny. r ead( ) . Letp; denotahepathto « wherethefalsebranchof theif-statement
istaken,andlet p> denotetheotherpathto u. Thetableontheright shovsthevaluesof thevarious
quantitiedefinedabove. Thefactthatct(r ead, «) is non-zerandicateghattheprogramcontains
aviolation of theopen;r ead property

Xz nenl) X[ o JA(X.0). p)[E(X. ). p2)[EU(X. o)) [etle, )
zo'_enrz?'] 03 {x}| read 1 1 2 _
i.f ?7) { ' {x}|open;r ead 1 1 2 _
’ . {y} read 1 1 2 _
y-open(); {y}/open;read 0 1 1 _
i.read(); 1) read 2 2 4 1
y.read(); ¢ |open;read 1 2 3 3

5.3 Counting Subsequences

Wenow shav how thequantitieddefinedabore canbecomputedFig. 9 expressesherelationships
thatmusthold betweerthe ¢t valuesat differentprogrampoints.

[Statement,  [Equations \

ct((X ay,entry, ) = if (| X| >1or || > 0) thenO elsel
CU(X, ), uin) = 3, cprectu SUUX; @), Vour)
X =y CU(X, ) o) = (X — {x JU{Y }.0),uin) (if x € X)
QX @), tiour) = CH(X, ), win) (it x ¢ X)
x 1= new () [G(({ X }, ), uou) = C{{ X },¢), uin)
Ct((X, a), uout) =0 (if x € X and(|X| > 1 or|a| > 0))
Ct((X, o), tour) = CH((X, @), Uin) (if x ¢ X andX # ¢)
x. f() Cl(X, a), uour) = CL{X, ), win) (whena is notof theform 5f )
SU(X, @), tour) = CH((X, Bf), uin)+ (wherea = 3f)
ct(Xu{z} B), uin)

Fig. 9. Equationgor computingthenumberof subsequenamatchesNotethat,in generaltheset
X maybeempty or thesequencer maybetheemptysequence, but theequationsassumehat
bothX anda cannotbesimultaneouslgmpty (Wearenotinterestedn thevalueof ¢t((¢, €), u).)

Lemma 3. For any sequencer and any acyclic program Pgmover a setof program variables
Vars Ct({¢, ), u) canbe computedor all programpointsu in polynomialtime:

Proof. We computethe valuesof Ct({(¢, o), u) usingthe equationgpresentedn Fig. 9. Notethat
computingCt({¢, o), ) ata programpoint « may transitvely requirecomputingthe value of



Ct((X, B),v) atsomevertex v, whereg is a prefix of o, and X is a setof variablesof cardinality
atmost|a| — |3|. Hence thenumberof values(or equationsyve needto computeatarny program
pointis O(|Vars|'®!), whereVarsis thesetof all variablesin theprogram Theresultfollows. 0

5.4 Counting exactmatches

Earlierwe arguedhow we couldcomputehenumberof exactmatchedor r ead fromthenumber
of subsequencmatchedor r ead andthenumberof subsequencamatchedor open;r ead. We
now presentgeneralizatiorof thisidea.

Lemma4. Letu denoteany program point. We will use3 > « to denotethat 3 is a proper
supesequencef « (i.e., that« is a propersubsequencef 3). Then,

ctler, u) = Ct((¢, ), u) — Y _ Ctlav, B)CH(B, ).
B«
Proof. Wewill now shaw thatct(, 7) = Ct((¢, o), ™) — > 5., Ct(a, B)ct(3, ) for ary execu-
tion path, from which thelemmafollows immediately Notethatct(a, ) countsexactmatches
for o in , while Ct({#, ), 7) countsoccurrencesf o asasubsequenda 7. Now, considerary
supersequengg of «. Every exactmatchfor 3 in 7 will give usct(c, 3) subsequencmatches
for . Hence the above equalityfollows. a

A sequencex hasinfinitely mary supersequences So,howv canwe make useof theabove
equation?

Definition 18. A propertyrepresentedby anautomatonf is saidto bealmost-omission-closeiél
thereexistsaninteger k sudthatfor all sequences, 3,y € X*,if |aBy|> kthenvalid  (af) =
Valid = (o).

Let usreferto (ay, a8v) asan omission-violationif a3y is a valid sequencéut oy is
not.An omission-closegropertyis onewith no omission-violationsAn almost-omission-closed
propertyis onewith only finitely mary omission-violationsNotethatopen; r ead isanexample
of averificationproblemwherethereis only oneomission-violationnamelyr ead is invalid but
open;r ead is valid. We will now establistithefollowing.

Theorem 8. If F representsanalmost-omission-closgutoperty thenSV = for acyclicprograms
isinP.

Proof. Considerary « thatis invalid. Then,ary supersequencge of « of lengthk + 1 mustbea
forbiddensubsequencélencewe cancheckaprogramn polynomialtimeto sedf it containsary

suchg. If it doeswe canstopsincetheprogramdoesnotsatisfytherequiredproperty Otherwise,
we countthenumberof subsequencmatchesn theprogramfor « andevery supersequenge of

« of sizek or less.We canthencomputethe exactmatchcountusingLemmad4. ad

5.5 Verification of programswith loops?

How canwe adaptthe ideasdescribedabore to verify programswith loops?Given an almost-
omission-closegroperty if we cancomeup with a polynomialboundp(n) on the length of
the shortesterror path,thenwe can“unroll” loopsin a givenprogramP suficiently to generate
a correspondindoop-freeprogram P’ thatincludesall pathsof lengthp(n) or lessin P, and
applythe precedingyerificationalgorithmto P’. (Definition 20in the appendixshavs how such
unrolling canbe done.)This givesusethefollowing theorem.

Theorem 9. If F representsanalmost-omission-closgatopertywith a polynomialboundonthe
shortesterror pathlength,thenSV £ isin P.

Unfortunatelywe have notbeenableto identify polynomialboundsontheshorteserrorpath
lengthfor almost-omission-closepropertiesWe conjecturethat suchpolynomialboundsexist,
atleastfor theopen;r ead property



6 Polynomial Time Verification for Programswith Limited Aliasing

In Sectiom wesaw that,unless?= NP, verificationof repeatablenablingsequencegropertieswill
requireexponentiatimein theworst-caselsit, hovever, possibleo designverificationalgorithms
thatareefficientin practice e.g.,by exploiting propertiesof programghatarisein practice 7 or
example,oneseldomseegprogramsn which a very large numberof variablespointto the same
objectat a programpoint. In this sectionwe presenta verification algorithm motivatedby this
obsenation.Thealgorithmrunsin time O(|Pgni**1), where|Pgn is thesizeof theprogramand
k is themaximumaliasingfactorof the program:a programis saidto have a maximumaliasing
factorof k if thereis no pathin theprogramthatwill produceanobjectpointedto by morethank
differentvariables Unlike the polynomialsolutionsof previoussectionsthealgorithmpresented
hereworksfor ary typestateproperty

We note that naive verification algorithmsdo not achieve the abore compleity, i.e. they
maytake exponentiatime evenfor programswith amaximumaliasingfactorof 2. In particular
considerthe olvious abstractionwhere the program-states representedby a partition of the
programvariablesinto equivalenceclasseqof variablesthat are aliasedto eachother),with a
finite stateassociatedvith eachequivalenceclass.The numberof suchprogram-statethatcan
ariseataprogrampointis exponentiain thenumberof programvariablesvenfor programswith
amaximumaliasingfactorof 2.

Our algorithmusespredicate®f theform [A, S| definedbelaw.

Definition 19. Let A C Varsbea non-emptysetof programvariables,andS C Q a setof states
of F.
AS)= N w=o9Ar A G#o) AN Ins@)

zEA,ycA zeA,zevars A zeA

WhenS containsa singlestates € Q, wewrite [A, o], ratherthan[A4, {c}].

Intuitively, a predicatg A, S] meanshatall variablesin A have thesamevalue(arealiases),
everyvariablenotin A hasadifferentvaluefrom thevariablesn A, andtheobjectreferredto by
variablesn A isin oneof thestateof S. ThedifferencebetweerA, S] and(A, S) (Definition 8)
is notevorthy. The non-aliasingconditionsareimplicitly representeth [A, S] by assuminghat
every variablenot in A hasa differentvalue from the variablesin A, whereasn (4, S), the
variablesnotin A mayor maynotbealiasedo thevariablesn A.

Fig. 10(b) presentsur verificationalgorithmthatcomputesfor all programpoints,the setof
predicateof theform [A, o] thatmay-be-trueat the programpoint. (A predicatep is saidto be
may-be-truetaprogrampointw iff thereexistsapathto u suchthatexecutionalongthatpathwill
causep to becometrue.) The algorithmis basedon a standardterative collectinginterpretation
algorithm.The function flow(St )(¢), definedin Fig. 10(a),identifiesthe setof predicateghat
may-be-truafterstatemenst givenapredicatep thatmay-be-trudeforestatemenst . Forary
programpointl, Succ(l) denoteghe successorsf (.

Theorem 10. Thealgorithmof Fig. 10 preciselycomputeshe setof predicateg A4, S] that may
hold at any program point in time O((32,-,<,. (7)) * |Pgm) = O(n" + |Pgn) whee k is
the maximumnumberof variablesaliasedto ead other at any point in the program Pgm and
n = |Varg is the numberof programvariables.

The proof of thetheoremappearsn theAppendix.Thoughthe worst-caseompleity of the
algorithmis exponential,the exponentialfactor & is expectedto be a small constantfor typical
programssincethe numberof pointerssimultaneouslyointingto the sameobjectis expectedo
be small(andsignificantlysmallerthan |Vars|).

Note that usingthe setof predicateslefinedin Definition 19 is not sufficient to achieve the
desiredcompleity. The style of “forward propagtion” usedby our algorithmis alsoessential,



workList= {}

for each program point I
resultgl) = {}

for each programvariable z;
add (entry, [z;, {init}]) to workList

Statenment [flow(St at ement )([A, 0])| | Whil e workListz 0 {

= 2V olv i remove (I,7) from workList
Y giij{{wia]}}} :Iiﬁéﬁ for each Y’ € flow(st nt ;) (4) {
x .= new) [{[{z},init], fzcA for '€ Suce(l) {
[A\ {z}, 0]} ity gresultgl) { /

{[A, 0]} ifzgA resultgl, ) = resultg!’) U.{w }
x. op() {[A,6(c,op)]Jifze A add (I',9') to workList

{[A, o]} ifog A b r o}

(a) (b)

Fig. 10.An iterative algorithmusingpredicate®f theform [A4, S].

asit ensureshatthe costof analysiss proportionalto the numberof predicateshatmay-be-true
(ratherthanthe numberof total predicatesasis the casewith alternatve analysistechniques).

7 OpenProblems

In this paperwe have shaovn thatverificationof omission-closegropertiess in P andthatver
ification of repeatableenablingsequenceropertiesis NP-completefor agyclic programsand
PSRACE-completén generalWe have shovn thatverificationof almost-omission-closearoper
tiesis in Pfor ag/clic programsHowever, mary questionstill remainopen.E.g.,we donotknow
if verificationof almost-omission-closegropertiess in P for cyclic programsMoreover there
arepropertieswvhich do notlie in ary of theseclassesE.g.,considerthe propertyopen;r ead”
which generalize®pen;r ead by allowing ary numberof r ead operations\We canadaptthe
countingmethodof Section5 to shav thatverificationof open;r ead™ is in P for agyclic pro-
grams However, we have notbeenableto formulatesucharesultfor ageneraklassof properties
thatincludesopen;r ead*. Finally, therearealsootherpropertiessuchas(l ock;unl ock)*
(ary numberof alternating ock andunl ock operations¥or which we have neitherbeenable
to shawv a polynomialbound,nor shav anNP-hardnessgesult.
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A Proofs

LemmaAl For any automatonF, SV« is in NP for acyclic programsand in PSRACE for
arbitrary programs.

Proof: SV isin NPfor agyclic programsincewe cannon-deterministicallghoosepaththrough
theprogramandcheckto seeif ary objectreachesheerrorstateduringexecutionalongthatpath.
To shav that SV for anarbitraryprogramP is in PSRACE, we constructa non-deterministic
multi-tape polynomial-space-boundeturing Machine M to solve the problem. M simulates
input programP, non-deterministicallghoosinghebranchto take atbranchpoints.Let usrefer
to objectspointedto by the variablesin P aslive objects.M keepstrack of which variables
pointto which (live) objects,andtracksthe finite-stateof eachlive object.The spaceneededo
maintainthis informationis trivially boundedoy a polynomialin thesizeof programpP. If ary of
therelevantobjectsgoesinto theerrorstateduringsimulation,M haltsandsignalsthe possibility
of anerror. Corversely if thereis a paththatcause®neof the objectsto gointo the error state,
thenM canguessghis pathandwill haltsignallingtheerror.

Definition 20. Considerthe contol-flow-graph Gp = (Vp, Ep) of program P. Let G» =
(Vp, Ep) denotethe acyclic graph obtainedfrom Gp by remaing all badk-edgs. We de-
fine Unroll(Gp,n) to be the acyclic graph obtainedby makingn + 1 copiesof G’» (called
G’»(1),G’p(2),... G'p(n + 1) respectively)andfor everybadk-ede (u,v) in Gp, addingan
edee from vertex u in G’5(4) to vertex v in G%(i + 1) for all ¢ from 1 to v. More formally
Unroll(Gp,n) = (V*, E*) where

V' ={(v,i) | veVp,1<i<n+1}
E* = {[(u,3), (v,9)] | [u,0] € Ep, 1 <i<n+1}U
{[(u,4), (v, i+ 1)] | [u,v] € Ep — Ep,1<i<n}

It is easyto verify thatUnroll (G p, v) is agyclic containsevery pathof lengthv orlessin G p.
Proof of Theorem7

Let F bethefinite stateautomatorassociatedvith therepeatablenablingsequenceroperty
FromTheoremé it follows thatverificationof F for agyclic programss in NP andfor arbitrary
(cyclic) programsis PSRACE-hard.We prove Theorem? by shawing thatif thereis a polyno-
mial boundon the shortesterror path,thenthe verification problemfor cyclic programscanbe
polynomial-timereducedto the verification problemfor agyclic programswhich would imply
thatNP=PSRACE.

Let p(n) denotea polynomialboundon the size of the shortesterror pathwheren denotes
thesizeof the program.GivenanarbitraryprogramP with controlflow fraph G p, we construct
the agyclic programUnroll (Gp, p(n)) whichis agclic andcontainsall pathsof lengthp(n) or
lessin G p. Thesizeof Unroll (G p, p(n)) andthetime takento construcit areboth polynomial
in n. Thus,the problemof verificationof G p is polynomiallyreducedo the problemof verifying
Unroll(Gp, p(n)), whichis acontradiction.

Proof of Theorem 10

The proof that the algorithm computeghe precisesolutionis straightforvard and requires
shawing thatU,c pflow(St )(¢) computesa preciseabstractransferfunctionfor statementt
with respecto the setof predicatesP, andthatthis is a distributive function.

Wenow establistthecomplexity of thealgorithm Assumehatthemaximalsizeof analias-set
occurringin the programis k. The algorithmmay generatepredicatef theform [A, S| for all
subsetof ary sizeup to k of programvariablesvars. The numberof predicateghatmay have
atrue valuein a programpoint is thereforeO(>>, _, ., (7)) wheren = |Vars| (we treatthe
numberof FSM statesasa constant) Thecompleity of thechaoticiterationalgorithmof Fig. 10
is thereforeO((3", -, <, (7)) * [Pgm). Theexpressioris alsoboundedby O(n* « |Pgni). The
above assumeshatthe stepof computingflow(st nt ;) (v)) takesconstantime.



