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Abstract

Events and aspects that respond to them can and should b
defined, specified, and verified in a modular way, as an aid
in understanding and guaranteeing the correctness of eac
on its own. However, finding the appropriate interfaces and
abstractions and expressing them precisely is not an eas
task. Moreover, formally verifying large models is often
unfeasible for existing model-checking tools.

We present an abstraction-refinement scheme to verify as-

pects and to define and correct both aspect and event specifi
cations. This allows considering smaller models and learni
the needed event guarantees at each step. In addition, thi
technique can be used to find sound abstractions to chec
event reachability. Moreover, the technique is appliedifsr
tecting interference in systems where there are respooses t

complex events and aspects may be activated within the ex-

ecution of other aspects.

Categories and Subject Descriptors D.2.1 [Software En-
gineerind: Requirements/Specifications; D.2.&dftware
Engineering: Software/Program Verification—Correctness
proofs, Model checking

General Terms Languages, Verification

Keywords Aspects, Events, Specification, Verification,
Composition

1. Introduction

In reactive systems, events occur and responses are etiecutt%

when necessary. Aspect-oriented programming (AOP)[17]
represents crosscutting concerns with aspects, and rgspon
with advice defined within the aspects. Advice is applied
when its pointcut designator matches a joinpoint such as
a method call, an exception thrown, and others. Complex
Event Processing (CEP)[11, 18], a separate programming

[Copyright notice will appear here once 'preprint’ optiGrémoved.]

K

paradigm, analyzes the necessary processing of events in
8rder to generate new events or notify event consumers such
as services or business processes. Events can be filtered,
transformed, aggregated in different time/location windo

in order to generate new events. While one approach focuses
on crosscutting concerns and the other on event processing,

%oth capture main principles of reactive systems.

In AOP, pointcut designators as presented in AspectJ[16]
and other aspect languages are very dependent on how the
code was written and the names chosen for the different
classes, methods, and fields. Moreover, if an aspect respond
%o some complex event, the internal fields to record needed
information about the event and the processing to detect it
are tangled with the response to its detection. Any small
change to the underlying system may lead to the fragile
pointcut problem [23], where previously captured joingsin
are no longer matched, or new unintended joinpoints are
now matched. Moreover, pointcut composition is restricted
to boolean operators or knowing if it is in the execution flow
of another pointcut.

Some work [2, 4, 21] has considered extending pointcut
expressive power to regular expressions or patterns. How-
ever pointcuts are still limited to the restricted expressi
power of the language presented.

In [3], events were introduced in the context of aspect-
oriented programming, distinguishing more clearly betwee
when an aspect should be activated, and what it must do. A
oinpoint is then an event occurrence, and pointcuts are low
evel event detectors. More complex event detectors can be
defined, by writing pieces of code that resemble advice and
may trigger new events. Examples of events are: a commit
request to a control version system repository without hav-
ing the tests run and succeed, insufficient purchases of a cer
tain product during a certain period, or identifying a sené
messages as a potential denial-of service attack. Eveloteva
ation and detection does not have any external side-eféectb
sides those caused by the event being triggered. This allows
applying optimizations and distinguishing clearly betwee
when an event is being detected and what the responses to
detection are that may affect the entire system.

Considering events as in [3] in the context of AOP aids
in reducing the gap between systems considered in this
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paradigm and the CEP paradigm[11, 18] where events are Therefore, the main contributions of this work are to:
announced by several event producers, these events are then, |ntroduce to aspect specification the aspects’ assumption
processed (filtered, transformed, etc.) and different con-  apoyt underlying events.
sumers can be notified so that they can apply the appropri-
ate response. Events can be added with the syntactic sugar
presented in [3] or using coding conventions with, e.g., As-
pectJ, to express event detectors as usual spectativetaspec state explosion problem, thus making model checking
(also called observers [7, 15]). We will call the use of egent o .
- ) ; o feasible in practice for many systems.

within aspect-oriented programming, whether expliciter u o o " _
ing coding convention€vent AOP e Aid in the difficult task of defining and correcting pre-

Previous work has considered how to express formal cise formal specifications.. In p_articular, the necessary
ification provides a better understanding of the system,  Withthe user.
and moreover, allows applying formal verification tech- e Extend the approach to detect interference now that as-
nigues based on model checking to guarantee the cor- pects respondto complex events.

rectness of each modularly or detect interference among o show that the approach provides sound abstractions, i.e.,
aspects[10, 12]. when verification succeeds, the property indeed holds

However, when applying verification to a library con- in the actual system, and can also be used to check
taining both events and aspects, new practical issues arise  regchability of complex events.

In particular, aspect and event specifications are difficult
write precisely, as needed for formal verification. Espiégia

e Present an abstraction-refinement technique for verify-
ing a library of events and aspects. This method allows
verifying smaller models in most cases, preventing the

In the next section we provide the necessary background
. . . for understanding event and aspect specification and verifi-
given the complexity of a hierarchy of events, where one

depends on numerous others, and Considering that modefatlon. In Section 3 we present our abstraction-refinement

checking suffers from the state explosion problem, a sound, echnlque for "?‘SpeCt verification and in Section 4_the_ al-
practical, and feasible technique must be used. In this work.gorlthm to define eyents af‘d correct. event specifications
we present an abstraction-refinement technique, inspired b IS presented. Next, m_Sectlon 5 we mtrgduce how these
CEGAR[8] (Counterexample-Guided Abstraction Refine- ideas can be used for interference detection among aspects

: ) that respond to complex events, including the case of as-
ment) which allows checking smaller models, and only re- o N
fining and considering bigger models when necessary. Basi-pec.tS within aspects. Co_rrectngss and term|r_1at|0n of the al
cally, an abstraction of the model to be checked is used andgorlthms are presgntgd In Section 6. In Sechoq /, the. ISsue
if a c'ounterexample is found. then it is checked autom'ati— of event reachability is addressed, and finally in Section 8

: ! . we conclude.

cally to find whether the error is real or spurious (and due to
overabstraction of the actual system). If the counterexamp
found represents a spurious error, the model is automati-
cally refined and a new attempt is made to verify the model 2.1  Specification Language

relative to its specification. . . . e
P In this work we consider different specification languages.

We adapt this idea to verify smaller models when apply- . :
ing aspect verification, exploiting our knowledge of the re- For ggpegt specification, LTL[19] is usually used. For event
specification, several languages can be used, but we can

lationship between detecting events and responding to them lude all of them in th . fPSLIL
in aspects in order to propose generic abstractions thex oft ::CI ude afl otthem in the expressive power o [1] as seen
are adequate for verification, and provide a basis for refine- elow.

ment when they are not. Using the abstraction—refinementt. L-![-rl; (tLlneatrr']I'elrélp(I)raI Logic) de?ﬁ”_?_ﬁs temporaltpr_opter-
scheme to be presented, the task of writing specifications 1es that must hold along every path. There are certain tem-

often becomes much simpler. The abstraction-reﬁnementporal operators that we will use. Any atomic propositis

mechanism can be used for finding appropriate abstractions" LTL formula which expresses that in the current sjate

to write event and aspect specifications, and/or for correct must be satisfied.

ing existing specifications. Moreover, we take advantage of ® G¢: (Globally) expresses that at every statenust be
these ideas both to find sound abstractions for verifying  satisfied.

event reachability (i.e. determining whether an event may e F: (Future or Eventually) expresses that there is a state
be eventually detected) and to analyze possitikrference in the future where is satisfied.

in a library including bo_th events and aspects. Heterfer- o X: (Next) expresses that in the next stataolds.
encemeans that on their own events and aspects are correct,
but weaving them together may cause one or more of them Past operators can be used t00:

not to achieve their expected behavior. e Ogp: (Once) expresses that at some state in the past
holds.

Background
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event LowActivity (P product, int purchases)

number of relevant purchases in the time period, and if the

int UPPERBOUND = 100; counter is smaller thaklPPER_.BOUND when TimeDone

after (Purchase purchase):RelevantPurchase (purchése)

nfo purchaselnfo =new Info();

is true, Low Activity is detected. Otherwisd,ow Activity

purchaselnfo.increase (purchase.product()); will not be detected even whélimeDone occurs.
} i i -
when(P product):call (P.timeDone()) & target(product . Hc_)wevgr, from now on we will Only cons@er event ;pgc
if (purchaselnfo.count(product¥ UPPERBOUND) ification given by a set of PSL formulas, since LTL is in-

}

trigger (product , purchaselnfo.count(product));

purchaselnfo. reset(product): cluded in PSL, and any finite automata, state machine or

regular expression can be transformed to an equivalent set
of PSL formulas.

For example, if an event guarantee is given by a state ma-
chine indicating in which execution states the event should
. . . . - and should not be detected, an equivalent set of PSL for-

* Yy (Previous) in the previous stafeis satisfied. mulas can be automatically obtained using standard mecha-

PSL (Property Specification Language) combines LTL nisms. The main idea is that given a labelled transition sys-
with regular expressions. In particular, we will use therape  tem )/ representing the intended event detection for an event
tor — when convenient. A PSL formula of the form — ¢ e, where the labels refer to lower-level events, iterativaely
holds if and only if for every sequence starting with a prefix different states is set as final. Then a regular expressien
matching the regular expression from the state of the last  can be obtained respresenting the paths (i.e, the sequeinces
element of the pI'EfI)@ must hold. For example, if the initial lower-level events) |eading to Ifin M the event is not de-
state of the system satisfiesand every successor that satis- tected ins, the PSL formulae — —e represents this behav-
fiesb also satisfies, then the formula; b — c is satisfied. ior. If e is detected iy, re — e A exposedInfo (s) is added
22 Events to the formulas representing the guarantee of the evérite

expressiorezposedIn fo (s) represents the atomic proposi-
Event detectors[3] are aspect-like modules that react totjons describing the exposed information of the event when
lower-level events by either gathering information in lo- reaching the state
cally defined fields, or processing the gathered information  This way, we have obtained for every possible word in
to trigger a detection announcement that can be used eithekhe Janguage derived from the specificationlify whether
by other event detectors, or by aspects that respond to eventhe event should be detected or not and what should be

detection and may Change the underlying system. Evalu-guaranteed about the exposed information.
ation of event detectors only can change local fields and

does not otherwise affect the underlying system besides the™
consequences of being detected. They can be hierarchicallyin order to apply modular verification, the assume-guarante
composed, thus obtaining complex events and abstractingmethod is used for aspects too. The specification of each
from syntactic joinpoint matching. aspect consists of an assumption and a guarantee, so that
An example of an event detector is presented in Fig. each aspect can be verified modularly. In particular, for the
1, where the evenLowActivity is detected whenever a verification of an aspect, it has been shown[10, 12] that
period of examining sales of a product ends and there havethe specification needs to include what is assumed about
not been enough purchases. It is possible to see that thighe underlying systemA’s externalassumption), what is
event declaration relies oRelevantPurchase, a lower- assumed about any aspect that may execute dutigd’s
level event which exposes the purchases being considered. Anternalassumption) and the guarantee about the augmented
possible response to this event could be an aspect thagappli system (base system withwoven).
a discount to the price of the product being considered, in  Then, aspect verification can be applied as follows:
order to encourage future sales. 1. Build thetableauof the assumption. Th&ableauof a
Given that events are used to define other events, and formula ¢ is a state machine which accepts precisely
aspects respond to them, it is important to understand what every possible path satisfying There exist automatic
the event assumes and what it guarantees. In [9] the issue of  mechanisms that, given a formulabuild the tableau.
event specification and verification was addressed. Bagical 2. Weave into the tableau of the assumption the state ma-

Figure 1. LowAct i vi ty event

3 Aspects

the specification of an everit consists of what it assumes chine model derived from the aspect advice code. The
about the underlying system, and what is guaranteed about  state machine model can be obtained automatically us-
the augmented system, that is, the underlying system with ing existing tools such as Bandera [8].

the event detection. Event specification can be expressed in 3. Verify whether the obtained model satisfies the aspect’s
LTL, PSL, using automata, Moore machines, Kripke models, guarantee.

regular expressions and others. This technique guarantees that if the verification above

For example, the guarantee bbw Activity is given by succeeds, for any system satisfying the assumption of the as
the state machine which includes a counter capturing the pect, when weaving the aspect on its own to the system, the
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resulting model satisfies the aspect's guarantee. The main
idea is that the tableau - state machine - of the assumption s e || S
contains every possible path that satisfies the assumption. oot
Therefore, if a system satisfies the aspect’s assumptien, ev Specs i
ery path of the system is included in the tableau. And the A\ Event guarantees = i
aspect woven at every necessary place in the tableau in par- No|  fshects assumpton Jopects
ticular includes the paths where the aspect would be woven
in any such system. ¢Yes 0

| Veriy aspect |_>| Eror
2.4 Interference detection
Verifying each aspect in a library is usually not enough to ok
guarantee that a system including a set of the aspects in the . —
library satisfies the expected behavior of every aspect. One Figure 2. Aspect verification

aspect may affect the behavior of another aspect, for instan
when both change the same variables. In previous work on _
. . . .. .aspect Discount

interference detection[10, 12], it has been shown that if in after (Product p): LowActivity (p)

addition to aspect verification we can check that: applyDiscount(p);

e Every aspect is verified assuming other aspects that Figure 3. Di scount aspect
may execute as a response (even indirectly) to events de-

tected whileA is executing satisfyd’s internal assump-
tions. 1. G(LowAct = F Disc) - always,LowActivity causes$

the discount to be eventually applied.
2. G(Disc = O LowAct) - always, if the discount is ap
plied then once in the pagbw Activity was detected.
3. G(Disc = O T'mDone) - always, if the discount is
applied then once in the pabimeDone occurred.

e Every aspect preserves the assumption and guarante
of every other aspect. This proof obligation is called
pairwise aspect verification. Note that as proven in [13],
showing these properties for every pair of aspects is
sufficient to guarantee that any subset of the aspect

D

included in a particular system are interference-free. Figure 4. Example:Discount guarantees
e Other aspects satisfy the necessary internal assumptions.
Then, there is no interference. if an event definition changes, it can easily be seen which
o ) aspects will be affected.
3. Verifying Aspects responding to Complex Now, in order to verify aspect correctness, considering
Events their assumptions about events, an abstraction refinement

The problem to address now is aspect specification and ver—SChem? can b_e used.
In this section, we assume all events have already been

ification when aspects respond to complex events. ified and verified. with ial (st " iol
In previous work it was assumed that aspects could only specilied and veriied, with a maxima (s rongest possi €)
uarantee. In the following section we consider the more

respond to code-level events. Considering that aspects ma}peneral case where event quarantees also need to be devel
respond, add or remove complex events introduces new? w ventgu v

guestions such as: How is aspect verification applied now’.>0ped in stages, along with the aspect assumptions and guar-

What do aspects need to assume about events? antees_. _ ) ,

Given that aspects respond to events, we could naively in- . In Fig. 2 the mechanism to find a W_gak gspects assump-
clude all relevant event guarantees as part of the assumptio tion about the events needed for verification of the aspect
of the aspect and then verify the aspect correctness. HOW_guarantees Is presented. .
ever, the event hierarchy—where one event detector depends Basically, the user prowde_s the_ aspect guarantee property
on many simpler event detectors— may include many events,to be checked, and the specifications of relevant events, and

and the model would turn out to be unreasonably large, mak- may also provide.a first version of t_he assumption made by
ing model checking unfeasible. Instead, we would like to the aspect. The first attempt to verify the aspect guarantees

have the aspect make the necessary assumption about th%hould take the most general assumption about the events,

events on which it depends—abstractionof the full prop- €.g., those obtained by using static code analysis [22]eof th

erties of the events, so that the needed guarantee of thetaspeaSpeCt'

can still be shown. Example 1. We may consider the first overapproximation
Therefore the aspect assumption should include now theto be the information obtained by static code analysis. Tak-

necessary assumptions about the events it relies on. Thisng as an example th&ow Activity event in Fig. 1 and

provides better understanding of what the aspect needs, andhe Discount aspect in Fig. 3, we can easily see from the
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code that the event is detected onlylifmeDone occurs: coincide with the actual behavior. That is, all the actual be
G(LowAct = TmDone). Here Low Act is the proposition haviors are included, but additional behaviors (represgnt
indicating that the evenbowActivity has been detected, the overapproximation)are also allowed.

while T'm Done indicates thafimeDone is detected. It is possible to see the formula in Example 1 represents

The first step consists of checking that the aspect’s as-a" overapproxmaﬂoqofthe eventdetection. Eyery sequenc
of lower-level events in the guarantee Bbw Activity sat-

sumptions about the underlying events are correct. After- .. . .
. isfies this formula. However, additional sequences are also
wards, the aspect is checked for correctness. On success, th.

i . _included such as those where the event is detected because
procedure ends. However, on fail, the error may be spurlousOf TimeD even if it shouldn’t be
since an overapproximation about the event detection is be-~ 1.7 7" :

ing used. The refinement scheme is applied until the aspecth. l:].ﬁzee?ua:gﬁi}e@tﬁ)e tc))eep;;ovig ‘fj.lr?]c;l:.totnhseoifg.e(:t II?ra
is proven correct relative to its guarantees, or a non-epsri Igh-leve’ gu ' verapproximat :

. static code analysis may be enough. Therefore, the actual
counterexample is found. o
. . . . event detection is not needed as part of the tableau of the
In the next sections we will describe in more detail the assumption when aoolving aspect verification
steps of the algorithm. P pplying asp :

3.1 Userinput 3.3 Checking the aspect’s assumption about the events

The user provides a first version of the specification of the \when verification is to be applied, the first step is to check
aspect to be verified and the specification of all the eventspat the aspect's assumption about the underlying events is
involved. As mentioned above, the specification of each as- correct. This is done by checking whether the guarantees of
pect ultimately includes what is assumed about the underly-the events imply the aspect’s assumption. That is, if the as-
ing system, what is assumed about other aspects that may bgect's assumption about the underlying events, ithen this
activated within its execution, and a guarantee about the au step consists of checking whetheis implied by the exist-
mented system. Now that aspects respond to complex eventgng event specifications. Provided that the aspect's assump
it is important to specify what the aspect needs to assumetjon relies on certain data abstraction3, these abstractions
about the underlying events. should be applied to the event guarantees to check: it
3.1.1 Aspect guarantee satisfied in the event guarantee under

The aspect guarantee expresses properti_es the augmentqgixamme 2. The Discount aspect may assume that when-
model (base system + aspect) should satisfy. Examples ofeyer 7jime Done occurs with no relevant purchases, the

guarantees are presented in Fig. 4.~ event LowActivity is detected, represented by the predi-
For the aspect guarantee, we will distinguish between two cate 1,01 Act. There is an (implicit) assumption that only
types of formulashigh-levelandlower-level A high-level one product is being considered, while in the event guar-

guarantee does not involve any lower-level event, only the gntee N different products are considered, and a predicate

name of the event causing the aspect to respond. For examy, ., At Prodp for each product?. Then the abstraction

ple, given the evenLowActivity and the aspeddiscount would need to relate to an arbitrary prodifst and identify

presented in Fig. 3, a possible high-level guarantee would LowAct Prodp, with the abstracLow Act.

be: G (LowAct = F Disc), where Disc represents that a

discount has been applied. This is the first example guaran-  |f the check in this step fails, the specification should be

tee in Fig. 4. corrected. For example, the user might have assumed that
A lower-level guarantee includes lower-level events. For TimeDone implies Low Activity. The actual event guar-

example, considering the same event and aspect as before, antee of Low Activity does not imply this fact, as shown

lower-level guarantee would bé: (Disc = O TmDone) by a counterexample including at lea®PER BOUND rele-

(the third example guarantee in Fig. 4), since it includes an vant purchases. This counterexample provides the uset a hin
event not directly responded to by the aspect. about why the aspect assumption about the event is not cor-
3.2 Overapproximation rect. If the check in this step succeeds, we can move on to

. ) the next step.
The aspect assumption about the underlying events usually

represents an overapproximation formylaf the eventde- 3 4 Verifying the aspect

tection. This means that every sequence of underlying svent

where the eventis detected in any concrete model is included!n this step we want to verify whether the aspect guarantee
in the set of sequences of events where the formpuitadi- holds under the given assumptions. This can be done apply-
cates detection, and the same occurs for every sequence dfnd aspect verification as in [12] taking as part of the assump
underlying events where the event is explicitly not detgcte tions:

by ¢. In addition, the overapproximation may be satisfied 1. The external aspect assumption

by additional sequences where the event detection does not2. The aspect’s assumption about the underlying events.
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cnt0
TmDone
LowAct

Figure 7. Spurious error detection

3.5 Checking whether a counterexample is spurious

In this section we explain in more detail which event guar-
antees should be considered and how to detect whether a
Figure 5. Assumption Figure 6. Augmented  counterexample is spurious.
model Let £ be the event that the aspect being considered re-
sponds to. The hierarchy tréés; of the events whose de-
tection may causé’ to be triggered can be easily obtained.
We would build the first tableau of the assumption as all Similarly, we can consider events and atomic propositions
the paths that satisfy that appear in the guarantee of the aspect, and determine
which events influence the value of these propositions.
Now, when checking whether a counterexampis spu-

G (= (RelPur ATmDone) A (LowAct = TmDone)) rious, we must check whether satisfies all the formulas
representing the guarantees of the events involved.
Here we express thakel Pur (representing the detection If there is some event guarantee formylén the event

of Relevant Purchase) andT'mDone (representingthe de-  guarantees (which are assumed correct) not satisfied by
tection of TimeDone) never occur together, and that if the the error is in fact spurious. Thetf, is used to refine the
event LowAct is detected then there must BénDone aspect assumption about the events, incorporating it to the
(from static code-analysis). tableau used in an attempt to verify the desired aspect guar-
Verification is applied as explained in 2.3. If the method- antee property again.
ology succeeds, the aspect is correct. If the obtained model Note that in the example of Figures 5 and 6 we do not
does not satisfy the property, it might be the case that the know anything about the calls tBimeDone or the detec-
error is caused because of the overapproximation used. tion of RelevantPurchase. Indeed the aspect code itself
Continuing with theDiscount aspect example, in Fig. 5  is sufficient to show that when the event has been detected,
the tableau of the assumption bbwActivity is presented  the response in the aspect advice is executed. However, we
(alwaysLowAct implies TimeDone, as obtained by static ~ do not know whether the event is detected at the points in
code analysis), and in Fig. 6 the augmented model is ob- execution intended by the aspect. Another reason to include
tained (wheneveLowAct occurs, aDisc state is injected: ~ more information about the events is to show that the in-
the discount is applied) formation provided by the event detector is what is indeed
In the obtained model in Fig. 6, all the aspect guaranteesassumed by the aspect.
in Fig. 4 can be proven. However, we cannot prove that In the previous section, the counterexample presented
if there are no relevant purchases dhdneDone occurs, in equation (1) is not feasible: in the actual guarantee of
the discount is to be applied. More information about the LowActivity, the corresponding path prefix is presented in
event guarantees is needed in order to prove it. This occursFig. 7, and there thé&ow Act predicate is true, as required.
because the overapproximation indicates only that if there Therefore, the error is found to be spurious.
is Low Activity then the aspect is woven, but the only fact In the path, the counter is initially zero, andifme Done
known in the tableau of the assumption is thatvAct = is detected, therLowActivity must be detected as well.
TmDone. This is reflected by the fact that a key state— The guarantee oLowActivity contains the PSL formula
where TmDone is true butLowAct is not— is reachable  presented in equation (2) (at any moment where the se-
directly from the initial state (because we have made no quence starts with the counter being zero, and at the next
assumptions so far about the number of relevant purchases)state there i§imeDone, then at that next state there must
We obtain the counterexample (1) (moving to the lower be LowActivity).
state directly from the initial empty state) which conticdi
that the discount should be applied wheime Done occurs
and no relevant purchases have been registered in the periodRefinement is done automatically by adding this assumption
to the tableau, thereby eliminating the problematic transi
tion, and then we can check again whether the aspect sat-
isfies its guarantee. We now at least have some basic infor-
mation about the value of the counter of relevant purchases.

(start A entp) ; TmDone — LowAct (2

0,{TimeDone},... 1)
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Further refinements will lead to the overall goal of finding
the needed assumption: that the counter equals the number
of relevant purchases in the time period, and (only) if the
counter is smaller thadPPER_BOUND whenT'imeDone is
true, Low Activity is detected.

Note that the refinement is done automatically to elimi-
nate spurious counterexamples, and therefore we obtain onl
a necessary (weak) assumption about the event. Different as
pects may assume different things about events. For exam-
ple, there may be aspects that do not care about the events’
exposed information.

As mentioned before, capturing a weak assumption of an
aspect about events is particularly useful for understandi
how events affect aspects or which aspects would be affected
if some change is made to an event.

3.6 Relationto CEGAR

As mentioned above, CEGAR[6] (Counter-Example Guided
Abstraction Refinement) is an already known technique for
verifying smaller models and refining only when necessatry,
automatically.

In our case, we apply CEGAR to the context of Event Figure 9. Patterns of lower-level guarantees
AOP and take advantage of the facts known. Knowing that
we have a modular specification of events, we use these
specifications to refine at each step the aspect’s assumptioniions. Any other lower-level formula, such as those refgtin
about the underlying events. Since events do not affect theto information gathered or exposed context, is also acdepte
state of the underlying system besides the responses causess input by the algorithm.
by them being detected, adding more detail on the event The useris also involved in step 6) of the algorithm: using
detection is a sound abstraction. the provided counterexample the user should identify if the
error is due to an error in the formula presented, or in the
event definition provided in step 3).

1)
Add formula

3) )
Obtain

event definition

6)
Spurious o
event spec
grrork

Figure 8. Abstraction-Refinement for Events

1. re — eventDetected
2. re — —eventDetected

4. Abstraction-Refinement for Events

The next issue to consider is how these abstraction refine- ) )

ment ideas can be used as well to define and correct evenf-2 Detecting new abstractions

specifications and even code definitions. In this case we re-|n the user input, the lower-level events, their exposeorinf

lax the assumption that we have all events defined and veri-mation, and related internal fields are represented by means

fied, and introduce the algorithm to learn the event definitio of atomic propositions. We may assume that for method calls

by interacting with the user. and events detected there is an atomic proposition with thei
The steps are presented in the algorithm in Fig. 8. In the name indicating their occurrence. However, when arguments

next subsections we will describe in detail each of these gre exposed, these may be defined over unbounded domains,

steps. thus abstractions should be applied to obtain a finite model.

The formulas given by the user in the previous step can

) ) o ) ) aid in detecting the necessary abstractions. For exanmgle, t
To obtain and refine event specifications, we will consider formula

lower-level event guarantees as input to the algorithms&he

lower-level guarantees may have the forms presented in Fig. start; (TmDone) — (LowAct) 3)

9. The first formula expresses that if the regular expression

re is matched, then in the state reached the eventis detected. expresses that whenever the system starts, and at the

The second formula indicates that whenever the regular ex-immediate following state there iimeDone, then the

pression-e is matched, then in the state reached, the eventisevent is detected for that product. The user should at this

not detected. step present the assumption that there is only one product
These patterns, seen already in the translation of state ma{as was already considered in Example 2).

chine event specifications to PSL, are very natural since the In a next iteration of the algorithm, we may add the case

first one captures when the event detection should occur andvhere there is exactly one relevant purchase, learning the

the second one captures when it should not. Here they areatomic propositions and abstractions involved in the egdos

used for partial specification of events and aspect assump-information of Rel Pur.

4.1 User input
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4.3 Obtaining the new event definition be corrected. Then, we must go back to step 3) to analyze

Once we have the necessary abstractions the event's defini;he initial state and transitions, and continue from there.

tion can be specified following the synthesis ideas presente

in [20]. Basically, the user needs to define for the existing

abstractions what the initial state is, and what the traomst ~ All the steps presented and explained in the previous setio

are. The work in [20] relies on a state machine description of allow verifying aspects considering event abstractiords an

the underlying system. In our case, we will take the base sys-finding appropriate abstractions for event specifications.

tem to be the tableau of the assumption of the event. Then, The algorithm presented in Fig. 2 allows identifying a

the resulting model represents the event detector. weak aspect assumption about underlying events, and use
For example, we may assume ttatl Pur andT'm Done these assumptions to verify smaller models.

never occur together, and we know that somehow we need The algorithm presented in Fig. 8 allows defining and cor-

to count the number of relevant purchases so far, thus therecting event definitions, interacting with the user and-ask

atomic propositionsount y for N between 0 and some cho-  ing appropriate questions. In particular, steps 1), 2) and 3

sen constanB are addedB represents the bound such that aid in finding the appropriate abstractions and event guaran

less thanB purchases trigger&owActivity. In addition, tees, while steps 4), 5), 6) and 7) constitute the abstractio

the atomic propositionount-. g represents when there have refinement scheme for event verification.

been more tha® relevant purchases. Then, the initial state By the end of the algorithm, when the user is not in-

must satisfycounty, and every occurrence dRel Pur or terested in adding any other formulas, we obtain an event

TimeDone should update the value ebunt as expected. verified with respect to all the formulas entered, the neces-
Alternatively, the user may write the code and the guar- sary abstractions for event specification, and the actultev

antee of the event state machine on his/her own, not using aguarantee.

synthesis algorithm. It is important to note that the event should satisfy its

guarantee, and adding new aspects or responses to the sys-

tem, or new properties to the aspect guarantee may involve

Given an event guarantee property that does not introducerefining the relevant event guarantees. In this case we need

any new abstractions or expose other information, all we to verify the event detectors for the new guarantees.

need to see is whether the existing event definition causes th

event to be detected when expected. If it does and the regula-6  Combination of the algorithms

expression looks like 1. of Fig. 9, or if it does not and the A yseful mechanism is obtained when the algorithms in Fig-
formula looks like 2. of the same figure, then the guarantee ,res 2 and 8 are combined, obtaining a technique where the
willhold. Otherwise, there is a problem, either with themve  gyents are defined and corrected and the aspect is verified us-
specification, e.g., with the abstractions chosen, or wiiéh t i the obtained event definitions. Whenever the event guar-
def|n!t|on of the initial state and trgnsmons._ For example sntees do not imply the aspect assumption about the events
consider the case where we are trying to verify property: (a5 presented in section 3.3), so the aspect assumption is no
a proper overapproximation, the unsatisfied formula isrgive
start; Rel Pur®; TmDone — —LowAct (4) as input to the algorithm for defining and correcting event
definitions (algorithm Fig. 8), and once the assumption can
This formula expresses that if there have been at [Bast be shown to be an overapproximation of the event guaran-
relevant purchases since the start of the system, and theri€es, a new attempt to verify the aspect is made.
there is a call tal"imeDone, then the event should not be For example, ifLow Activity's guarantee expresses that
detected. on B relevant purchases the event is detected (whereas in
The user then provides the definition of the initial state the user-provided code strict inequality is used) and the
and transitions. Let's say that by mistake, the transition aspectassumes that the eventis not detected in that case, th
caused by TimeDone is expressed as: 1) set the counter t@lgorithmin Fig. 8 is used, the event guarantee and definitio
zero, 2) if the counter indicates that there have not beenis corrected, and the procedure for aspect verificationsstar
enough relevant purchases of the product trigger the eventagain.
That is, the user expresses the transitions on TimeDone in
an incorrect order. 5. Interference detection
In this case, we know that the formula looks like 2. of
Fig. 9, so the event should not be detected. However, with
the transitions as given above, the evierdetected. Thatis, = As mentioned above, there is previous work on interference
when checking step 5) of the algorithm (Fig. 8) we have not detection when aspects respond to low-level code eveats (.
succeeded. In step 6) the user can confirm that the desiredraditional joinpoints), including when aspects may execu
guarantee is appropriate, so the event detection code mustvithin other aspects.

4.5 Summary of the algorithm

4.4 Checking the property

5.1 Questions
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The issues we address now are aspect Auth
1. How to check interference because of an aspect actiefore(): doTrans()
vated within another aspect? S ALY
2. How to apply pairwise verification (assumption and authed = isAllowed ?(u, p);
guarantees must be preserved) now that aspects respaid,  notsothEntered
to complex events? boolen usrSet =false;
The difficulty arises from the use of complex events2f0I=o" Pre>el & 12 9%
which having a possibly more complex behavior, need to usrSet =true;
be represented consistently with the aspects’ represemtat af‘pewrd(s)e:t reduestPwd 0
(e.g. same atomic propositions for the same method callspen() : isAllowed ?(Usr, Pwd)
same name for the same variables). Moreover, there is a}| {43755 1] 1pwaset) trigger O
hierarchy of events to be considered. pwdSet = false;
Both questions can be solved assisted by the abstractiogs-pect ThrowNotBothEntered
refinement scheme presented. For example, we may firséfore(): NotBothEntered ()
check the necessary conditions knowing only the event- fow new Exception(*Both usr and pwd must be entered”)
detection information obtained from simple static-codalan Figure 10. Interference example
ysis. If the checks succeed, since an overapproximation is
applied, there indeed is no interference among the actual as
pects and events. Otherwise, the error must be analyzed andirst checking the internal assumption and if not satisfied,
the model must be possibly refined. event reachability is checked). If the event detediyy is
very simple then the second option may make verification
easier (i.e. first checking event reachability, if reackabén
We first consider question 1. In this section, we will conside the internal assumption is checked).
two aspectsA and B such thatB responds toEg. We It is important to note that since the aspect woven may
first check whether executing the advice®fcould violate add or remove events, the augmented model is the one re-
A’s internal assumption. If so, it then is crucial to check stricted to the overapproximatian of the guarantee of the
whetherEz is in fact detected withim. It should be taken event.
into account that the guarantee Bf; and A may work on In step 3, to find a precise enough overapproximation of
different abstractions, therefore the ideas presentedrbef FEg, the abstraction-refinement scheme can be applied as
to define events are convenient in this case to detect soundefore.

abstractions. Once all the necessary abstractions have bee Soundness of the method: the internal assumption only

5.2 Aspects within aspects

found and the event guarantee built, we check wheltheis adds paths. Then, if it is proven for all paths and for any
reachable withirA. If so, then there is potential interference aspectB that may execute within another aspedtthat B
betweend andB. Thus, the steps are: does not interfere with4, then in particular for the actual

1. Verify whetherB may interfere withA using the event  detection and the actual places where the aspect exeélutes,
detection information obtained from static-code analy- will not interfere with A.
sis. This step consists of checking whettigsatisfies Following, we present the method using a running ex-
A’s internal assumption. ample. In the example in Fig. 10, the aspdetth authen-

2. If so, obtain the guarantee of the event being abstractedticates transactions in a website. Before any transaction,
consistently with the aspect definition, i.e. same atomic the aspect requests a userand a passworg to check
propositions representing the same methods, same abwhether the user-password is allowed to perform the transac
stractions for variables of the same type, etc. tion. The variableiuthed keeps authentication information.

3. Restrict the augmented system4fo a precise enough  The eventNot Both Entered checks whether the method
overapproximation of the guaranteelog. That s, the isAllowed? is being called without having entered both a
resulting model contains only the pathsA4for which user and password. Whé¥vt Both Entered is detected, the
there is an execution il¥g’s guarantee matching the aspectl'hrowN ot Both Entered takes care of it by throw-
shared variables. If a state triggering within the aspect ing an exception.
is reachable, there is potential interference. In the example Auth has an internal assumption that

The steps presented need not be executed in the ordeevery aspect that executes withitwith returns without
above. An alternative order is first checking whether the throwing exceptions. It is possible to see that if the as-
event might be detected withid (applying steps 2. and 3.)  pectThrowN ot Both Entered was activated withimuth,
and only in case it might, check whethBrinterferes with the internal assumption would not be satisfied (an excep-
A. Which order to apply usually depends on how hard it is tion is thrown). However, the everYot Both Entered is
to prove a property. If the internal assumption can be easily not detected withinAuth (assuming there are no calls to
checked then the first order presented should be used (i.e.isAllowed? within other advice that may execute within)
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and therefore the aspethrowN ot Both Entered does not tee. We may ask ourselves why this is sound. Following is

execute withinAuth. the lemma proving that assuming the event guarantee we
The methodology to verify non-interference among these have so far is correct relative to the event detection code,
aspects follows the ideas we have presented. then considering an overapproximation of the event guaran-

First, we verify Auth considering its internal assump- tee yields sound results.
tions, and next we apply the algorithm presented in Fig. 8

to obtain the appropriate abstractions for the definition of Lemma 1. Checking whether any PSL formula holds in the

augmented model of an aspect considering an overapproxi-

NOtBOthE.ntered' _ . mation of the event detection is sound.
Now, using the event definition obtained, we can check
whether there may be a joinpoint d¥otBothEntered Proof. Assuming the procedure is not sound, then there ex-

within Auth using some overapproximation of the event ists a PSL formu|a0' and an augmented mod&l’ consid-
detection. Using the overapproximation obtained fromstat  ering an overapproximatiofiuar’, of the guarantee of the
code analysi€s(NotBothEntered = call_isAllowed?), event such thap holds in M’, but does not hold in the aug-
NotBothEntered seems to be reachable withiduth. mented model\/ which detects the event exactly where it
However, when the event detection overapproximation is should. Because we are checking a PSL formula, there must
refined to the actual behavior, we see that the event is notexist a pathr in A/ where the formula does not hold. How-

reachable within the aspect because the user and passworgyer, given that\/’ includes an overapproximation of the

are in fact entered. detection ofE, in particular it includes the path (possibly
5.3 Pairwise assumption and guarantee preservation abstracted to the relevant variables). quedoes not hold
in M’ as well, contradicting the assumption. O

We will now consider question 2. of section 5.1, on how
to check whether the assumptions and guarantees are pre- Note that every refinement applied in the algorithm in
served. We recall from the definition of events [3] that esent F|g 2 On'y restricts existing paths therefore’ any prqpert
do not have any side-effects besides those of being triggere  ajready proven correct continues being satisfied.
We may think that events do not interfere at all since they  \we can also consider the termination of the suggested
do not affect the system besides being detected. Howeveryefinement algorithms. The algorithm for aspect verifiaatio
the specification of other events and aspects may influence(rig. 2) will at most apply a finite number of refinements
their detection. For example, some aspect may assume thagince there is a finite number of events involved and a finite
under certain conditions an event is never detected (to pre-nymper of formulas describing their guarantees.
vent another aspect from executing), or that certain lower-  The algorithm for event definition (Fig. 8) continues as
level events are detected in a certain order. Hence, in ordefjong as there are new lower-level formulas the user would
to check whether an event may interfere with another event|ike to check. We assume that the user will consider only a
or aspect4, we should first apply check (5). bounded number of lower-level formulas. For each formula
. ? every step in the algorithm ends, and assuming that eventu-
VarsDetection (E) N Vars (pa) =0 ) ally the correct event specification is introduced by the use
In the equation abové/arsDetection (F) returns the set  in step 3) the procedure halts.
gontal_mng all the atomic propositions represen_tlng trenév _ 7. Reachability of Complex Events
etection and parameters. Any other variable is not consid-
ered as it is known to be unmodified during the event eval- Given the whole hierarchy of events it may be hard to see
uation.¢ 4 in Vars (p4) represents either the assumption Whether there are no contradictions. The problem is byfitsel
or the guarantee ol. That is, we check whether the atomic undecidable but in some cases certain checks can be applied.
propositions of the event detection appear in the assumptio ~ As a first step, we must check that there are not any
or the guarantee od. If the intersection in (5) is empty then  contradictions among the assumptions of the events, that is
the event is guaranteed not to interfere with the aspect, oth the tableau considering both assumptions is not empty. As
erwise non-interference should be proven as usual [12]. @ second step, we check that the guarantees do not yield an
In order to guarantee non-interference we need to checkempty model, and that the events are reachable.
that every aspectl preserves the assumption and the guar-  One possibility is to benefit from event modularity and
antee of every other aspeBt As presented before, the algo- check whether the lower-level events are reachable at some
rithm in Fig. 8 is used to obtain a consistent definitiorfof path i.e. in CTL: EF (lowerLevel EventDetected) or

such thatB’s assumption and guarantee can be shown to be EF (sequence of lower Level Events). For example, we
preserved. first verify that TimeDone is reachable with less than

UPPER_BOUND relevant purchases and assuming that we
6. Correctness check whethel.ow Activity may be reachable.

In this abstraction-refinement scheme, we are checking Another possibility is to check reachability of the con-
properties using overapproximations of the event guaran-junction of a set of event detectors (i, A --- A E,). In
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event >200Purchases (P productint purchases)

int LOWERBOUND = 200;

Info purchaselnfo =new Info();

after (Purchase purchase):RelevantPurchase (purchase)
purchaselnfo.increase (purchase.product());

when(P product): call(P.timeDone()) & target(product)
if (purchaselnfo.count(product) LOWERBOUND)
trigger (product , purchaselnfo.count(product));

after (P product): call(P.timeDone()) & target(product)
purchaselnfo.reset(product);

aspect SpecialDiscount
after (P product): LowActivity (p,int) & >200Purchases (pint)
applySpecialDiscount(p);

Figure 11. LowActivityA >200Purchases

ification yields better modular understanding, and avdids t
need of reading the code and understanding every internal
field and advice every time the event detector or aspect is to
be reused. Moreover, the specification, being an abstmctio
is less susceptible to change, while the code suffers from
more variability (such as applying new naming standards,
added information, or others).

The first algorithm allows automatically identifying a
weak assumption of an aspect about events. This aids in
understanding how a change in the event definition affects
the aspects in the system. Moreover, using event detection
overapproximations allows applying model checking over
smaller models, making it more feasible in practice.

The second algorithm explained can aid in finding ap-

several situations event detectors are expressed as the corfPfopPriate abstractions that allow building the event goara

junction of lower-level events, thus it may help checking
whether the conjunction may be reachable.
As occurred in previous sections, it is important that the

abstractions used to represent the different guarantees in X
galso for code-level events and other pointcut language ex-

volved are consistent among the events being considere

tee and verifying the aspect correctness. The idea is that
the user provides formulas the event must satisfy, and the
event is synthetized with appropriate abstractions. These
ideas are not only relevant for events as defined in [3], but

Then, all the guarantees of the events in the conjunction are!€NSions such as tracematches[2], pointcuts for disetbut

considered together and the propepty= EF(E; A -+ A
E,). If ¢ is satisfied, the conjunction of the events may oc-

cur and the aspect execute. Otherwise, the counterexample

may provide the user a hint on why the conjunction never
occurs.

In the example of Fig. 11 the aspe€pecial Discount
applies a special discount wheww Activity is detected

together with at least 200 purchases. We would like to check

aspects[21], and others. Moreover, these ideas are rélevan
for interference analysis and checking event reachability
Therefore, the algorithms not only provide aspect veri-
fication, but present an iterative method based on CEGAR
(counter-example guided abstraction refinement) for yerif
ing smaller models, and allowing defining and correcting
event specifications.

A partial implementation of the ideas presented above has

whether the aspect might be applied at some place, thatP€en achieved, making use of some already existing tools

is, whether the conjunction of the everdtsw Activity and
>200Purchases is reachable.

Given that both events respond to RelevantPurchase an

and applying the necessary processing as explained above.
The model checker used is NuSMV[5] and modular verifi-

gfation of aspects is achieved using MAVEN[12]. The tool

TimeDone, both event guarantees should have the samdrovides the connection between aspect verification and the

atomic propositions to represent lower-level events. i or

event guarantee in order to apply refinement when necessary

der to obtain consistent abstractions for the guarantee ofYSing the information obtained from the model checker.

the events involved in the conjunction, the algorithm in.Fig

8 is used again. The only difference is that the abstractions

should be applied simultaneously to both events to guagante
that they are consistent.

Then, it is possible to see that equation (6) is not satisfi-
able.

EF (LowActivity\ >200Purchases) (6)

The main advantage of the tool is that the technical details
are hidden from the user, whose only role is to take care of
the user input as explained in the sections above. The tech-
nical issues the tool takes care on its own include applying
verification, determining whether a counterexample is spu-
rious, obtaining automatically the formula representing t
counterexample, and refining the assumptions by adding the

formula for spurious counterexamples.

This equation expresses that there exists a computation As the tool is further developed, applying verification to
path where both events are eventually detected at the samaspects and defining events should become a much easier

time.

task, obtaining a verified library of events and aspectsyahe

This method guarantees that under sound abstractions, ifevery event and aspect is specified modularly.

shown unreachable, then the combination of events is in fact
unreachable for any computation and provides a hint on the

reasons (by means of a counterexample).

8. Conclusions

As is well known, finding the right specification for events
and aspects is a difficult task. Nevertheless, providinga-sp
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