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Abstract

An inherent characteristic of distributed systems is the lack of centralized control, which requires
the components to coordinate their actions. This need is abstracted as the consensus problem, in
which each process has a binary input and should produce a binary output, such that all outputs
agree. A difficulty in obtaining consensus arises from the possibility of process failures in practical
systems. When combined with the lack of timing assumptions in asynchronous systems, it renders
consensus impossible to solve, as proven by Fischer, Lynch, and Paterson in their fundamental
impossibility result, which shows that no deterministic algorithm can achieve consensus in an

asynchronous system, even if only a single process may fail.

Being a cornerstone in distributed computing, much research has been invested in overcoming
this impossibility result. One successful approach is to incorporate randomization into the compu-
tation, allowing the processes to terminate with probability 1 instead of in every execution, while

never violating agreement.

Randomized consensus is the main subject of this thesis, which investigates algorithms and
lower bounds for this problem. In addition, it addresses problems that arise from the study of

randomized consensus, including set agreement, and efficient concurrent data structures.

Our main contribution is in settling the total step complexity of randomized consensus, im-
proving both known lower and upper bounds to a tight ©(n?). The upper bound is obtained by
presenting a new shared coin algorithm and analyzing its agreement parameter and total step com-
plexity by viewing it as a stochastic process. The lower bound relies on considering a restricted
round-based set of executions called layers, and using randomized valency arguments to prevent
the algorithm for terminating too quickly. It is shown how to remain with high probability in bi-
valent configurations, or in null-valent configurations. The latter case is modeled as a one-round

coin-flipping game, which is analyzed using an isoperimetric inequality.



The above result closes the question of the total step complexity of randomized consensus under
a strong adversary, which can observe the values of all shared variables and the local states of all
processes (including results of local coin-flips) before making the next scheduling decision. An
additional result we present is a bound on the total number of steps as a function of the probability
of termination for randomized consensus under a weak adversary, which must decide upon the
entire schedule in advance.

Another complexity measure we investigate is the individual step complexity of any single
process. In traditional shared coins a single process may have had to perform all the work by itself,
which motivated the design of shared coins that reduce the individual step complexity. This had the
price of increasing the total step complexity. In this thesis we show how to combine shared-coin
algorithms to enjoy the best of their complexity measures, improving some of the known results.

For the specific model of shared multi-writer multi-reader registers, the question of individual
step complexity of randomized consensus has been later settled by constructing a sub-linear ap-
proximate counter. This raises the interest in additional sub-linear data structures, and specifically
in data structures providing exact values. We present an exact polylogarithmic counter, using a
data structure which we call a max register, which we implement in a polylogarithmic number of
steps per operation. We then construct a framework that uses the polylogarithmic exact counter to
obtain a shared-coin algorithm with an optimal individual step complexity of O(n).

Finally, another way to circumvent the impossibility proof of consensus is to allow more
choices. This is modeled as the problem of set agreement, where the inputs are drawn from a
set of size larger than two, and more than one output is allowed. We present randomized algo-
rithms for different parameters of the set agreement problem, which are resilient to any number of

failures.
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Chapter 1

Introduction

Coordinating the actions of processes is crucial for virtually all distributed applications, due to
the lack of a centralized control. The most basic abstraction for such coordination is the problem
of reaching consensus on a single binary input given to each process. Consensus is a fundamental
task in asynchronous systems, and can be employed to implement arbitrary concurrent objects [47];
consensus is also a key component of the state-machine approach for replicating services [56, 70].

An obstacle in obtaining coordination in distributed systems is the possibility of crash failures,
where a crashed process stops taking steps. Applications are required to be resilient to crashes,
guaranteeing that non-faulty processes behave correctly. This requirement should hold regardless
of the number of failures, i.e., the algorithms should be wait-free.

Formally, the consensus problem requires every non-faulty process to eventually output a single
binary output (the termination condition), such that all outputs are equal (the agreement condition).
To avoid trivial solutions, this common output must be the input of some process (the validity
condition).

The quality of algorithms for distributed systems subject to crash failures, and sometimes their
existence, is inherently influenced by the timing assumptions provided by the system. Two com-
mon types of distributed systems are synchronous and asynchronous systems. In a synchronous
system, the computation proceeds in rounds, each round consisting of a single step by each non-
faulty process, whose type depends on the communication model. In an asynchronous system, no
timing assumptions are provided; there are no bounds on the time between two steps of a process,

or between steps of different processes. Asynchrony makes it impossible to tell apart a crashed

5



process from a very slow one.

Perhaps the most celebrated result in distributed computing, known as the FLP impossibility
result, first proved by Fischer, Lynch, and Paterson, shows that no deterministic algorithm can
achieve consensus in an asynchronous system, even if only a single process may fail [43,47,57].

Due to the importance of the consensus problem, much research was invested in trying to
circumvent this impossibility result. One successful approach is to relax the termination condition,
and allow randomized algorithms in which a non-faulty process terminates only with probability
1. This does not rule out executions in which a process does not terminate, but guarantees that the
probability of such executions is 0. We emphasize that the safety requirements, of agreement and
validity, remain the same, hence are required to hold in every execution.

Randomized consensus is the main subject of this thesis, which investigates algorithms and
lower bounds. In addition, it addresses problems that arise from the study of randomized con-
sensus, including set agreement, and efficient concurrent data structures. The remainder of the

introduction is dedicated to describing these contributions.

1.1 The Total Step Complexity of Randomized Consensus Un-

der a Strong Adversary

Our main contribution is in proving that ©(n?) is a tight bound for the total step complexity of
asynchronous randomized consensus. The total step complexity, or the fotal work of a randomized
distributed algorithm is the expected total number of steps taken by all the process. Our result is
two-fold!, improving upon both the previously known upper bound of O(n?logn) due to Bracha
and Rachman [28] and the previously known lower bound of (n?/ log® n) due to Aspnes [5]. The
communication model addressed is a shared memory system, where processes communicate by
reading and writing to multi-writer multi-reader registers. The adversary controlling the schedule
is a strong adversary, which observes all values of shared registers and all local states of processes,
including results of local coin-flips, before scheduling the next process to take a step.

Our algorithm relies on a shared-coin algorithm [12], as do virtually all randomized consensus

algorithms. In a shared-coin algorithm, each process outputs a value —1 or +1, and for every

Both results appeared in [15].



v € {—1,+41}, there is a probability of at least J that all processes output the same value v; §
is the agreement parameter of the algorithm. Notice that there are no inputs to this procedure.
Aspnes and Herlihy [12] have shown that a shared-coin algorithm with agreement parameter ¢§

and expected total work 7" yields a randomized consensus algorithm with expected total work

O(n? +T/5).

We present a shared-coin algorithm with a constant agreement parameter, which leverages a
single binary multi-writer register (in addition to n single-writer multi-reader registers). It allows to
optimize the trade-off between the total step complexity and the agreement parameter. By viewing
any schedule of the algorithm as a stochastic process, and applying Kolmogorov’s inequality, we
prove that for each possible decision value, all processes output that same value for the shared coin
with constant probability. The shared coin has an expected total step complexity of O(n?). We use
this in the Aspnes-Herlihy framework to obtain a randomized consensus algorithm with the same

total step complexity of O(n?).

The matching lower bound is obtained by considering layered executions. We focus on con-
figurations at the end of each layer and classify them according to their valence [43,60], namely,
the decisions that can be reached in layered extensions. Similarly to notions for deterministic al-
gorithms, a configuration is univalent if there is only one possible decision value from all of the
extensions of the execution from that configuration. If both decision values are possible then the
configuration is bivalent. When a decision is reached, the configuration must be univalent, so the
proof aims to avoid univalent configurations. As opposed to deterministic algorithms, where the
valence of a configuration binds the extension to reach a certain decision value v, in a randomized
algorithm the valence only implies that some execution will decide v with high probability [5].
This leaves the possibility of null-valent configurations, from which no decision value is reached
with high probability. When the configuration is null-valent, we derive an isoperimetric inequality

in order to control a one-round coin-flipping game for reaching another null-valent configuration.

Our general proof structure follows a proof by [23] of an Q(W) lower bound on the
expected number of rounds in a randomized consensus algorithm for the synchronous message
passing model. In particular, like them, we treat null-valent configurations by considering one-
round coin-flipping games and applying an isoperimetric inequality. Unlike their proof, our proof

handles the more complicated shared-memory model and exploits the fact that in an asynchronous

7



system, processes can be hidden in a one-round coin flipping game without having to fail for the
rest of the execution.?

The layered approach was introduced by [60], who employed it to study deterministic consen-
sus. They showed that the layered approach can unify the impossibility proof for asynchronous
consensus [43,47,57] with the lower bound on the number of rounds needed for solving syn-
chronous consensus [37,42]. Their work considered the message-passing model as well as the
shared-memory model with single-writer registers. We take the layered approach one step further
and extend it to randomized algorithms, deriving the lower bound on their total step complexity
within the same framework as the results for deterministic algorithms. Besides incorporating ran-
domization into the layered model, our proof also deals with the challenge of allowing processes

to access multi-writer registers.

1.2 A Lower Bound for Randomized Consensus Under a Weak

Adversary

The previous lower bound, accompanied by our algorithm, closes the question of the total step
complexity of randomized consensus under a strong adversary. However, there are additional types
of adversaries when randomized algorithms are considered. We provide a second lower bound for
randomized consensus algorithms, under the control of a weak adversary that chooses the entire
schedule in advance, without observing any progress of the execution.

This is not a lower bound on the total step complexity. Instead, we make use of the obser-
vation that in typical randomized algorithms for consensus, the probability of not terminating in
agreement decreases as the execution progresses, becoming smaller as processes perform more
steps. Our work shows that this behavior is inherent, by proving lower bounds on the probability
of termination when the step complexity is bounded.

We prove that for every integer &, the probability that an f-resilient randomized consensus al-

gorithm of n processes does not terminate after k(n — f) steps is at least Cik, where c is a constant if

2Hiding processes in a layer can be described as a round-based model with mobile failures, where a process that
fails in a certain round may still take steps in further rounds [68]. The equivalence between this model and the

asynchronous model is discussed by [64].



(?1 is a constant®. The result holds for asynchronous message-passing systems and asynchronous
shared-memory systems (using reads and writes), albeit with different constants. While the same
general proof structure applies in both cases, it is accomplished differently in the message-passing
and the shared-memory models; the latter case is further complicated due to the adversary’s weak-

ness.

For the message-passing model, our proof extends and improves on a result of Chor, Merritt
and Shmoys [36] for synchronous message-passing systems. They show that the probability that
a randomized consensus algorithm does not terminate after k& rounds (and k(n — f) steps) is at
least ﬁ (A similar result is attributed to Karlin and Yao [53].) The proof rests on considering a
specific chain of indistinguishable executions and showing a correlation between the termination
probability and the length of this chain (the number of executions in it), which in turn depends on
the number of rounds. The chain is taken from the proof of the rounds lower bound for (deter-
ministic) consensus [37,42] (cf. [18, Chapter 5]); since the chain is determined in advance, i.e.,

regardless of the algorithm’s transitions, the lower bound is derived with a weak adversary.

Our first contribution in this context, for the message-passing model, improves on this lower
bound by exploiting the fact that asynchrony allows to construct “shorter” indistinguishability
chains.

The lower bound can be extended to Monte-Carlo algorithms that always terminate, at the cost
of compromising the agreement property. If an asynchronous message-passing algorithm always
terminates within k(n — f) steps, then the probability for disagreement is at least Cik, where c is a
constant if (?1 is a constant. This lower bound can be compared to the recent consensus algorithms
of Kapron et al. [52] for the message-passing model. One algorithm always terminates within

polylog(n) asynchronous rounds, and has a probability 3 for disagreeing, while the other

1
polylog(n

terminates within 299" ™) agsynchronous rounds, and has a probability —poli(n)

A common theme in both of our lower bounds is the adaptation of the layering technique to

for disagreeing.

randomized algorithms, and the manipulation of layers in order to argue about indistinguishable
executions. This integrates the layering approach, which helps in obtaining simple bounds when

the model is asynchronous, with the randomization used by the algorithms.

In principle, the lower bound scheme can be extended to the shared-memory model by focusing

3This result appeared in [14].



on such layered executions. However, our severely handicapped adversarial model poses a couple
of technical challenges. First, while in the message-passing model each step can be assumed to
send messages to all processes, in a shared-memory event, a process chooses which register to
access and whether to read from it or write to it. A very weak adversary, as we use for our lower
bounds, must find a way to make its scheduling decisions in advance without even knowing what
type of step the process will take. Second, the proof scheme requires schedules to be determined
independently of the coin-flips. The latter difficulty cannot be alleviated even by assuming an
adaptive adversary that may schedule the processes according to the execution so far, since future

coin flips may lead to different types of steps.

We manage to extend the lower bound scheme to the shared-memory model, by first sim-
plifying the model, assuming that processes either write to single-writer registers or perform a
cheap snapshot operation, reading all the registers at once. By further assuming that an algorithm
regularly alternates between writes and cheap snapshots, we make processes’ steps predictable,
allowing a weak adversary to construct indistinguishability chains. The lower bound is extended
to hold for multi-writer registers by reduction; while ordinary simulations of multi-writer registers
using single-writer registers have O(n) overhead (which would significantly deteriorate the lower

bound), cheap snapshots admit a simulation with constant overhead.

1.3 Combining Shared Coins

In addition to investigating the total number of steps of randomized consensus algorithms, we
address their individual step complexity. The individual step complexity, or the individual work of
a randomized distributed algorithm is the expected number of steps taken by any single process.
Having a small individual step complexity is not an immediate consequence of having a small total
step complexity, because a process running alone may have to perform all the work by itself.

As is the case for the total step complexity, the framework of Aspnes and Herlihy [12] shows
that a shared-coin algorithm with agreement parameter  and expected total work [/ yields a ran-
domized consensus algorithm with expected total work O(n + I/J). Previously, the best known
individual work was achieved by the algorithm of Aspnes and Waarts [13], who presented a shared

coin algorithm in which each process performs O(n log®n) expected number of steps, which is

10



significantly lower than the total step complexity bounds. However, by simply multiplying the
individual work by n, their algorithm increases the total work to O(n?log®n). This led Aspnes

and Waarts to ask whether this tradeoff is inherent.

We show that there is no such tradeoff, and in fact, each complexity measure can be optimized
separately. This result is achieved by showing that shared-coin algorithms can be interleaved in a

way that obtains the best of their complexity figures, without harming the agreement parameter.*

Given the power of the adversary to observe both algorithms and adjust their scheduling, it is
not obvious that this is the case, and indeed, following [71], the work of Lynch, Segala, and Vaan-
drager [59] shows that undesired effects may follow from the interaction of an adaptive adversary
and composed probabilistic algorithms. Nonetheless, we can show that in the particular case of
shared-coin algorithms, two algorithms with agreement parameter 64 and dg can be composed
with sufficient independence such that the combined algorithm terminates with the minimum of
each of the algorithms’ complexities (e.g., in both individual and total work), while obtaining an

agreement parameter of 4 - 0.

An immediate application of our result shows that the shared coin algorithm of Bracha and
Rachman can be interleaved with the algorithm of Aspnes and Waarts, to get an algorithm with both
O(nlog®n) individual work and O(n?logn) total work. This implies that wait-free randomized
consensus can be solved with O(n log? n) expected individual work and O(n? log n) expected total
work, using single-writer multi-reader registers. These are currently the best complexities known

for this model.

Our result has other applications for combining shared coins in order to enjoy the best of more
than one complexity measure. For example, Saks, Shavit, and Woll [66] presented three shared-
coin algorithms, each having a good complexity for a different scenario. The complexity measure
they consider is of time units: one time unit is defined to be a minimal interval in the execution of
the algorithm during which each non-faulty processor executes at least one step. The first is a wait-
free algorithm which takes O(n"—jf) time, where f is the actual number of faulty processes. In the
second algorithm, the time is O(log n) in executions with at most f = \/n faulty processes, and in
the third algorithm the time is O(1) in failure-free executions. All three shared coin algorithms have

constant agreement parameters, and Saks, Shavit, and Woll claim that they can be interleaved to

4This result appeared in [10].
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yield one algorithm with a constant agreement parameter that enjoys all of the above complexities.
Our argument is the first to prove this claim.

Our result holds also for the shared-memory model with multi-writer multi-reader registers. In
this model, building upon our O(n?) shared coin and the weighted voting scheme of [13], it has
been shown [8] that the individual work can be further reduced to O(n log n); again, this came at a
cost of increasing the total work to O(n? log n), which can be avoided by combining the O(n log n)
individual work shared coin with our O(n?) total work shared coin. However, this was superseded
by Aspnes and Censor [11], who gave a shared-coin algorithm with O(n) individual work and
(immediately) O(n?) total work, which is optimal due to our O(n?) lower bound on total work.
This shared coin is established based on an approximate sub-linear counter, allowing to reduce the

individual work to O(n).

1.4 A Polylogarithmic Counter for an Optimal Individual Step
Complexity

While an approximate sub-linear counter suffices for closing the question of the individual step
complexity of randomized consensus algorithms, this leads us to ask whether there exist better
counters, and specifically an exact sub-linear counter. Exploring this question resulted in an affir-
mative answer, as well as constructions of additional polylogarithmic concurrent data structures.

One successful approach to building concurrent data structures is to employ the atomic snap-
shot abstraction [2]. An atomic snapshot object is composed of components, each of which typi-
cally is updated by a different processes; the components can be atomically scanned. By applying a
specific function to the scanned components, we can provide a specific data structure. For example,
to obtain a max register, supporting a write operation and a ReadMax operation that returns the
largest value previously written, the function returns the component with the maximum value; to
obtain a counter, supporting an increment operation and a ReadCounter operation, the function
adds up the contribution from each process.

Constructions of exact counters take a linear (in n) number of steps. This is due to the cost of
implementing atomic snapshots [49]. Indeed, Jayanti, Tan, and Toueg [51] show that operations

must take (2(n) space and (2(n) steps in the worst case, for many common data structures, including

12



max registers and counters. This seems to indicate that we cannot do better than snapshots for exact

counting.

However, careful inspection of Jayanti, Tan, and Toueg’s lower bound proof reveals that it
holds only when there are numerous operations on the data structure. Thus, it does not rule out the
possibility of having sub-linear algorithms when the number of operations is bounded, or, more
generally, the existence of algorithms whose complexity depends on the number of operations.
Such data structures are useful for many applications, either because they have a limited life time,

or because several instances of the data structure can be used.

We present polylogarithmic implementations of key data structures with a bounded number of
values m°. The cornerstone of our constructions, and our first example, is an implementation of a
max register that beats the 2(n) lower bound of [51] when log m is o(n). If the number of values
is bounded by m, its cost per operation is O(logm); for an unbounded set of values, the cost is

O(min(log v, n)), where v is the value of the register.

Instead of simply summing the individual process contributions, as in a snapshot-based im-
plementation of a counter, we can use a tree of max registers to compute this sum: take an
O(logn) depth tree of two-input adders, where the output of each adder is a max register. To
increment, walk up the tree recomputing all values on the path. The cost of a read operation is
O(min(logwv,n)), where v is the current value of counter, and the cost of an increment operation
is O(min(lognlogv,n)). When the number of increments is polynomial, this has O(log® n) cost,
which is an exponential improvement from the trivial upper bound of O(n) using snapshots. The

resulting counter is wait-free and linearizable.

More generally, we show how a max register can be used to transform any monotone circuit
into a wait-free concurrent data structure that provides write operations setting the inputs to the
circuit and a read operation that returns the value of the circuit on the largest input values previ-
ously supplied. Monotone circuits expose the parallelism inherent in the dependency of the data
structure’s values on the arguments to the operations. Formally, a monotone circuit computes a
function over some finite alphabet of size m, which is assumed to be totally ordered. The circuit
is represented by a directed acyclic graph where each node corresponds to a gate that computes a

function of the outputs of its predecessors. Nodes with in-degree zero are input nodes; nodes with

SThese results appeared in [9].
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out-degree zero are output nodes. Each gate g, with £ inputs, computes some monotone function

f, of its inputs. Monotonicity means that if z; > y; for all 4, then fy(x1,...,2%) > fo(v1, ..., yx)-

The cost of writing a new value to an input to the circuit is bounded by O(Sd min([lgm], n),
where m is the size of the alphabet for the circuit, d is the number of inputs to each gate, and .S is
the number of gates whose value changes as the result of the write. The cost of reading the output
value is min([lgm],O(n)). While the resulting data structure is not linearizable in general, it
satisfies a weaker but natural consistency condition, called monotone consistency, which we show

is still useful for many applications.

1.5 Randomized Consensus with Optimal Individual Work

We show how to use a polylogarithmic exact counter for obtaining randomized consensus with an
optimal individual step complexity of O(n), by constructing a shared coin with that individual step

complexity, and using the Aspnes-Herlihy framework discussed earlier.®

Essentially all known shared coins are based on random voting, with some variation in how

votes are collected and how termination is detected.

Our shared coin is based on the weighted voting approach pioneered in the O (n log® n) individual-
work algorithm of Aspnes and Waarts [13], where a process that has already cast many votes
becomes impatient and starts casting votes with higher weight. We combined this with the termi-
nation bit of the shared coin of O(n?) total work, to allow a detection of termination to be spread

fast among the processes.

Still, detecting for the first time that the threshold of number of votes has been reached is a
counting problem: using a standard counter with O(n)-operation reads means that the threshold
can be checked only occasionally without blowing up the cost. By applying our sub-linear counter,
a process can carry out as many as ©(log n) counter reads within the O(n) time bound. This gives
an O(n) individual step complexity for the shared coin algorithm, and thus O(n) individual step

complexity for randomized consensus.

®This is an adaptation of the result that appeared in [11].
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1.6 Randomized Set Agreement

The last contribution of this thesis is for the problem of set agreement. In the set-agreement
problem the processes start with input values in {0, ..., k}, instead of binary inputs, and should
produce output values such that there are at most ¢ different outputs, for some ¢ < k. As in the case
of consensus, the termination condition requires every non-faulty process to eventually decide, and
to avoid trivial solutions, the validity condition requires each output value to be the input value of
some process.

The problem of set agreement was introduced by Chaudhuri [32] as a generalization of the con-
sensus problem, in order to deterministically overcome the well-known FLP impossibility of solv-
ing consensus deterministically in an asynchronous system which allows even one crash-failure.
Chaudhuri showed that if the bound f on the number of faulty processes is smaller than ¢, then
set agreement can be solved by a deterministic algorithm. Later, it was shown by Borowsky and
Gafni [27], Herlihy and Shavit [48], and Saks and Zaharoglou [67], using topological arguments,
that set agreement cannot be solved deterministically in an asynchronous system if f > ¢, and in
particular it does not have a wait-free solution.

As in the case of consensus, randomization also allows to overcome the impossibility result for
set agreement. We present randomized wait-free algorithms for solving set agreement in an asyn-
chronous shared-memory system.” First, we generalize the definition of a shared-coin algorithm,
and define multi-sided shared-coin algorithms. In such an algorithm, each process outputs one of
k + 1 values (instead of one of two values as in a regular shared-coin), such that each subset of %
values has probability at least ¢ for containing the outputs of all the processes. In other words, each
value has probability at least § of not being the output of any process. We then extend the Aspnes-
Herlihy framework for using a shared coin for obtaining a randomized consensus algorithm [12],
and show how to use any multi-sided shared coin in order to obtain a randomized set-agreement
algorithm, for agreeing on k values out of k£ + 1.

Next, we present an implementation of a (k + 1)-sided shared-coin algorithm which has a
constant agreement parameter, O(n?/k) total step complexity, and O(n/k) individual step com-
plexity. We then derive a set-agreement algorithm from the (k + 1)-sided shared coin using the

above framework.

7 As appeared in [30].
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In addition, we present set-agreement algorithms that are designed for agreeing on ¢ values out
of k+ 1, for £ < k. In particular, they can be used for the case ¢ = 1, where the processes agree on
the same value, i.e., for multi-valued consensus. By definition, solving multi-valued consensus is
at least as hard as solving binary consensus (where the inputs are in the set {0, 1}, i.e., k = 1), and
potentially harder. One algorithm uses multi-sided shared coins, while the other two embed binary

consensus algorithms in various ways.

1.7 Overview of the Thesis

Additional background is provided in Chapter 2, followed by a formal description of the model in
Chapter 3.

The technical presentation has a different structure than the introduction. It is partitioned into
two parts; one studies algorithms and the second is dedicated to lower bounds, in order to empha-
size the common techniques.

First, Part I presents the algorithms discussed in the introduction. It begins with Chapter 4,
presenting our shared-coin algorithm used to derive randomized consensus with O(n?) total step
complexity. Next, Chapter 5 proves our results regarding the interleaving of shared-coin algo-
rithms. Chapter 6 presents our polylogarithmic concurrent data structures, and Chapter 7 shows
how to use a polylogarithmic counter to obtain a shared coin with an optimal individual step com-
plexity of O(n). Finally, we conclude the algorithms part in Chapter 8, with algorithms for set
agreement.

The second part of the thesis, Part II, contains the lower bounds for randomized consensus. We
begin by laying down the framework of manipulating layered executions in Chapter 9, followed by
our lower bound under a weak adversary in Chapter 10, and then our lower bound under a strong
adversary in Chapter 11.

We complete the thesis with a discussion in Chapter 12.

16



Chapter 2

Related Work

In this chapter we survey the background related to our work. We begin with a short historical
overview of randomized consensus algorithms for shared memory. An excellent survey of the state
of the art prior to 2003 appears in [6].

Following the first randomized consensus algorithm of Ben-Or [24], many randomized con-
sensus algorithms have been suggested, in different communication models and under various
assumptions about the adversary. In particular, algorithms were designed to solve randomized
consensus in asynchronous shared-memory systems, against a strong adversary that can observe
the results of local coin flips before scheduling the processes. Abrahamson [1] presented a ran-
domized algorithm for solving consensus in asynchronous systems using shared memory, whose
total work is exponential in n, the number of processes. The first polynomial algorithm for solv-
ing randomized consensus under the control of a strong adversary was presented by Aspnes and
Herlihy [12]. They described an algorithm that has a total work of O(n?). The amount of memory
required by this algorithm was later bounded by Attiya, Dolev, and Shavit [16]. Aspnes [4] pre-
sented an algorithm for randomized consensus with O(n*) total work, which also uses bounded
space. These algorithms were followed by an algorithm of Saks, Shavit and Woll [66] with O(n?)
total work, and an algorithm of Bracha and Rachman [28] with O(n?logn) total work, where the
latter was previously the best known total step complexity. A lower bound of Q(log—jn) on the ex-
pected total number of coin flips was proved by Aspnes in [5]; this implies the same lower bound
on the total step complexity.

The previous €)( ) lower bound [5] for randomized consensus under a strong adversary

_n?_
log? n
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relies on a lower bound for coin flipping games. In this proof, the adversary schedules processes
step-by-step, and the results of the games are analyzed through hyperbolic functions. In contrast,
our approach considers only the configurations at the end of layers, allowing powerful results
about product probability spaces to be applied, and streamlining the analysis of the behavior of

executions.

There is an extensive literature on randomized agreement algorithms for message passing sys-
tems under a weak adversary. Recent papers in this area provide algorithms for agreement in the
presence of Byzantine processes in full information models, where the adversary is computation-

ally unbounded. See [25,44,54] for a more detailed description and references.

To the best of our knowledge, there are no other lower bounds on randomized consensus in
shared-memory systems under a weak adversary. There are several algorithms assuming a value-
oblivious adversary, which may determine the schedule adaptively based on the functional de-
scription of past and pending operations, but cannot observe any value of any register nor re-
sults of local coin-flips. This model is clearly stronger than the adversary we employ, and hence
our lower bounds apply to it as well. The algorithms differ by the type of shared registers they
use [20-22, 31]. For single-writer multi-reader registers, Aumann and Bender [21] give a con-
sensus algorithm that has probability of at most % of not terminating within O(n log®n) steps.
For multi-writer multi-reader registers, Aumann [20] shows a consensus algorithm in which the

probability of not terminating in & iterations (and O(k - n) steps) is at most (3/4)F.

Chandra [31] gives an algorithm with O(log® n) individual step complexity, assuming an in-
termediate adversary that cannot see the outcome of a coin-flip until it is read by some process.
Aumann and Kapah-Levy [22] give an algorithm with O(n log n exp(2+/polylogn)) total step com-

plexity, using single-writer single-reader registers, and assuming a value-oblivious adversary.

An algorithm with O(n log log n) total step complexity against a weak adversary was given by
Cheung [34], which considers a model with a stronger assumption that a write operation occurs
atomically after a local coin-flip. It improves upon earlier work by Chor, Israeli, and Li [35],
who provide an algorithm with O(n?) total step complexity using a slightly different atomicity

assumption.

We now turn our attention to randomized set agreement. Previous randomized agreement algo-

rithms for asynchronous shared-memory systems under a strong adversary are for the specific case
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of binary consensus, as discussed earlier, with the optimal individual and total step complexities
being O(n) and O(n?), respectively [11,15].

Unlike the shared-memory model, several set-agreement algorithms for asynchronous message-
passing systems have been proposed. Mostefaoui et al. [62] use binary consensus to construct a
multi-valued consensus algorithm for message-passing systems. This work assumes reliable broad-
cast. In the same model, Zhang and Chen [74] present improved algorithms, which reduce the
number of binary consensus instances that are required. Under the above assumption, Ezhilchel-
van et al. [39] also present a randomized multi-valued consensus algorithm, while Mostefaoui
and Raynal [61] present a randomized set-agreement algorithm for agreeing on ¢ values out of n.
The above algorithms require a bound on the number of failures f < n/2, a restriction that can
be avoided in the shared-memory model. Moreover, there is an exponentially small agreement
parameter for the shared coins that are used, which causes the expected number of phases until
agreement is reached to be large.

There is additional literature on set agreement in synchronous systems. An important result is
by Chaudhuri et al. [33] who show that f/k + 1 is the number of rounds needed for solving k-set
agreement in shared memory. Raynal and Travers [65] propose new algorithms in addition to a

good survey on synchronous set-agreement algorithms.

19



010T - 01-0107-AHd S1SYL “Q'Ud - yuouwnreda 20ud1og 1yndwo) - uoruydd

20



Chapter 3

The Basic Model and Definitions

This thesis considers a standard model of an asynchronous shared-memory system, where n pro-
cesses, pi, - - -, Pn, cOmmunicate by reading and writing to shared multi-writer multi-reader (atomic)
registers (cf. [19,58]). In some cases, which will be explicitly noted, it will be more convenient to
consider the set of processes as {po, ..., Pn_1}-

Each step consists of some local computation, including an arbitrary number of local coin
flips (possibly biased) and one shared memory event, which is a read or a write to some register.
Processes may fail by crashing, in which case they do not take any further steps.

The system is asynchronous, meaning that the steps of processes are scheduled according to
an adversary. This implies that there are no timing assumptions, and specifically no bounds on the
time between two steps of a process, or between steps of different processes.

An algorithm is f-rolerant if it satisfies the requirements of a problem in a system where at most
f processes can fail by crashing. In some cases we will require our algorithms to be wait-free, i.e.,
to be correct even if f = n — 1 processes may fail during an execution.

Since our algorithms are randomized, different assumptions on the power of the adversary
may yield different results. Throughout most of this thesis, we assume that the interleaving of
processes’ events is governed by a strong adversary that observes the results of the local coin flips
before scheduling the next event; in particular, it may observe a coin-flip and, based on its outcome,
choose whether or not that process may proceed with its next shared-memory operation.

The only exception to this is in the lower bound presented in Chapter 10, where we assume a

weaker adversary. It is explicitly defined before being used.
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The complexity measures we consider are the following. The fotal step complexity or total
work of an algorithm is the expected total number of steps taken by all the processes during a
worst-case execution of the algorithm. Similarly, the individual step complexity or individual work
of an algorithm is the expected number of steps taken by any single process during a worst-case
execution of the algorithm.

Following are the formal definitions of the main problems addressed.

Definition 3.1 In a consensus algorithm, each process p; has an input value x;, and should decide
on an output value vy;. An algorithm for solving randomized consensus satisfies the following

requirements.

Agreement: For every two non-faulty processes p; and p;, if y; and y; are assigned then y; = y;.
Validity: For every non-faulty process p;, if y; is assigned then y; = x; for some process p.

Termination: With probability 1, every non-faulty process p; eventually assigns a value to ;.

Note that the safety requirements of agreement and validity need to always hold, while termination

only needs to hold with probability 1. The problem of set agreement is defined similarly, as follows.

Definition 3.2 In an algorithm for solving (¢, k + 1,n)-agreement each process p; has an input
value x; in {0, ..., k} and should decide on an output value y; such that the following conditions

hold:

Set Agreement: There are at most ¢ different outputs.
Validity: For every non-faulty process p;, if y; is assigned then y; = x; for some process p;.

Termination: With probability 1, every non-faulty process p; eventually assigns a value to ;.

We sometimes use the term ser agreement without parameters for abbreviation. The particular case
in which ¢ = 1,k > 1 is the problem of multi-valued consensus, while in case / = k = 1 we have
binary consensus.

For completeness, we redefine the notion of a shared-coin algorithm, as discussed in Chapter 1.
In a shared-coin algorithm the processes do not have inputs and each process should output a value
—1 or +1. The agreement parameter of a shared-coin algorithm is the maximal value 9 such that
for every v € {—1, 41}, there is a probability of at least ¢ that all processes output the same value

V.
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Algorithm 3.1 A randomized consensus algorithm from a shared coin, code for p;

Local variables: r = 1, decide = false, my Value = input,
myPropose = [ ], myCheck =[]
Shared arrays: Propose[ ][0..1], Check| |[agree, disagree]

1: while decide == false

2:  Propose[r][myValue] = true

3:  myPropose = collect(Propose|r])

4 if there is only one value in myPropose
5 Check|[r][agree] = (true, my Value)
6: else

7 Check[r|[disagree] = true

8:  myCheck = collect( Check|[r])

9:  if myCheck[disagree| == false

10: decide = true

11: else if myCheck[agree] == (true, v)

12: my Value = v

13:  else if myCheck [agree] == false
14: my Value = sharedCoin|[r]
I5: r=r+1

16: end while

17: return my Value

Algorithm 3.1 gives the framework of Aspnes and Herlihy [12] for deriving a randomized
binary consensus algorithm from a shared coin called sharedCoin, with an agreement parameter
0. It follows the presentation given by Saks, Shavit, and Woll [66]. However, the complexity is

improved by using multi-writer registers, based on the construction of Cheung [34].

The basic idea is that agreement is easy to detect, while the main challenge is in obtaining it.
The randomized consensus algorithm proceeds by (asynchronous) phases, in which the processes
try to obtain agreement (sometimes using the shared coin) and then detect whether agreement has
been reached. Each process p writes its own preference to a shared array Propose, checks if the

preferences agree on one value, and notes this in another shared array Check. If p indeed sees
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agreement, it also notes its preference in Check.

Process p then checks the agreement array Check. If p does not observe a note of disagreement,
it decides on the value of its preference. Otherwise, if there is a note of disagreement, but also a
note of agreement, p adopts the value associated with the agreement notification as preference for
the next phase. Finally, if there is only a notification of disagreement, the process participates in a
shared-coin algorithm and prefers the output of the shared coin.

In every phase, it is guaranteed that only one value can be decided upon, and if some process
decides then all others either decide as well or adopt this decision value for the next phase. Also,
only one value can be adopted by processes for the next phase. This implies that for the processes
to have different preferences for the next phase, it must be that at least one process executes the
shared-coin algorithm. But with probability at least ¢ all the processes that run the shared-coin
algorithm output the same value. This is true even if other processes have adopted a value without
participating in the shared-coin algorithm, since for each of the two values we have a probability
0 for agreeing on that value. Therefore, after the first phase, in which the preferences are given
by the adversary, the number of phases until agreement is reached is a geometric random variable,
and so its expectation is 1/4.

For a complete proof, see Chapter 8, Section 8.1, where a generalized framework is presented,

allowing to obtain a randomized set-agreement algorithm from a multi-sided shared coin.
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Chapter 4
A Randomized Consensus Algorithm

As discussed in Chapter 1, Aspnes and Herlihy [12] have shown that a shared-coin algorithm
with agreement parameter J, expected individual work 7, and expected total work 7", yields a ran-
domized consensus algorithm with expected individual work O(n + [/§) and expected total work
O(n* + T/6). Our randomized consensus algorithm is obtained by constructing a shared coin, as
described and proved in the following section. For an explicit reduction from a randomized con-
sensus algorithm to a shared coin algorithm, we refer the reader to Section 8.1, where a generalized

and slightly improved framework is presented.

4.1 A Shared Coin with O(n?) Total Work

This section presents a randomized consensus algorithm with O(n?) total step complexity, by in-
troducing a shared coin algorithm with a constant agreement parameter and O(n?) total step com-
plexity. Using a shared coin algorithm with O(n?) total step complexity and a constant agreement
parameter in the scheme of [12], implies a randomized consensus algorithm with O(n?) total step
complexity.

As in previous shared coin algorithms [28, 66], in our algorithm the processes flip coins until
the amount of coins that were flipped reaches a certain threshold. An array of n single-writer multi-
reader registers records the number of coins each process has flipped, and their sum. A process
reads the whole array in order to track the total number of coins that were flipped.

Each process decides on the value of the majority of the coin flips it reads. Our goal is for the

27



processes to read similar sets of coins, in order to agree on the same majority value. For this to
happen, we bound the total number of coins that are flipped (by any process) after some process
observes that the threshold was exceeded. A very simple way to guarantee this property is to have
processes frequently read the array in order to detect quickly that the threshold was reached. This,
however, increases the total step complexity. Therefore, as in previous shared coin algorithms, we
have to resolve the tradeoff between achieving a small total step complexity and a large (constant)
agreement parameter.

The novel idea of our algorithm in order to overcome this conflict, is to utilize a multi-writer
register called done that serves as a binary termination flag; it is initialized to false. A process that
detects that enough coins were flipped, sets done to true. This allows a process to read the array
only once in every n of its local coin flips, but check the register done before each local coin flip.

The pseudocode appears in Algorithm 4.1. In addition to the binary register done, it uses an ar-
ray A of n single-writer multi-reader registers, each with the following components (all initialized

to 0):

count: how many flips the process performed so far.

sum: the sum of coin flips values so far.

Each process keeps a local copy a of the array A. The collect operation in lines 6 and 8 is an
abbreviation for n read operations of the array A.

For the proof, fix an execution « of the algorithm. We will show that all processes that ter-
minate agree on the value 1 for the shared coin with constant probability; by symmetry, the same
probability holds for agreeing on —1, which implies that the algorithm has a constant agreement
parameter.

The total count of a specific collect is the sum of a[l].count, ..., aln].count, as read in this
collect. Note that the total count in Line 8 is ignored, but it can still be used for the purpose of the
proof.

Although the algorithm only maintains the counts and sums of coin flips, we can (externally)
associate them with the set of coin flips they reflect; we denote by Fi- the collection of core coin
flips that are written in the shared memory by the first time that true is written to done. The size of

F can easily be bounded, since each process flips at most n coins before checking A.

Lemma 4.1 F contains at least n? coins and at most 2n? coins.
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Algorithm 4.1 Shared coin algorithm: code for process p;.

local integer num, initially 0

array a[1l..n]

1: while not done do
2: num+ +
3:  flip=random(—1,+1) // a fair local coin
4:  Alil.(count, sum) = (count + +, sum + flip) /I atomically
5:  if num == 0 mod n then / check if time to terminate
6: a = collect A /I n read operations
7: if a[1].count + ... + a[n].count > n? then done = true // raise termination flag

end while
8: a= collect A /I n read operations
9: return sign(>_7_; a[j].sum) // return +1 or —1, depending on the majority value of the coin flips

Proof: Clearly, true is written to done in line 7 only if the process reads at least n? flips, therefore
|| > n?. Consider the point in the execution after n? coins were written. Each process can flip
at most n more coins until reaching line 7, and then it writes true to done. Therefore when true is

written to done there are at most 2n? coins written, and | F| < 2n?. ]

For a set of coins F' we let Sum/(F') be the sum of the coins in F. We denote by F; the set of
coin flips read by the collect of process p; in Line 8. This is the set according to which the process
p; decides on its output, i.e., p; returns Sum(F;). Since each process may flip at most one more

coin after true is written to done, we can show:
Lemma 4.2 Forevery i, Fo C F;, and F; \ F¢ contains at most n — 1 coins.

Proof: Note that the collect of any process p; in Line 8 starts after true is written to done. Hence,
F; contains F¢.

After true is written to done, each process (except the process that had written true to done) can
flip at most one more coin before reading that done is true in Line 1. Therefore, the set of coins
that are written when the process reads Line 8 is the set of coins that were written when true was

written to done (which is F(-), plus at most n — 1 additional coins. [ |
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Figure 4.1: Phases of the shared coin algorithm.

We now show that there is at least a constant probability that Sum(Fx) > n. In this case,
by Lemma 4.2, all processes that terminate agree on the value 1, since F; contains at most n — 1
additional coins.

We partition the execution into three phases. The first phase ends when n? coins are written.
After every coin is written there may be up to n — 1 additional coins that are already flipped but
not yet written. The adversary has a choice whether to allow each of these coins to be written. We
assume an even stronger adversary that can choose the n? written coins out of n? +mn — 1 coins that
were flipped. The second phase ends when true is written to done. In the third phase, each process
reads the whole array A and returns a value for the shared coin. (See Figure 4.1.)

Since F is the set of coins written when done is set to true, then it is exactly the set of
coins written in the first and second phases. Let F'y;,s; be the first n? coins that are written, and
Fyeconda = Fo \ Frirst. This implies that Sum/(Fe) = Sum(Fyipst) + Sum(Fyecona). Therefore,
we can bound (from below) the probability that Sum(F) > n by bounding the probabilities that
Sum(First) > 3n and Sum(Fyecond) > —2n.

Consider the sum of the first n? + n — 1 coin flips. After these coins are flipped, the adversary
has to write at least n? of them, which will be the coins in Firse. 1f the sum of the first n4+n—1
coin flips is at least 4n then Sum(Fy;,s) > 3n. We bound the probability that this happens using

the Central Limit Theorem.

Lemma 4.3 The probability that Sum(Fy;,s) > 3n is at least ﬁefg.

Proof: There are N = n? + n — 1 coins flipped when n? coins are written to Fj;.,. By the
Central Limit Theorem, the probability for the sum of these coins to be at least 21/ N, converges
1 xT
to 1 — ®(x), where &(x) = Ner / e~2¥"dy is the normal distribution function. By [40, Chap-
T J—c0

ter VII], we have 1 — ®(z) > (+ — %)\/LQ—Fe*%H. Substituting z = 4 we have that with probability
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at least ﬁe“ the sum of these NV coins is at least 4/ /N, which is more than 4n, and hence

Sum(First) > 3n. ]

We now need to bound Sum(Fsecond). Unlike Fy;.q, whose size is determined, the adversary
may have control over the number of coins in Fj...,q4, and not only over which coins are in it.
However, by Lemma 4.1 we have |F¢| < 2n?, therefore | Fyecong| < n?, which implies that Fiecong
must be some prefix of n? additional coin flips. We consider the partial sums of these n? additional
coin flips, and show that with high probability, all these partial sums are greater than —2n, and
therefore in particular Sum(Fsecond) > —2n.

Formally, for every i, 1 < i < n?, let X; be the i-th additional coin flip, and denote S; =

5:1 X;. Since |Fyeeona| < m?, there exist k, 1 < k < n?, such that Sy = Sum(Fiecona). If
S; > —2n for every j, 1 < j < n?, then specifically Sum(Fsecona) = Sk > —2n.

The bound on the partial sums is derived using Kolmogorov’s inequality.

Kolmogorov’s Inequality [40, Chapter IX] Let X,...X,, be independent random variables
such that Var[X;] < oo for everyi, 1 <i < m, andlet S; = 3/_, X for every j, 1 < j < m.
Then for every A > 0, the probability that

|S; — E[S;]| < AW Var[Sy,| , forallj,1<j<m,
is at least 1 — \72.
Lemma 4.4 The probability that S; > —2n for all j, 1 < j < n? is at least %.

Proof: The results of the n? coin flips are independent random variables X, ..., X2, with
E[X;] = 0and Var[X;] = 1, forevery i, 1 <i < n?

Since S, is the sum of j independent random variables, its expectation is E[S;] = 327_ E[X;] =
0, and its variance is Var[S;] = >, Var[X;] = j.

Kolmogorov’s inequality implies that |S;| < 2n (and hence S; > —2n), forall j, 1 < j < n?,

with probability at least %. ]

This bounds the probability of agreeing on the same value for the shared coin as follows.

Lemma 4.5 Algorithm 4.1 is a shared coin algorithm with agreement parameter § =
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Proof: By Lemma 4.3, the probability that Sum(Fp;s;) > 3n is at least ﬁe*, and by

Lemma 4.4, the probability that Sum(Fyecona) > —2n is at least %. Since Sum(Fg) =

Sum(First) + Sum(Fsecond). this implies that the probability that Sum(F¢) > n is at least
-8

3 €
32v2m
By Lemma 4.2, for every i, F; \ F¢ contains at most n — 1 coins, which implies that if

Sum(F¢) > n then Sum(F;) > 1, and therefore if p; terminates, then it will decide 1. Hence,

3
32V 21

with probability at least e, Sum(F¢) > n and all processes which terminate agree on the
value 1.
By symmetry, all processes that terminate agree on the value —1 with at least the same proba-

bility. n

Clearly, Algorithm 4.1 flips O(n?) coins. Moreover, all work performed by processes in read-
ing the array A can be attributed to coin flips. This can be used to show that Algorithm 4.1 has
O(n?) total step complexity.

Lemma 4.6 Algorithm 4.1 has O(n?) total step complexity.

Proof: We begin by counting operations that are not part of a collect. There are O(1) such
operations per local coin flip, and by Lemmas 4.1 and 4.2 there are at most 2n? + n — 1 local coin
flips, implying O(n?) operations that are not part of a collect.

Each collect performed by p; in Line 6, can be associated with the n local coins that can be
flipped by p; before it. By Lemma 4.1, there are at most 2n? coins in Fi, i.e. at most 2n? coin flips
during the first and second phases of the algorithm. Therefore, during these phases there can be at

2
most 22-
n

= 2n collects performed by processes in Line 6. In the third phase, every process may
perform another collect in Line 6, and another collect in Line 8, yielding at most 2n additional
collects. Thus, there are at most 4n collects performed during the algorithm, yielding a total of

O(n?) steps. ]

Using Algorithm 4.1 in the scheme of [12] (see also Algorithm 8.1 in Section 8.1) yields a
randomized consensus algorithm. Informally, the scheme uses single-writer registers in which
the processes update their preferences (starting with their inputs), and allows the processes to

collect the values of these registers in order to detect agreement. If fast processes agree then they
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decide their preference and a slow process also adopts it, otherwise a process changes its preference
according to the result of the shared coin. Given a shared coin algorithm with agreement parameter
§ and step complexity 7', the scheme yields a randomized consensus algorithm with O(5~1T)

expected step complexity. This implies the next theorem:

Theorem 4.7 There is a randomized consensus algorithm with O(n?) total step complexity.
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Chapter 5
Combining Shared Coins

In this chapter we show how to combine shared-coin algorithms into a shared coin that integrates
their complexity measures. We begin by carefully defining the choices of our strong adversary.

A configuration consists of the local states of all processes, and the values of all the registers.
Since we consider randomized algorithms with a strong adversary, we partition the configurations
into two categories C;y and Cyq,. In configurations C' € Cy, there is a process waiting to flip a
local coin, and in configurations C' € C4, all processes are pending to access the shared memory.

For each configuration C' € Cy;, where p; is about to flip a local coin there is a fixed probability
space for the result of the coin, which we denote by X¢. An element y € X with probability
Pr[y| represents a possible result of the local coin flip of p; from the configuration C. If there
is more than one process that is waiting to flip a coin in C, then we fix some arbitrary order of
flipping the local coins, for example according to the process identifiers. In this case, p; will be the
process with the smallest identifier that is waiting to flip a coin in C'. The next process will flip its
coin only from the resulting configuration.

We can now define the strong adversary formally, as follows. For every configuration C' €
Caly the adversary lets a process p;, with the smallest identifier, flip its local coin. For every
configuration C' € C4,, the adversary o picks an arbitrary process to take a step which accesses
the shared memory. Having the adversary wait until all processes flip their current coins does not
restrict the adversary’s power, since any adversary that makes a decision before scheduling some
pending coin-flip, can be viewed as one that schedules the pending coin-flip but ignores its outcome

until after making that decision.
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Algorithm 5.1 Interleaving shared coin algorithms A and B: code for process p;.

1: while true do

2:  take a step in algorithm A

3:  if terminated in A by returning v then return v /l local computation
4 take a step in algorithm B

5 if terminated in B by returning v then return v // local computation

5.1 Interleaving shared-coin algorithms

Let A and B be two shared-coin algorithms. Interleaving A and B is done by performing a loop
in which the process executes one step of each algorithm (see Algorithm 5.1). When one of the
algorithms terminates, returning some value v, the interleaved algorithm terminates as well, and
returns the same value v.

We denote by 4 and dp the agreement parameters of algorithm A and algorithm B, respec-
tively.

We next show that the agreement parameter of the interleaved algorithm is the product of the
agreement parameters of algorithms A and B. The idea behind the proof is that since different
processes may choose a value for the shared coin based on either of the two algorithms, for all
processes to agree on some value v we need all processes to agree on v in both algorithms. In order
to deduce an agreement parameter which is the product of the two given agreement parameters,
we need to show that the executions of the two algorithms are independent, in the sense that the
adversary cannot gain any additional power out of running two interleaved algorithms.

In general, it is not obvious that the agreement parameter of the interleaved algorithm is the
product of the two given agreement parameters. In each of the two algorithms it is only promised
that there is a constant probability that the adversary cannot prevent a certain outcome, but in the
interleaved algorithm the adversary does not have to decide in advance which outcome it tries to
prevent from a certain algorithm, since it may depend on how the other algorithm proceeds. For
example, it suffices for the adversary to have the processes in one algorithm agree on 0 and have
the processes in the other algorithm agree on 1.

The first theorem assumes that one of the algorithms always terminates within some fixed

bound on the number of steps, and not only with probability 1. We later extend this result to hold
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for any pair of shared coin algorithms.

Theorem 5.1 If algorithm A always terminates within some fixed bound on the number of steps,

then the interleaving of algorithms A and B has agreement parameter § > 04 - 0p.

Proof: Since algorithm A always terminates within some fixed bound on the number of steps,
the interleaved algorithm also terminates within some fixed bound on the number of steps (at
most twice as many). We define the probability of reaching agreement on the value v for every
configuration C' in one of the algorithms, by backwards induction, as follows.

With every configuration C', we associate a value s that is the maximal number of steps taken
by all the processes from configuration C', over all possible adversaries and all results of the local
coin flips, until they terminate in the interleaved algorithm (by terminating either in A or in B).
Since algorithm A always terminates within some fixed bound on the number of steps, s is well
defined.

We denote by C'| 4 the projection of the configuration C' on algorithm A. That is, C'| 4 consists
of the local states referring to algorithm A of all processes, and the values of the shared registers
of algorithm A. Similarly we denote by C'|z the projection of C' on algorithm B.

We denote by S the set of adversaries possible from a configuration C'. We consider a partition
of S into S& and SE, which are the set of adversaries from configuration C' whose next step is in
algorithm A and B, respectively.

We define the probability Pr,[C] for agreeing in the interleaved algorithm by induction on s.
In a configuration C' for which s = 0, all processes terminate in the interleaved algorithm, by
terminating either in A or in B. We define Pr,[C] to be 1 if all the processes decide v, and 0

otherwise. Let C be any other configuration. If C' € C,4,, then:

Pr,[C] = min Pr,[C?],

oE€Se
where C is the resulting configuration after scheduling one process, according to the adversary o,
to access the shared memory'. If C' € C,,, then:

Pr,[C] = 3 Prly]-Pr,[CY],

c
yeX;

"Notice that the minimum of the probabilities over all adversaries in S¢ is well defined, since S¢ is always finite

because there is a fixed bound on the number of steps in algorithm A and a finite number of processes.
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where p; is the process waiting to flip a local coin in the configuration C' and C"Y is the resulting
configuration after the coin is flipped. Notice that for the initial configuration C';, we have that
d = minPr, [Cy].

In Uorder to prove the theorem, we use Pr’![C] (and similarly Pr?[C]) for a configuration C'
in the interleaved algorithm, which is the probability that starting from C|, all the processes that
terminate by terminating in algorithm A (algorithm B) agree on the value v.

We define these probabilities formally by induction on s. We only state the definition of Pr’[C];
the definition of Pr?[C] is analogous. Notice that Pr/'[C] depends only on the projection C|4 of
configuration C' on algorithm A, and on the possible adversaries in SZ. For a configuration C'in
which s = 0, all the processes have terminated in the interleaved algorithm. We define Pr/'[C] to
be 1 if all the processes that terminated by terminating in algorithm A agree on the value v, and 0
otherwise (in the latter case there is at least one process that terminated by terminating in algorithm
A, but did not decide on the value v).

Let C' be any other configuration, i.e., with s > 0. If C' € C,4,, then:
Pr,/[C] = Pry[Cla, SE] = min Pri[C7]a, SE.),
oeSE

where (' is the resulting configuration after scheduling one process, according to the adversary o,
to access the shared memory. If C' € Uy, then:
PrA(C] = Prl(Cla, S8 = S Prly] - Pra[C7], SA),
yeXE

where p; is the process waiting to flip a local coin in the configuration C' and C" is the resulting
configuration after the coin is flipped.

We now claim that for every configuration C, Pr,[C] > Pr[C] - Pr?[C]; the proof is by
induction on s.

Base case: If s = 0, then all processes have terminated in the interleaved algorithm. Processes

agree on v if and only if every process decides v, whether it terminates in A or in B, therefore
Pr,[C] = Pri[C] - Pr2[C].

Induction step: Assume the claim holds for any configuration C’ with at most s — 1 steps
remaining to termination under any adversary. Let C' be a configuration with at most s steps until

termination under any adversary. We consider two cases according to the type of C.
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If C € Cuqp, then:

Pr,[C] = min Pr,[C7]

c€Se

= min {min Pr,[C?], min Pr, [Cg]} )

oeSE oceSE

By the induction hypothesis on the configuration C'?, with one step less to termination, we get:

Pr,[C] = min {min (Pr[C] - PrJ[C7]), min (Pr)[C”] ~Prf[C"])}

JESé JES

= min{mln (P, [C7)a, SEo] - Prf[CU|B,SCBU]),mi1113 (Prf[C"|A,Ség]-Prf[C“|B,SCBU])}

cesSA o€SE

where the second equality follows by the definition of Pr[C°] and Pr?[C?]. If the step taken
from C' by o is in algorithm A then C?|g = C|. Moreover, Sgc, C Sg , because a process may

terminate in algorithm A and be unavailable for scheduling. Therefore we have
Pr)[C7|p, S¢o] = Pr/[Cl, SCI.

Similarly, if the step taken from C by ¢ is in algorithm B then Pr2[C7| 4, S4.] > Pr[C|4, SA].
Thus,

Pr,[C] > min{mm (P [C) 4, S&6] - PrY[C 5, SE]), min (Pr)[C4, S&] .Prf[C"\B,Sga])}
oeSE

oceSA

= min {Prf[G\B, SE] (min Prt[C7| 4, Sg‘(,]> P [C) 4, SE] (min PrB[C7 |, Sg,]) }
SA oeSE

C

= min {Pr7[C] - Pr}[C], Pr)[C] - Pr[C]}
= Pr)[C] - Pr;[C],
which completes the proof of the claim that Pr,[C] > Pr[C]-PrZ[C] for a configuration C' € Clg,.

If C' € Cyy, with process p; waiting to flip a local coin, then:

PriC] = 3 Prfy] - Pr,[CV
yeXy
= Y pify)-Pr(CY] - BR[OV
yexy
= Y Prly] - Pr[CY]a, S4,] - PrE[CY| s, S,
yexy
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by the induction hypothesis on the configuration C¥, with one step less to termination. If the
coin of p; is in algorithm A, then C¥|p = C|z. Moreover, S5, C S&, because a process may
terminate in algorithm A and be unavailable for scheduling. Therefore we have Pr2[CY|p, S5,] >
PrB[C|p, SE]. Similarly, if the coin of p; is in algorithm B then Pr[C¥| 4, S4,] > Pr[C| 4, S4].

Assume, without loss of generality, that the coin is in algorithm A, thus,

Pr,[C] > ) Prly]-Pr}[CYa, S8, - Prl[Cls, SE|

yeX?
= PP[C|p, SE P} [CY]4, S5
ye X C
= €1,
which completes the proof of the claim that Pr,[C] > Pr/![C]-Pr?[C] for a configuration C' € Cy,.

The theorem follows by applying the claim to the initial configuration CY, to get that Pr,[C}] >
Pr}[C;] - Pr2[C}]. Notice again that in the interleaved algorithm, the adversary is slightly more
restricted in scheduling processes to take steps in algorithm A than it is in algorithm A itself, since
a process might terminate in algorithm B and be unavailable for scheduling. This only reduces the
power of the adversary, implying that Pr[C;] > 0 4. The same applies for algorithm B and hence
Pr2[C;] > 6. Therefore we have that Pr,[C;] > Pr2[C;]-Pr2[C;] > 64 - 6p, forevery v € {0,1},

which completes the proof since § = min Pr, [C]. n

When neither algorithm A nor algorithm B have a bound on the number of steps until termi-
nation, the same result is obtained by considering truncated algorithms. In a truncated algorithm
Ay, we stop the original algorithm A after at most h steps, for some finite number £, and if not all
processes have terminated then we regard this execution as one that does not agree on any value.
This only restricts the algorithm, so the agreement parameter of a truncated algorithm is at most
the agreement parameter of the original algorithm, i.e., 04, < d4.

For any shared coin algorithm, we define Pr"[C;] to be the probability that all the processes
terminate and decide v within at most & steps from the initial configuration C';. This is exactly the
probability Pr,[C]] of the truncated algorithm A;. The next lemma proves that the probabilities
Pr"[C}] tend to the probability Pr,[C;], as h goes to infinity.

Lemma 5.2 Pr,[C]] = limy, .o, Pr'[C]).
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Proof: For every h, let Y}, be the event that all the processes terminate and decide v within at
most  steps from the initial configuration C;. By this definition, we have Pr[Y}] = Pr’[C]], and
Pr[Us2,Y3] = Pr,[CY].

It is easy to see that the sequence of events Y7, Y5, ... is a monotone increasing sequence of
events, i.e., Y7 C Yy C - -, therefore the limit lim;, .., Pr[Y}] exists, and by [45, Lemma 5, p. 7]
we have Pr[U2 ;] = limy, o Pr[Y},]. This implies that Pr,[C;] = limy,_o Pr[Cy]. n

We use the above limit to show that we can truncate an algorithm to get as close as desired to

the agreement parameter by a bounded algorithm.

Lemma 5.3 In a shared coin algorithm with agreement parameter o, for every € > 0 there is an

integer h, such that Pr'<[C;] > § — e.

Proof: Assume, towards a contradiction, that for every i we have Pr’[C;] < § — e. Since Pr,[C]
is the probability that all the processes terminate and decide v (without a bound on the number of

steps), this implies that

Pr,[Cy] = lim Pr'[C] <6 —e <4,

which completes the proof. ]

We can now truncate the shared coin algorithm A after a finite number of steps as a function
of ¢, and use Theorem 5.1 to get an interleaved algorithm with agreement parameter 04, - dp >
(04 —€) - 0p.

By truncating algorithm A we only restrict the interleaved algorithm (as we only restrict algo-
rithm A), and therefore we have that by interleaving algorithms A and B we obtain an agreement
parameter 0 that is at least (64 — €) - dp for every € > 0, which implies that § > 04 - 0, and gives

the following theorem.

Theorem 5.4 The interleaving of algorithms A and B has agreement parameter 6 > 04 - 0.

41



5.2 Applications

5.2.1 Shared Coin Using Single-Writer Registers

We obtain a shared-coin algorithm using only single-writer registers that has both O(n?logn) total
work and O(n log® n) individual work, by interleaving the algorithm from [28] and the algorithm
from [13].

For two shared-coin algorithms A and B, we denote by 7'4(n) and I 4(n) the total and individual
work, respectively, of algorithm A, and similarly denote T5(n) and Iz (n) for algorithm B. We now
argue that the total and individual step complexities of the interleaved algorithm are the minima of

the respective complexities of algorithms A and B.

Lemma 5.5 The interleaving of algorithms A and B has an expected total work of
2min{Ta(n), Te(n)} + n,

and an expected individual work of
2min{l4(n),Ig(n)} + 1.

Proof: We begin by proving the claim regarding the total work. After at most 27°4(n) + n total
steps are executed by the adversary, at least 74(n) of them are in algorithm A, and hence all
the processes have terminated in Algorithm A, and have therefore terminated in the interleaved
algorithm. The same applies to Algorithm B. Therefore the interleaved algorithm has a total work
of 2min{Ts(n), Ts(n)} + n.

We now prove the bound on the individual work. Consider any process p;. After at most
214(n) + 1 total steps of p; are executed by the adversary, at least /4(n) of them are in algorithm
A, and hence the process p; has terminated in Algorithm A, and has therefore terminated in the
interleaved algorithm. The same applies to Algorithm B. This is true for all the processes, therefore

the interleaved algorithm has an individual work of 2 min{74(n), Ts(n)} + 1. ]

Applying Lemma 5.5 and Theorem 5.1 to an interleaving of the algorithms of [28] and [13],
yields:

Theorem 5.6 There is a shared-coin algorithm with a constant agreement parameter, with O(n?*logn)

total work and O(n log® n) individual work, using single-writer multi-reader registers.
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5.2.2 Shared Coin for Different Levels of Resilience

In this section we discuss the interleaving done by Saks, Shavit, and Woll [66]. They presented the
following three shared-coin algorithms, all having a constant agreement parameter. The complexity
measure they consider is of time units: one time unit is defined to be a minimal interval in the
execution of the algorithm during which each non-faulty processor executes at least one step.

The first algorithm takes O(n"Tsf) time, where f is the number of faulty processes. It is wait-
free, i.e., it can tolerate f = n — 1 faulty processes. This is done by having each process repeatedly
flip a local coin and write it into an array, then collect the array to see if at least n? coins were
already flipped. Once a process observes that enough coins were flipped, it terminates and decides
on the majority of all the coins it collected. The individual work of the first algorithm is in O(n?),
since in the worst case, the process does all the work by itself.

The second algorithm takes O(log n) time in executions with at most f = /n faulty processes,
but may not terminate otherwise. This is done by having each process flip one local coin and write
it into an array, then repeatedly scan the array until it observes that at least n — y/n coins were
already flipped. It then terminates and decides on the majority of all the coins it collected.

In the third algorithm there is one predetermined process that flips one local coin and writes
the result into a shared memory location. The other processes repeatedly read that location until
they see it has been written into, and then decide that value. This takes O(1) time in failure-free
executions, but may not terminate otherwise.

Theorem 5.1 shows that the interleaving of these three algorithm gives a shared coin algorithm
with a constant agreement parameter. Technically, we apply the theorem twice, first to interleave
the first algorithm (which is bounded) and the second algorithm; then we interleave the resulting
algorithm (which is bounded) with the third algorithm.

The interleaving of all three algorithms enjoys all of the above complexities, by an argument

similar to Lemma 5.5, which yields the following theorem.

Theorem 5.7 There is a shared-coin algorithm with a constant agreement parameter, which takes

O(n"Tgf) time in any execution, O(logn) time in executions with at most f = \/n failures, and O(1)

time in failure-free executions, using single-writer multi-reader registers.

This can of course be further improved by replacing the first algorithm with the algorithm of
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Section 5.2.1 or with the algorithm of Aspnes and Censor [11], if multi-writer registers can be

employed.
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Chapter 6

Polylogarithmic Concurrent Data

Structures from Monotone Circuits

All of the known shared coins mentioned in Chapter 2 are essentially based on a majority voting
mechanism, which varies in the way the votes are collected and the way termination is detected.
The number of votes needed is mainly influenced by the ability of the strong adversary to delay
n — 1 votes in between the collection of votes performed by different processes, since our goal is
to provide a large (usually constant) probability of processes seeing the same value of the majority.
For example, in the shared coin we present in Chapter 4, n? votes are needed.

Detecting that the number of votes reached the desired threshold is a counting problem. The
number of steps required for counting the votes induces a tradeoff in the design of shared-coin
algorithms: on one hand the processes should not perform the counting procedure very often in
order to reduce the step complexity, and on the other hand performing frequent counting allows
the majorities seen by different processes to be similar, resulting in a good agreement parameter.

The simple counters used in previous shared coins were of O(n) steps per counter-read oper-
ation, which implies that in order to obtain an individual step complexity of O(n) for the shared
coin (and hence for randomized consensus) only a constant number of counter-read operations
can be invoked by each process. This, however, harms the attempt to have a constant agreement
parameter.

Therefore, we are interested in wait-free implementations of counters and additional data struc-

tures, in which any operation on the data structure terminates within a sub-linear number of its
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steps regardless of the schedule chosen by the adversary, i.e., the cost of the implementation is

sub-linear.

We note that in this chapter we consider the set of processes to be P = {po, ..., pn_1}-

6.1 Max registers

Our basic data structure is a max register, which is an object r that supports a WriteMax(r, 1)
operation with an argument ¢ that records the value ¢ in 7, and a ReadMax(r) operation returning
the maximum value written to the object . A max register may be either bounded or unbounded.
For a bounded max register, we assume that the values it stores are in the range 0..(m—1), where m
is the size of the register. We assume that any non-negative integer can be stored in an unbounded
max register. In general, we will be interested in unbounded max registers, but will consider
bounded max registers in some of our constructions and lower bounds.

One way to implement max registers is by using snapshots. Given a linear-time snapshot algo-
rithm (e.g., [49]), a WriteMax operation for process p; updates location a[i], while a ReadMax
operation takes a snapshot of all locations and returns the maximum value. Assuming no bounds
on the size of snapshot array elements, this gives an implementation of an unbounded max register
with linear cost (in the number of processes n) for both WriteMax and ReadMax. We show be-
low how to build more efficient max registers: a recursive construction that gives costs logarithmic
in the size of the register for both WriteMax and ReadMax.

Note that another approach is to use f-arrays, as proposed by Jayanti [50]. An f-array is a
data structure that supports computation of a function f over the components of an array. Instead
of having a process take a snapshot of the array and then locally apply f to the result, Jayanti
implements an f-array by having the write operations update a predetermined location according
to the new value of f, which requires a read operation to only read that location. This construction
is then extended to a tree algorithm. For implementing an f-array of m registers, where f can be
any common aggregate function, including the maximum value or the sum of values, this reduces
the number of steps required to O(log m) for a write operation, while a read operation takes O(1)
steps. These implementations use LL/SC objects, while we restrict our base objects to multi-writer

multi-reader registers.
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Figure 6.1: Implementing a max register.

In the remainder of this section we show how to construct a max register recursively from a
tree of increasingly large max registers. The resulting data structure can also be viewed as a tree
whose leaves represent the possible values that can be stored. However, the recursive description
facilitates the proof.

The smallest object is a trivial MaxReg, object, which is a max register r that supports only
the value 0. The implementation of MaxReg, requires zero space and zero step complexity:
WriteMax(r,0) is a no-op, and ReadMax(r) always returns 0.

To get larger max registers, we combine smaller ones recursively (see Figure 6.1). The base
objects will consist of at most one snapshot-based max register as described earlier (used to limit
the depth of the tree in the unbounded construction) and a large number of trivial MaxReg objects.
A recursive MaxReg object has three components: two MaxReg objects called r.left and r.right,
where 7r.left is a bounded max register of size m, and one 1-bit multi-writer register called r.switch.
The resulting object is a max register whose size is the sum of the sizes of r.left and r.right, or
unbounded if r.right is unbounded .

Writing a value t to r is by the WriteMax(r,t) procedure, in which the process writes the
value ¢ to r.left if ¢ < m and r.switch is off, or otherwise writes the value ¢ — m to r.right and
sets the r.switch bit. Reading the maximal value is by the ReadMax(r) procedure, in which the
process returns the value it reads from r.left if r.switch is off, and otherwise returns the value it

reads from 7.right plus m.
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Algorithm 6.1 WriteMax(r,t)

Shared variables: switch: a 1-bit multi-writer register, initially O
left, a MaxReg object of size m, initially 0,
right, a MaxReqg object of arbitrary size, initially 0

I: ift <m

2:  if r.switch == 0

3: WriteMax(r.left,t)

4: else

5:  WriteMax(r.right,t —m)

6: r.switch=1

Algorithm 6.2 ReadMax(r)

Shared Variables: switch: a 1-bit multi-writer register, initially 0
left, a MaxReg object of size m, initially 0,
right, a MaxReg object of arbitrary size, initially 0
1: if r.switch == 0
2:  return ReadMax(r.left)
3: else

4:  return ReadMax(r.right) +m

An important property of this implementation is that it preserves linearizability, as shown in

the following lemma.

Lemma 6.1 If r.left and r.right are linearizable max registers, then so is r.

Proof: We assume that each of the MaxReg objects r.left and r.right is linearizable. Thus, we

can associate each operation on them with one linearization point and treat these operations as

atomic. In addition, we can associate each read or write to the register r.switch with a single

linearization point since it is atomic.

We now consider a schedule of ReadMax(r) and WriteMax(r,t) operations. These consist

of reads and writes to r.switch and of ReadMax and WriteMax operations on r.left and r.right.

We divide the operations on 7 into three categories:

48



o Clefi: ReadMax(r) operations that read O from r.switch, and WriteMax(r,t) operations

with ¢ < m that read 0 from r.switch.

o Crignt: ReadMax(r) operations that read 1 from r.switch, and WriteMax(r,t) operations

with ¢ > m (i.e., that write 1 to r.switch).

o Cayiten: WriteMax(r,t) operations with t < m that read 1 from r.switch.

Inspection of the code shows that each operation on r falls into exactly one of these categories.
Notice that an operation is in Ceq if and only if it invokes an operation on r.left, an operation is in
Cright if and only if it invokes an operation on r.right, and an operation is in Cgyjch if and only if it

invokes no operation on r.left or r.right. We order the operations by the following four rules:

1. We order all operations of Ciet before those of Cigni. This preserves the execution order of
non-overlapping operations between these two categories, since an operation that starts after

an operation in Cyignt finishes cannot be in Cleft.

2. An operation op in Cayiten is ordered at the latest time possible before any operation op’ that

starts after op finishes.

3. Within Cle we order the operations according to the time at which they access r.left, i.e., by

the order of their respective linearization points.

4. Within Cign we order the operations according to the time at which they access 7.right, i.e.,

by the order of their linearization points.

It is easy to verify that these rules are well-defined.

We first prove that these rules preserve the execution order of non-overlapping operations. For
two operations in the same category this is clearly implied by rules 2—4. Since rule 1 shows that
two operations from Clest and Cyignt are also properly ordered, it is left to consider the case that one
operation is in Csyiich and the other is either in Clef or in Cyignt. In this case, rule 2 implies that their
order preserves the execution order.

We now prove that this order satisfies the specification of a max register, i.e., if a ReadMax(r)
operation op returns ¢ then ¢ is the largest value written by operations on r of type WriteMax

that are ordered before op. This requires showing that there is a WriteMax(r,t) operation op,,
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ordered before op, and that there is no Wr i teMax(r,t') operation op,, with ¢’ > ¢ ordered before
op.

This is obtained again by using the linearizability of the components. If op returns a value ¢t <
m (i.e., itis in Cleg) then this is the value that is returned from its invocation op’ of ReadMax(r.left).
By the linearizability of r.left, there is a WriteMax(r.left, t) operation op), ordered before op’ in
the linearization of r.left. By rule 3, this implies that the WriteMax(r,t) operation op,, which
invoked op!, is ordered before op. A similar argument for r.right applies if op returns a value
t > m.

To prove that no operation of type WriteMax with a larger value is ordered before op, we
assume, towards a contradiction, that there is a WriteMax(r,t') operation op,, with t' > ¢ that
is ordered before op. If op returns a value ¢ < m (i.e., it is in Cjet) then op,s cannot be in Ciight,
otherwise it would be ordered after op, by rule 1. Moreover, op,, cannot be in Cgyjitch, Since rule
2 implies that op starts after op,, finishes and hence must also read 1 from r.switch which is
a contradiction to op € Cler. Therefore, op,, € Clet, but this contradicts the linearizability of
r.left. If op returns a value ¢ > m (i.e., it is in Cignt) then op,,s cannot be in Ciet because t' > .
Moreover, op,, cannot be in Cgyitcn, since t' > ¢ > m. Therefore, op,, is in Cyignt, Which contradicts

the linearizability of r.right. |

Using Lemma 6.1, we can build a max register whose structure corresponds to an arbitrary
binary search tree, where each internal node of the tree is represented by a recursive max register
and each leaf is a MaxReq,, or, for the rightmost leaf, a MaxReg, or snapshot-based MaxReg
depending on whether we want a bounded or an unbounded max register. There are several natural

choices, as we will discuss next.

6.1.1 Using a balanced binary search tree

To construct a bounded max register of size 2¥, we use a balanced binary search tree. Let MaxReg;,
be a recursive max register built from two MaxReg,_; objects, with MaxReg, being the trivial
max register defined previously. Then MaxRegy, has size 2 for all k. It is linearizable by induction
on k, using Lemma 6.1 for the induction step.

We can also easily compute an exact upper bound on the cost of ReadMax and WriteMax on

a MaxReg, object. For & = 0, both ReadMax and Wr iteMax perform no operations. For larger
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k, each ReadMax operation performs one register read and then recurses to perform a single
ReadMax operation on a MaxReg,_; object, while each WriteMax performs either a register

read or a register write plus at most one recursive call to WriteMax. Thus:

Theorem 6.2 A MaxReq; object implements a linearizable max register for which every
ReadMax operation requires exactly k register reads, and every WriteMax operation requires

at most k register operations.

In terms of the size of the max register, operations on a max register that supports m values,
where 2F71 < m < 2% values, each take at most [lgm| steps. Note that this cost does not depend
on the number of processes n; indeed, it is not hard to see that this implementation works even

with infinitely many processes.

6.1.2 Using an unbalanced binary search tree

In order to implement max registers that support unbounded values, we use unbalanced binary
search trees.

Bentley and Yao [26] provide several constructions of unbalanced binary search trees with the
property that the i-th leaf is at depth O(log ). The simplest of these, called B;, constructs the tree
by encoding each positive integer using a modified version of a classic variable-length code known
as the Elias delta code [38]. In this code, each positive integer N = 2% + ¢ with 0 < ¢ < 2F is
represented by the bit sequence §(N) = 1¥7103(¢), where 3(¢) is the (k — 1)-bit binary expansion
of /. The first few such encodings are 0, 100, 101, 11000, 11001, 11010, 11011, 1110000, . . .. If we
interpret a leading 0 bit as a direction to the left subtree and a leading 1 bit as a direction to the right
subtree, this gives a binary tree that consists of an infinitely long rightmost path (corresponding
to the increasingly long prefixes 1¥), where the i-th node in this path has a left subtree that is a
balanced binary search tree with 2° leaves. (A similar construction is used in [17].)

Let us consider what happens if we build a max register using the B; search tree (see Fig-
ure 6.2). A ReadMax operation that reads the value v will follow the path corresponding to
d(v + 1), and in fact will read precisely this sequence of bits from the switch registers in each
recursive max register along the path. This gives a cost to read value v that is equal to |6 (v + 1)| =

2 [lg(v + 1)] + 1. Similarly, the cost of WriteMax(v) will be at most 2 [lg(v + 1)] + 1.
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Figure 6.2: An unbalanced max register.

Both of these costs are unbounded for unbounded values of v. For ReadMax operations,
there is an additional complication: repeated concurrent WriteMax operations might set each
switch just before the ReadMax reaches it, preventing the ReadMax from terminating'. Another
complication is in proving linearizability, as the induction does not bottom without trickery like

truncating the structure just below the last node actually used by any completed operation.

For these reasons, we prefer to backstop the tree with a single snapshot-based max register
that replaces the entire subtree at position 1", where n is the number of processes. Using this

construction, we have:

Theorem 6.3 There is a linearizable implementation of MaxReqg for which every ReadMax oper-
ation that returns value v requires min(2 [lg(v + 1)]+1, O(n)) register reads, and every WriteMax

operation requires at most min(2 [lg(v + 1)]| + 1, O(n)) register operations.

If constant factors are important, the 2 can be reduced to 1+ o(1) by using a more sophisticated

unbalanced search tree; the interested reader should consult [26] for examples.

Note that the infinite-tree construction does give an obstruction-free algorithm, where an operation is only required

to terminate when running alone.
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6.2 Monotone circuits

In this section, we show how a max register can be used to construct more sophisticated data struc-
tures from arbitrary monotone circuits. Recall that a monotone circuit computes a function over
some finite alphabet of size m, which is assumed to be totally ordered. The circuit is represented
by a directed acyclic graph where each node corresponds to a gate that computes a function of the
outputs of its predecessors. Nodes with in-degree zero are input nodes; nodes with out-degree zero
are output nodes. Each gate g, with k inputs, computes some monotone function f, of its inputs.
Monotonicity means that if z; > y; for all 4, then f,(x1,...,zx) > fo(y1,. .., k).

For each monotone circuit, we can construct a corresponding monotone data structure. This
data structure supports operations WriteInput and ReadOutput, where each WriteInput
operation updates the value of one of the inputs to the circuit and each ReadOutput operation
returns the value of one of the outputs. Like the circuit as a whole, the effects of WriteInput
operations are monotone: attempts to set an input to a value less than or equal to its current value
have no effect. This restriction still allows for an interesting class of data structures, the most
useful of which may be the bounded counter described in Section 6.3.1.

The resulting data structure always provides monotone consistency, which is generally weaker

than linearizability:

Definition 6.1 A monotone data structure is monotone consistent if the following properties hold

in any execution:

1. For each output, there is a total ordering < on all ReadOutput operations for it, such that
if some operation R, finishes before some other operation R, starts, then Ry < Rs, and if

Ry < Ry, then the value returned by R, is less than or equal to the value returned by Rs.

2. The value v returned by any ReadOutput operation satisfies f(z1,...,xr) < v, where
each x; is the largest value written to input 1 by a WriteInput operation that completes

before the ReadOutput operation starts.

3. The value v returned by any ReadOutput operation satisfies v < f(y1,...,Yx), where
each y; is the largest value written to input i by a WriteInput operation that starts before

the ReadOutput operation completes.
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Algorithm 6.3 WiriteInput(g,v)

l: WriteMax(g,v)

2: Let g1, ... gs be a topological sort of all gates reachable from g.
3: fori=1to0 S

4: UpdateGate(yg;)

Algorithm 6.4 UpdateGate(g)

1: Letxy,...,x4 be the inputs to g.
2: fori=1tod
3:  y; = ReadMax(z;)

4: WriteMax(g, fg(y1,---,Yd))

The intuition here is that the values at each output appear to be non-decreasing over time (the
first condition), all completed WriteInput operations are always observed by ReadOutput
(the second condition), and no spurious larger values are observed by ReadOutput (the third
condition). But when operations are concurrent, it may be that some ReadOutput operations
return intermediate values that are not consistent with any fixed ordering of Wr i t eMax operations,
violating linearizability (an example is given in Section 6.3).

We convert a monotone circuit to a monotone data structure by assigning a max register to
each input and each gate output in the circuit. We assume that these max registers are initialized
to a default minimum value, so that the initial state of the data structure will be consistent with the
circuit. A WriteInput operation on this data structure updates an input (using Wr i teMax) and
propagates the resulting changes through the circuit as described in Procedure WriteInput. A
ReadOutput operation reads the value of some output node, by performing a ReadMax oper-
ation on the corresponding output. The cost of a ReadOutput operation is the same as that of
a ReadMax operation: O(min(logm,n)). The cost of WriteInput operation depends on the
structure of the circuit: in the worst case, it is O(Sd min(logm,n)), where S is the number of

gates reachable from the input and d is the maximum number of inputs to each gate.

Theorem 6.4 For any fixed monotone circuit C, the WriteInput and ReadOutput operations

based on that circuit are monotone consistent.
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Algorithm 6.5 ReadOutput(g)

1: return ReadMax(g)

Proof: Consider some execution of a collection of WriteInput and ReadOutput operations.
We think of this execution as consisting of a sequence of atomic WriteMax and ReadMax op-
erations and use time to refer to the total number of such operations completed at any point in the
execution.

The first clause in Definition 6.1 follows immediately from the linearizability of max regis-
ters, since we can just order ReadOutput operations by the order of their internal ReadMax
operations.

For the remaining two clauses, we will jump ahead to the third, upper-bound, clause first. The
proof is slightly simpler than the proof for the lower bound, and it allows us to develop tools that
we will use for the proof of the second clause.

For each input z;, let V;' be the maximum value written to the register representing z; at or
before time ¢. For any gate g, let Cy(z1, ..., x,) be the function giving the output of g when the
original circuit C'is applied to x4, . .., z, (see Figure 6.3). For simplicity, we allow C' in this case
to include internal gates, output gates, and the registers representing inputs (which we can think of
as zero-input gates). We thus can define C, recursively by C,(z1, ..., z,) = x; when g = x; is an

input gate and

Cy(x1, ..y x0) = fo(Cy (21, .. 1), .. Cyy (Tky -+, X))

when ¢ is an internal or output gate with inputs g;, . .. g;,. Let ¢* be the actual output of ¢ in our
execution at time ¢, i.e., the contents of the max register representing the output of g. We claim
that forall g and ¢, ' < C,(V,..., V).

The proof is by induction on ¢ and the structure of C'. In the initial state, all max registers
are at their default minimum value and the induction hypothesis holds. Suppose now that some
max register g changes its value at time ¢. If this max register represents an input, the new value
corresponds to some input supplied directly to WriteInput, and we have ¢ = C,(VY,..., V).
If the max register represents an internal or output gate, its value is written during some call to

UpdateGate, and is equal to fg(gfl1 , gfj, ceey gf)’:) where each g;. is some register read by this call
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@ @
Figure 6.3: A gate ¢ in a circuit computes a function of its inputs fy(g;,, ..., g;, ). The inputs to

the circuit are 1, . .., T,.

to UpdateGate and ¢; < ¢ is the time at which it is read. Because max register values can only
increase over time, we have, for each 7, gfj <gi =g " <0y (Vi7',..., Vi) by the induction

hypothesis, and the fact that only gate g changes at time ¢. This last quantity is in turn at most

C,, (VI ..., V) as only gate g changes at time ¢. By monotonicity of f, we then get

j

gt

folgit g2, ... gh)
< foCo (Vs V), G (V. V)
Cg(‘/lta sty Vrf)

as claimed, which completes the proof of clause 3.
We now consider clause 2, which gives a lower bound on output values. For each time
t and input x;, let v} be the maximum value written to the max register representing x; by a

WriteInput operation that finishes at or before time ¢. We wish to show that for any output

gate g, ' > Cy(vh, ..., vl). As with the upper bound, we proceed by induction on ¢ and the struc-

T n

ture of C'. But the induction hypothesis is slightly more complicated, in that in order to make the
proof go through we must take into account which gate we are working with when choosing which
input values to consider.

For each gate g, let v/(g) be the maximum value written to input register z; by any instance

of WriteInput that completes UpdateGate(g) at or before time t. Our induction hypothesis

t
n

is that at each time ¢ and for each gate g, g* > Cy(vi(g),... v} (g)). Although in general we have

vl > vl(g), having ¢g* > Cy(vi(g),...v.(g)) implies g* > C,(vi, ..., v}), as any process that

e n
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writes to some input x; that affects the value of g as part of some WriteInput operation must
complete UpdateGate(g) before finishing the operation.

Suppose now that some max register g changes its value at time ¢. If g is an input, the in-
duction hypothesis holds trivially. Otherwise, consider the set of all WriteInput operations
that write to g at or before time ¢{. Among these operations, one of them is the last to com-
plete UpdateGate(g’) for some input ¢’ to g. Let this event occur at time ¢’ < ¢, and call
the process that completes this operation p. We now consider the effect of the UpdateGate(g)
procedure carried out as part of this WriteInput operation. Because no other operation com-
pletes an UpdateGate procedure for any input g;, to g between ¢’ and ¢, we have that for each
such input and each 4, v}(g;;) = v (g;,). Since the ReadMax operation of each g;, in p’s call to

UpdateGate(g) occurs after time ¢, it obtains a value that is at least

gfj > Cgij (Ui (gij>7 s 7U£L (gij)) > Cgij (Ui<gij>7 s 7U$L<g7;j))7

by the induction hypothesis, monotonicity of Cgij , and the previous observation on the relation

between v! (g;,) and v!(g;,). But then

9" > fo(Cy (v1(9ir), - - - v (9)), - - -
Cy,, (V1(gir); - -+ v3(93)))
> fo(Cy, (01(9), -, 05(9)), - -+, Cy, (v1(9), - - -, v,,(9)))
= Cy(v1(9), -, v,(9)).

6.3 Applications

In this section we consider applications of the circuit-based method for building data structures
described in Section 6.2. Most of these applications will be variants on counters, as these are
the main example of monotone data structures currently found in the literature. Because we are
working over a finite alphabet, all of our counters will be bounded.

The basic structure we will use is a circuit consisting of a binary tree of adders, where each gate

in the circuit computes the sum of its inputs and each input to the circuit is assigned to a distinct
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process to avoid lost updates. We may consider either bounded or unbounded counters, depending
on whether we are using bounded or unbounded max registers. For a bounded counter, we allow
only values in the range 0 through m — 1 for some m; an adder gate whose output would otherwise
exceed m — 1 limits its output to m — 1. Because the circuit is a tree, a WriteInput operation
has a particularly simple structure since it need only update gates along a single path to the root; it
follows that a WriteInput operation costs O(min(lognlogm,n)) time while a ReadOutput
operation costs O(min(log m, n)) time. This is an exponential improvement on the best previously
known upper bound of O(n) for exact counting, and on the bound O (n*/>*<((1/§)logn)°1/9),

where € is a small constant parameter, for approximate counting which is d-accurate [11].

If each process is allowed to increase its input by arbitrary values, we get a generalized counter
circuit that supports arbitrary non-negative increases to its inputs (the assumption is that each
process’s input corresponds to the sum of all of its increments so far). Unfortunately, it is not hard
to see that the resulting generalized counter is not linearizable, even though it satisfies monotone
consistency; the reason is that it may return intermediate values that are not consistent with any

ordering of the increments.

Here is a small example of a non-linearizable execution, which we present to illustrate the
differences between linearizability and monotone consistency. Consider an execution with three
writers, and look at what happens at the top gate in the circuit. Imagine that process py executes a
WriteInput operation with argument 0, p; executes a WriteInput operation with argument
1, and p, executes a WriteInput operation with argument 2. Let p; and p, arrive at the top gate
through different intermediate gates g, and go; we also assume that each process reads g, before
g1 when executing UpdateGate(g). Now consider an execution in which py arrives at g first,
reading 0 from g, just before p, writes 2 to gs. Process p» then reads g, and g; and computes the
sum 2 but does not write it yet. Process p; now writes 1 to g; and pg reads it, causing py to compute
the sum 1 which it writes to the output gate. Process p, now finishes by writing 2 to the output
gate. If both these values are observed by readers, we have a non-linearizable schedule, as there is

no sequential ordering of the increments 0, 1, and 2 that will yield both output values.

However, for restricted applications, we can obtain a fully linearizable object, as shown in the

next subsections.
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6.3.1 Linearizable counters with unit increments

Suppose we consider a standard atomic counter object supporting only read and increment opera-
tions, where the increment operation increases the value of the counter by exactly one. This is a
special case of the generalized counter discussed above, but here the resulting object is linearizable.

To prove linearizability, we consider the counter C' as built of a max register at the root output
gate g, which adds up two sub-counters, C'; and C, each supporting half of the processes. Our

linearizability proof is then by induction, where the base case is a counter for a single process.

Lemma 6.5 If C and C5 are linearizable unit-increment counters, then so is C.

Proof: Each increment operation of C' is associated with a value equal to C'; + C5 at the time it
increments C' or Cy, considering that C'; and C5 are atomic counters according to the induction
hypothesis.

An increment operation with an associated value £ is linearized at the first time in which a
value ¢ > k is written to the output max register g. A read operation is linearized at the time it
reads the output max register g (which we consider to be atomic).

To see that the linearization point for increment k occurs within the interval of the operation,
observe that no increment can write a value ¢ > k to g before increment k finishes incrementing
the relevant sub-counter C'; or (5, because before then C; + Cy < k. Moreover, the increment &
cannot finish before ¢ > k is first written to g, because k writes a value ¢ > k before it finishes.
Since the read operations are also linearized within their execution interval, this order is consistent
with the order of non-overlapping operations.

This clearly gives a valid sequential execution, since we now have exactly one increment oper-
ation associated with every integer up to any value read from C, and there are exactly &k increment

operations ordered before a read operation that returns k. ]

Theorem 6.6 There is an implementation of a linearizable m-valued unit-increment counter of
n processes where a read operation takes O(min(logm,n)) low-level register operations and an

increment operation takes O(min(lognlog m,n)) low-level register operations.

Proof: Linearizability follows from the preceding argument. For the complexity, observe that the

read operation has the same cost as ReadMax, while an increment operation requires reading and
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updating O(1) max registers per gate at a cost of O(min(logm, 2*)) for the i-th gate. The full cost

of a write is obtained by summing this quantity as ¢ goes from 0 from [lgn]. ]

Note that for a polynomial number of increments, an increment takes O(log®n) steps. It is also
possible to use unbounded max registers, in which case the value m in the cost of a read or incre-

ment is replaced by the current value of the counter.

6.3.2 Threshold objects

Another variant of a shared counter that is linearizable is a threshold object. This counter allows
increment operations, and supports a read operation that returns a binary value indicating whether
a predetermined threshold has been crossed. We implement a threshold object with threshold 7’
by having increment operations act as in the generalized counter, and having a read operation
return 1 if the value it reads from the output gate is at least 7', and 0 otherwise. We show that this
implementation is linearizable even with non-uniform increments, where the requirement is that a
read operation returns 1 if and only if the sum of the increment operations linearized before it is at

least 7.

Lemma 6.7 The implementation of a threshold object C with threshold T' by a monotone data

structure with the procedures WriteInput and ReadOutput is linearizable.

Proof: We use monotone consistency to prove linearizability for the threshold object C'. Let C
and C5 be the sub-counters that are added to the final output gate g.

We order read operations according to the ordering implied by monotone consistency, which is
consistent with the order of non-overlapping read operations, and implies that once a read operation
returns 1 then any following read operation returns 1. We order write operations according to their
execution order, which is clearly consistent with the order of non-overlapping write operations. We
then interleave these orders according to the execution order of reads and writes, which implies that
this order is consistent with the order of non-overlapping read and write operations.

The interleaving is done while making sure that the sum of increments that are ordered before
any read that returns O is less than 7, and that the sum of increments that are ordered before the
first read that returns 1 is at least 7. Monotone consistency guarantees that we can do this. For

a read operation that returns 0, the value read in g is less than 7', therefore the second clause of
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monotone consistency implies that the sum of all writes that finish before the read starts is less than
T'. For a read operation that returns 1, the value read in g is at least 7', therefore the third clause
implies that there enough increment operations that start before this read finishes that have a sum

at least 7. ]

Our proof of Lemma 6.7 does not use the specification of a threshold object, but rather the fact

that it is an implementation of a monotone circuit with a binary output. We therefore have:

Lemma 6.8 The implementation of any monotone circuit with a binary output by a monotone data

structure with the procedures WriteInput and ReadOutput is linearizable.

Note that for any binary-output circuit, we can represent the output using a 1-bit flag initialized
to 0 and set to 1 by any WriteInput operation that produces 1 as output (essentially, we use the
flag as a 2-valued bounded max register). A reader may then do only one operation which accesses

that flag and returns its value.
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Chapter 7

Randomized Consensus with Optimal
Individual Work

In this section we describe an application of our sub-linear counter algorithm: an algorithm for
solving randomized consensus with optimal O(n) work per process. This improves the best pre-
viously known bound to match the 2(n) lower bound that follows from the result of Chapter 11.
While the latter result showed a tight bound of ©(n?) on the fotal number of operations carried out
by all processes, the algorithm presented in this chapter guarantees that this work is in fact evenly
distributed among all the processes.

As in Chapter 4, we use the standard reduction [12] of randomized consensus to the problem of
implementing a shared coin. The code for each process’s actions in the shared coin implementation
is given as Algorithm 7.1, in which each process outputs either +1 or -1.

We now give a high-level description of the shared coin algorithm, which will be followed by
a formal proof. Each process generates votes whose sum is recorded in an array of n single-writer
registers, and whose variance is recorded in 2 log n counters. A process terminates and outputs the
majority of votes when the total variance of the votes reaches a certain threshold, which is small
enough to guarantee the claimed step complexity, and, at the same time, large enough to have a
good probability for the votes to have a distinct majority.

In order to reduce the individual step complexity, the votes generated by a process have increas-
ing weights. This allows fast processes running alone to cast heavier votes and reach the variance

threshold after generating fewer votes.
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Algorithm 7.1 Shared coin algorithm with O(n) individual work.

shared data: array counters|0..(2log n)] of counters

array votes[1..n] of single-writer registers

multi-writer bit done

1:

R A AN~ R

o T e T e S S S S =N
AN o > e

1=0
vg =0
varianceWritten = 0
while v; < 1 and not done do
1=141
w; = min (max(v;_1,1/n),1/y/n)
vV = Vi—1 + w?
vote = LocalCoin() - w;
votes|pid] = votes|pid] + vote
if v; > 2varianceWritten /2 ey
CounterIncrement (countersjvarianceWritten))
varianceWritten = varianceWritten + 1
if Zif{%" (2¥ - ReadCounter(counters[k])) > 3n? then
break

done = true

return sgn (3, votes|p])

computed in Line 6; we discuss the choice of this formula in more detail in Section 7.1. The voting
operation consists of lines 6 through 9; each time the process votes, it computes the weight w; of
the next vote, updates the total variance v;, generates a random vote with value +w; with equal

probability, and adds this vote to the pool votes|pid], where pid is the current process id.

The weight w; of the i-th vote is a function of the total variance v;_; of all previous votes, as

Termination can occur in one of three ways:

1. The process by itself produces enough variance to cross the threshold (first clause of while

loop test in Line 4).

2. All processes collectively produce enough variance for the threshold test to succeed (Line

13).
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3. The process observes that some other process has written done (second clause of while loop
test in Line 4). This last case can only occur if some other process previously observed

sufficient total variance to finish.

We use 2 logn counters, since our counters can be incremented at most once by each process.
Having sub-linear counters allows incrementing and reading them not very frequently, namely,
only when increasing amounts of variance are generated by the process, which gives the linear
complexity.

The counters give the total variance, which when large enough has constant probability for the
votes having a distinct majority, even in spite of small differences between the votes that different
processes read, which may be caused by the asynchrony of the system.

The proof of correctness for the shared coin algorithm proceeds in several steps. In Section 7.1
we prove some properties of the weight function. These will allow us to bound the expected
individual work of each process, and later will also be used to analyze the agreement parameter.
In Section 7.2 we bound the individual work (Lemma 7.3), and prove bounds on the probabilities
of terminating with a total variance of votes which is too low or too high. Finally, in Section 7.3
we analyze the sums of votes in different phases of Algorithm 7.1, which allows us to prove in

Theorem 7.10 that it implements a shared coin with a constant agreement parameter.

7.1 Properties of the weight function

The weight of the i-th vote is given by the formula w; = min (max(v;_1,1/n),1/y/n), where
Vi1 = Z;;ll wJZ. is the total variance contributed by all previous votes.

The cap of 1/4/n keeps any single vote from being too large, which will help us show in
Section 7.3 that the core votes are normally distributed in the limit. The use of max(v;_1,1/n)
bounds the weight of all unwritten votes in any state by the total variance of all written votes,
plus a small constant corresponding to those processes that are still casting the minimum votes of
weight 1/n. This gives a bound on the bias that the adversary can create by selectively stopping a

process after it generates its ¢-th vote in Line 8 but before it writes it in Line 9.
Lemma 7.1 For any values i; > 0, we have ) 7 w;, <1+ 377 vi, 1.
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Proof: This follows from the assignment in Line 6, by summing w;, over all j:

> g wiy <3y max(ug g, 1/n) <300 (vij-1+1/n) =1+ D iy Vi u

Despite wanting to keep w; small relative to v;, we still want to generate variance quickly. The
following lemma states that any single process can generate a total variance v; > 1 after only

1 = 4n votes. It follows immediately that the loop in Algorithm 7.1 is executed at most 4n times.
Lemma 7.2 All of the following conditions hold:

1. vy =1/n?

2. v < 2u; [i > 1]

3. V4n Z 1.

Proof: We observe that the following recurrence holds for v;:
v = V1 + w; = v + (min(max(v,_1, 1/n), 1/\/5))2 ,

with a base case of vy = 0. We can immediately compute v; = 1/n?, giving (1).

It also follows that v; > v; = 1 /n2 forall7 > 1. Let ¢ > 1 and consider the possible values
of v; 1. If v,y < 1/n then w? = 1/n?, therefore v; = v;_; + 1/n* < 2v;_;. Otherwise, if
1/n < vy < 1/y/n then w? = v? | < 1/n, therefore v; < v;_; + 1/n < 2v;_;. Finally, if
v;_1 > 1/y/n then w? = 1/n and we have v; = v;_; + 1/n < 2v;_1. So (2) holds for all i > 1.

To prove (3), we consider three phases of the increase in v;, depending on whether w; = 1/n,
w; =vi_1 > 1/n, orw; = 1/+/n.

In the first phase, we have that for any ¢« > 0, v; > v;_1 + 1/n2, and thus v; > i/nQ. In
particular, for i = n we have v; > 1/n.

For the second phase, suppose that v;_; < 1/4/n. We then have v; > v;_; + U?,l. If this holds,

and there is some = > 1 such that v; > 1/z, then

r+1  (z+1)(x—1/2)

1
Vi1 > v+l > =+ 1/2% =
x

2 22(x—1/2)
B +x/2-1/2 1+41/(2x) —1/(22?) L1
a2 —1/2) r—1/2 —r—1/2
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By iterating this calculation, we obtain that v;,, > z—;t/Q’ so long as v;1 41 < 1/4/n. Starting
with v,, > 1/n, we thus get v, 1, > 1/(n —t/2), which gives v; > 1/y/n for some i < (n+ (2n —
Vvn)) < 3n.

At this point, w; is capped by 1/+/n; the increment to v; is thus w? = 1/n, so after a further

(n —y/n) < n votes, we have v; > 1. The total number of votes is bounded by 4n, as claimed. m

7.2 Termination

We begin analyzing the situation of termination, i.e., when no more votes are generated, by bound-

ing the running time of the algorithm.

Lemma 7.3 Algorithm 7.1 executes O(n) local coin-flips and O(n) register operations, including

those incurred by ReadCounter operations on the counters.

Proof: Lemma 7.2 implies that each process terminates after casting at most 4n votes. This gives
an O(n) bound on the number of iterations of the main loop. Each iteration requires one call to
LocalCoin and two register operations (the read of done in Line 4 and the write to votes|pid] in
Line 9, assuming the previous value of votes[pid] is cached in an internal variable), plus whatever
operations are needed to execute the threshold test in Lines 11 through 13. These lines are executed
at most 1 4+ 2logn times (since varianceWritten rises by 1 for each execution), and their cost is
dominated by the 1 + 2logn calls to ReadCounter at a cost of O(polylogn) each. The cost of
the at most (1 + 2log n)? total calls to ReadCounter is thus bounded by O(n). n

Consider the sequence of votes generated by all processes, ordered by the interleaving of ex-
ecution of the LocalCoin procedure. Write X, for the random variable representing the value
of the ¢-th such vote (or 0 if there are fewer than ¢ total votes); we thus have a sequence of votes
X1, Xo, ...

We wish to bound any sum computed in Line 13 according to the total variance of the votes
that have been generated, where for a given number of votes ¢ their total variance is 25:1 X2

For a given ¢, consider the state of the counters when the ¢-th vote is generated. For each
process j, let k; be the maximum index of any counter in counters for which j has completed a

CounterIncrement operation, and let €§ be the maximum index of any counter for which j has
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started a CounterIncrement operation. If there is no such index, set k; or €§ to —1. Let 25 be
the total number of votes generated by process j among the first ¢ votes, i.e., Zle X2 = 2?21 Vit

We first bound &% and ¢} in terms of Vit

2

t
okj+1 > vien©.
J

Lemma 7.4 For every t, we have 24 < Vit n?+1/2 and

Proof: We begin with an upper bound on 2%. Observe that the test in Line 10 means that
CounterIncrement(counters[k]) can have started only if vt > 2% /n?; it follows that either

ts = —1or 2% < v n?; in either case we have
J
26 < vun?+1/2.
J

Getting a lower bound on 2k is slightly harder, since we can’t rely solely on the test in Line 10
succeeding but must also show that varianceWritten is large enough that 2varianceWritten jq in fact
close to v2. We do so by proving, by induction on i, that at the end of each iteration of the main
loop in Algorithm 7.1, v; < 2vananceWriten /2 To avoid ambiguity (and excessive text), we will
write W; for the value of varianceWritten at the end of the i-th iteration.

The base case is ¢ = 1, where inspection of the code reveals v; = 1/n? and W; = 1; in
this case v; < 2"1/n? = 2/n?. For larger i, suppose that it holds that v;_; < 2"%i-1 /n% Then
v; < 2u_q < 2Wiitl /n? (the first inequality follows from (2) of Lemma 7.2). It is possible that v;
is much smaller than this bound, indeed, small enough that v; < 2"i-1 /n?; in this case W; = W;_;
and the invariant continues to hold. If not, Line 12 is executed, and so we have W; = W;_; + 1.
But then v; < 2Wi-1F1/p2 = 2Wi /n2 5o the invariant holds here as well.

In bounding 2¥3 the worst case (for k; > 0) is when k; = Wi;,q, the value of varianceWritten
at the end of the previous iteration of the loop. In this case we have vyt < 21)@-;,1 <2.2% /n? =
2k5+1 /n2. For ki = —1, wehaved; < 1,sovy <1/n® =271 /n? = 2k+1 /2. 1In either case we
get

t
ok +1 > 'Uizvnz.
J

]
We now consider the interaction between CounterIncrement and ReadCounter opera-

tions in order to bound any sum computed in Line 13. The next lemma shows a small upper bound

on the probability that the sum is too large.
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Lemma 7.5 If S is a sum computed in Line 13, where the first ReadCounter operation is started

after t total votes are generated, then

t
S >n? Z X} —n.
i=1
Proof: For each k let r[k| be the value returned by the ReadCounter(counters|k]) operation
included in the sum, and let c[k] be the number of calls to CounterIncrement(counters|k])

that have finished before the summation starts. Then r[k]| > c[k| for every k, which implies that

2logn 2logn n k; n
S=3 ez Y Pl =33 =Y (294 -1)
k=0 k=0 j=1 m=0 j=1
n t
2 _ 2 2 _
> sz‘;” —n=n ZXi n,
j=1 i=1
where the fourth inequality follows from Lemma 7.4. This completes the proof. |

Similarly, the next lemma shows a small upper bound on the probability that the sum is too

small.

Lemma 7.6 If S’ is a sum computed in Line 13, where the last ReadCounter operation is com-

pleted before t' total votes are generated, then
t/
S <2m*) X7
i=1
Proof: For each k let 7/[k] be the value returned by the ReadCounter(counters[k|) operation

included in the sum, and let ¢/[k] be the number that start before the summation finishes. Then

r'[k] < [k] for every k, which implies that

2logn 2logn n Z;/ n ,
=3 < Y 2k =Y =Y (24? H_ 1)
k=0 k=0 j=1 m=0 j=1
n n t/
2 _ 2 5.2 2
<> (2 (vent+1/2) = 1) =23 vun? =20 Y X2,
j=1 j=1 i=1
where the fourth inequality follows from Lemma 7.4. This completes the proof. ]
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Using the two previous lemmas, we now prove upper and lower bounds on the total variance

of all the generated votes.

Lemma 7.7 Let T’ be the total number of votes generated by all processes during an execution of
the shared coin algorithm, and let V = ZiTzl X? be the total variance of these votes. Then we

have1<V<7+%.

Proof: Termination with V' < 1 cannot occur as the result of some process failing the main loop
test v; < 1, as if this test fails, that process alone gives V' > 1. So the only possibility is that the
threshold test in Line 13 succeeds for some process despite the low total variance. But since the
total variance of all votes is less than 1, for any particular sum of observed counter values S’ we
have from Lemma 7.6 that S” < 2n? and so termination cannot occur.

For the upper bound on V/, suppose that after ¢; votes we have Z?:l X2 >3+ 1/n. If there is
no such ¢y, then V- < 7 + %; otherwise, let ¢; be the smallest value with this property. Because ¢,
is least, we have "0 | X2 < 3+ 1/n+ X2 <3+2/n.

From Lemma 7.5 we have that, for any execution of Line 13 that starts after these ¢; votes, the
return value S satisfies S > n?(3 + 1/n) — n > 3n?

This implies every process that executes the threshold test after ¢; total votes will succeed, and
as a result will cast no more votes. So we must bound the amount of additional variance each
process can add before it reaches this point. Recall that i? is the number of votes cast by process j
among the first ¢, votes, and let i’; be the total number of votes cast by process j before termination.
Then under the assumption that j’s next threshold test succeeds, we have vy < 2'01;1 +1/n, as j
can at most double its variance and cast one additional vote before seeing v; > 2vananceWriten g

now we have

T n n n
V = ZXZ2 = Zvi; < Z(Qvit,l +1/n)=1 "’22%?1
i=1 j=1 =1 =1
t1 4
=1+2) X?<1+2(3+2/n)=T7+—.
- ; P<1+2B+2/n) =T+
Thus the upper bound on V' holds. ]
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7.3 Core votes and extra votes

We will assume for convenience that the adversary scheduler is deterministic, in particular that the
choice of which process generates vote X; is completely determined by the outcomes of votes X;
through X, ;; this assumption does not constrain the adversary’s behavior, because any random-
ized adversary strategy can be expressed as a weighted average of deterministic strategies. Under
this assumption, we have that the weight | X;| of X; is a constant conditioned on X ... X; 1, but
because the adversary cannot predict the outcome of LocalCoin, the expectation of X, is zero
even conditioning on the previous votes. That E[X; = 0| X1, ... X; 4] is the defining property of a
class of stochastic processes known as martingales (see [3,45,46]); in particular the X; variables
form a martingale difference sequence while the variables S; = 2221 X, form a martingale proper.

Martingales are a useful class of stochastic processes because for many purposes they act like
sums of independent random variables: there is an analog of the Central Limit Theorem that holds
for martingales [46, Theorem 3.2], which we use in the proof of Lemma 7.8; and as with indepen-
dent variables, the variance of S; is equal to the sum of the variances of X through X, [46, p. 8],
a fact we use in the proof of Lemma 7.9.

Martingales can also be neatly sliced by stopping times, where a stopping time is a random
variable 7 which is finite with probability 1 and for which the event [T < ¢] can be determined by
observing only the values of X through X; (see [45, Section 12.4]); the process {S; = >"_, X/}
obtained by replacing X; with X; = X, for ¢ < 7 and 0 otherwise, is also a martingale [45,
Theorem 12.4.5], as is the sequence S} = 2521 X,1; [45, Theorem 12.4.11]. We will use a
stopping time to distinguish the core and extra votes.

Define 7 as the least value such that either (a) Z;l X2 > 1 or (b) the algorithm terminates
after 7 votes. Observe that 7 is always finite, because if the algorithm does not otherwise terminate,
any process eventually generates 1 unit of variance on its own (as shown in Lemma 7.2). Because
the weights of votes vary, 7 is in general a random variable; but for a fixed adversary strategy, the
condition 7 = ¢ can be detected by observing the values of X ... X;. Thus 7 is a stopping time
relative to the X;. The quantity S, will be called the core vote of the algorithm. The remaining
votes X, 11, X;19, ... form the extra votes.

First, we show a constant probability of the core vote being at least a constant. This will follow

by an application of the martingale Central Limit Theorem, particularly in the form of Theorem 3.2
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from [46]. This theorem considers a zero-mean martingale array, which is a sequence of tuples
{Smts Fmt, 1 <t < ky,,m > 1} parameterized by m, where for each fixed m the sequence of
random variables {S,,;} is a zero-mean martingale with respect to the corresponding sequence
of o-algebras {F,,;}, with difference sequence X,,; = St — Sim¢—1. Specializing the theorem

slightly, if it holds that:
1. maxy | X, 20,
2. 3, X2, 5,
3. E[max; X2 ] is bounded in m, and
4. Fot C Frprpforl <t <k,,,m>1,

then Sy % N (0,1), where N(0, 1) has a normal distribution with zero mean and unit variance.

p . ey d . . . .
Here — denotes convergence in probability and — denotes convergence in distribution.

Lemma 7.8 For any fixed o and n sufficiently large, there is a constant probability p, such that,

for any adversary strategy, Pr|S. > a] > p,.

Proof: We construct our martingale array by considering, for each number of processes n, the set
of all deterministic adversary strategies for scheduling Algorithm 7.1. The first rows of the array
correspond to all strategies for n = 1 (in any fixed order); subsequent rows hold all strategies for
n = 2,n = 3, and so forth. Because each set of strategies is finite (for an execution with n process,
each choice of the adversary chooses one of n processes to execute the next coin-flip in response
to some particular pattern of O(n?) preceding coin-flips, giving at most nO®?) possible strategies),
every adversary strategy eventually appears as some row m in the array. We will write n,,, as the
value of n corresponding to this row and observe that it grows without bound.

For each row in the array, we set k,, to include all possible votes, but truncate the actual set of
coin-flips at time 7. Formally, we define X,,; = X, fort < 7, but set X,,;, = 0 for larger ¢. This
ensures that S,,x,, = S, the total core vote from each execution, while maintaining the martingale
property and the fixed-length rows required by the theorem. We ensure the nesting condition (4)
by using the same random variable to set the sign of each vote at time ¢ in each row; in effect,
we imagine that we are carrying out an infinite collection of simultaneous executions for different

values of n and different adversary strategies using the same sequence of random local coin-flips.
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We now show the remaining requirements of the theorem hold. For (1), we have that max; | X,,;| <
1/+/Tm, Which converges to 0 absolutely (and thus in probability as well). For (2), by construction
of 7 and Lemma 7.7, we have that 1 < >, X2, <1+ X?2_<1+1/n,,. Thus ) , X2, converges
in probability to 1. For (3), we again use the fact that X2, < 1/n,, for all ¢.

It follows that S,,,; converges in distribution to N (0, 1). In particular, for any fixed o, we have
that lim,, ., Pr[S,: > «] = Pr[N(0,1) > «], which is a constant. By choosing p, strictly less
than this constant, we have that for sufficiently large m (and thus for sufficiently large n = n,,),

Pr[S; > a] = Pr[Sy: > a] > pa. u

By symmetry, we also have Pr[S, < —a] > p,.
We now consider the effect of the extra votes. Our goal is to bound the probability that the total
extra vote is too large using Chebyshev’s inequality, obtaining a bound on the variance of the extra

votes from a bound on the sum of the squares of the weights of all votes as shown in Lemma 7.7.

Lemma 7.9 Define 7' to be the maximum index such that (a) X, # 0 and (b) Z;l X2 < 7+4/n.
Let p13 be the probability from Lemma 7.8 that S is at least 13. Then for sufficiently large n and
any adversary strategy, Pr[S, > 9] > (1/8)p1s.

Proof: From Lemma 7.8, the probability that the sum of the core votes S is at least 13 is at least
p13. We wish to show that, conditioning on this event occurring, adding the extra votes up to 7/
does not drive this total below 9.

Observe that 7’ is a stopping time. For the rest of the proof, all probabilistic statements are
conditioned on the values of X; ... X .

Define Y; = X, ; for 7+i < 7" and 0 otherwise. Let U; = Z;Zl Y;. Then {U;} is a martingale
and E[U;] = 0 for all i. Let 4., be such that Y; = 0 for ¢ > iy, with probability 1 (iyay exists by
Lemma 7.3). Then

Tmax Tmax

ZVar ZE (V]

< E[7+4/n] = 7+ 4/n.

’"ij

Tmax

=E|) ¥’

i=1

= Var

So by Chebyshev’s inequality,

T+4/n
42

Pr [|U; 4 < = 7/16+1/4n < 7/8,

max| —
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when n > 4. But if |U; > 13 —4 = 9. As the event
|Ulmax

least (1/8)p1s. n

| < 4, we have S, = S, + U;

max max

| < 4 occurs with conditional probability at least 1/8, the total probability that S > 9 is at

7.4 Full result

We are now ready to prove the main theorem of having a constant agreement parameter.

Theorem 7.10 For sufficiently large n, Algorithm 7.1 implements a shared coin with constant

agreement parameter.

Proof: Let T be the total number of votes generated.

The total vote Z; computed by any process in Line 16 is equal to S minus at most one vote
for each process because of the termination bit. From Lemma 7.1, these unwritten votes have
total size bounded by 1 + ZL X?2. We show there is at least a constant probability that both
1+ ZiT:1 X? < 8+4/nand St > 9, which implies that for sufficiently large n there is a constant
probability for having Z; > 0 for all ¢, and therefore all processes agree on the value +1.

From Lemma 7.7, we have Zszl X? < 7+ 4/n. From Lemma 7.9, the probability that
Sy < 91is at most 1 — (1/8)py3. Therefore, for at least some constant §, we have Sy > S, > 9
and 1+ 37, X? < 8+ 4/n with probability J.

This proves that there is a constant probability of all processes deciding +1; the same results

hold for —1 by symmetry. ]
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Chapter 8

Randomized Set Agreement

In this chapter we present several algorithms for solving set-agreement with different parame-
ters. In Section 8.1 we present a framework for randomized algorithms which solve (k, k + 1, n)-
agreement using a multi-sided shared-coin algorithm. We now formally define such a procedure,
which is a generalization of a shared coin (which in our terms is a 2-sided shared coin). A (k + 1)-
sided shared-coin algorithm with agreement parameter ¢ is an algorithm in which every non-faulty
process p produces an output value in {0, . .., k}, such that for every subset of size k there is prob-
ability at least o that all the outputs are within that subset. Alternatively, for every value v in
{0, ..., k} there is probability at least ¢ that v is not the output of any process. We emphasize that
unlike the requirement of set agreement, the probability of disagreement in a shared coin may be
greater than 0. Notice that there are no inputs to this procedure.

In Section 8.3, we present set-agreement algorithms that are designed for agreeing on ¢ values
outof k+ 1, for ¢ < k. In particular, they can be used for the case ¢ = 1, where the processes agree
on the same value, i.e., for multi-valued consensus. By definition, solving multi-valued consensus
is at least as hard as solving binary consensus (where the inputs are in the set {0, 1}, i.e., k = 1),
and potentially harder. One algorithm uses multi-sided shared coins, while the other two embed
binary consensus algorithms in various ways.

To the best of our knowledge, these are the first wait-free algorithms for set agreement in the
shared-memory model under a strong adversary, other than binary consensus. Table 8.1 shows the
properties of the different algorithms we present. For ¢ < k one of our algorithms is better than the

others; however, intrigued by the question of whether multi-valued consensus is inherently harder
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Algorithm | Parameters Method Individual Step Total Step
Complexity Complexity
Section 8.1 k,k+1 | multi-sided shared coin O(n/k + k) O(n?/k + nk)
Section 8.3.1 | (, k+1 space reduction O(n(logk —log?)) | O(n?(logk —log¥))
Section 8.3.2 | (, k+1 iterative O((k—L+ 1)k O((k — £+ 1)nk
+n(logk — log?)) +n?(log k — log ¢))
Section8.3.3 | 1,k+1 bit-by-bit O(nlogk) O(n?log k)

Table 8.1: The set agreement algorithms presented in Chapter 8.

than binary consensus, we find the different methods interesting in hope that one of them could
lead to a lower bound.

Finally, we note that in this chapter we will consider the set of processes as {po, - .., Pn_1}-

8.1 A (k,k+ 1,n)-Agreement Algorithm using a (£ + 1)-Sided
Shared Coin

In this section we present a framework for randomized (k, k + 1, n)-agreement algorithms. It is
a generalization of the framework of Aspnes and Herlihy [12] for deriving a randomized binary
consensus algorithm from a shared coin, and specifically follows the presentation given by Saks,
Shavit, and Woll [66]. However, its complexity is improved by using multi-writer registers, based
on the construction of Cheung [34].

We assume a (k + 1)-sided shared-coin algorithm called sharedCoin,, with an agreement
parameter 05 1. The set-agreement algorithm is given in Algorithm 8.1. Throughout this chapter,
we assume that shared arrays are initialized to a special symbol L. Informally, the set-agreement
algorithm proceeds by (asynchronous) phases, in which each process p writes its own preference
to a shared array Propose, checks if the preferences agree on k£ values, and notes this in another
shared array Check. If p indeed sees agreement, it also notes its preference in Check.

Process p then checks the agreement array Check. If p does not observe a note of disagreement,

it decides on the value of its preference. Otherwise, if there is a note of disagreement, but also a
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Algorithm 8.1 A (k, k + 1, n)-agreement algorithm, code for p;

Local variables: r = 1, decide = false, my Value = input,

myPropose = [ ], myCheck =[]
Shared arrays: Propose[][0..k],Check] ][agree, disagree]
1: while decide == false
2:  Propose[r][myValue] = true
3:  myPropose = collect(Propose|r])
4:  if the number of values in myPropose is at most k
5: Check|[r][agree] = (true, my Value)
6: else
7: Check[r|[disagree] = true
8:  myCheck = collect( Check|[r])
9:  if myCheck[disagree| == false
10: decide = true
11:  else if myCheck[agree] == (true, v)
12: my Value = v
13:  else if myCheck [agree] == false
14: my Value = sharedCoiny1[r]
15: r=r+1

16: end while

17: return my Value

note of agreement, p adopts the value associated with the agreement notification as preference for
the next phase. Finally, if there is only a notification of disagreement, the process participates in a

(k + 1)-sided shared-coin algorithm and prefers the output of the shared coin.

Lemma 8.1 Consider a phase r > 1 and a non-faulty process p that finishes phase r. If all the

processes that start phase r before p finishes it have at most k preferences in {v1, ..., v}, then p
decides v € {v1, ..., v} in this phase r.

Proof: We claim that p reads Check|r|[disagree] == false in line 9 of phase r, and therefore
decides in phase r. This will also imply that its decision value v is in {vq,...,v;}, otherwise
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p is among the processes that start phase r before p finishes, but does not have a preference in
{v1,..., v}, which contradicts our assumption. Assume towards a contradiction, that p reads
Check[r][disagree] == true in line 9 of phase r. This implies that there is a process ¢ that writes
Check[r][disagree] = true in line 7 of phase r, and this happens before p finishes. Therefore, ¢
reads more than k values in Propose[r] in line 3 of phase r, which means that there are k + 1
processes that write k& + 1 different values to Propose|r] in line 2 of phase r, and all this happens
before p finishes. But this contradicts our assumption that all the processes that start phase r before

a non-faulty process p finishes it have at most k preferences. ]

Lemma 8.1 implies validity, by applying it for phase » = 1. The next two lemmas are used to
prove the agreement condition. Below, we use the notation (true, ?) for an entry in the array Check

which has true as its first element, and any value as its second element.

Lemma 8.2 For every phase r > 1, all the processes that read Check|r|[agree] == (true,?) and

finish phase r have at most k different preferences at the end of phase r.

Proof: We first claim that all the processes that write to Check|[r|[agree] wrote at most & different
preferences to Propose|r]. Assume, towards a contradiction, that among the processes that write to
Check|r][agree] there are k 4 1 processes {p;, , .. .,Di,,, } that wrote k + 1 different preferences to
Proposelr]. Let p;, be the last process to write to Propose[r]. When p; collects Propose[r] in line
3, it reads k + 1 values, and therefore does not write to Check|r|[agree], which is a contradiction.
The above claim implies that at most & different preferences may be written to Check|r|[agree].
Since a process that reads Check|[r|[agree] == (true, v) adopts v as its preference, at most k values

can be a preference of such processes at the end of phase r. ]

Lemma 8.3 For every phase r > 1, if processes decide on values in {v., ..., v} in phase r, then

every non-faulty process decides on a value in {v, ..., vy} in phase r', where v’ is either r or v+ 1.
1, s Uk

Proof: We first claim that if a process decides v in phase r, then every non-faulty process that
finishes phase r reads Check[r|[agree] == (true, 7). To prove the claim, let p be a process that
decides v in phase r. Let ¢ be a non-faulty process that finishes phase r, and assume towards

a contradiction that ¢ reads Check[r|[agree] == false. This implies that ¢ collects Check[r] in
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line 8 before p writes to Check|r] in line 5, and therefore p collects Check|r] after g writes to
Check[r][disagree]|, which implies that p does not decide in phase r, a contradiction.

Now, let p be a process that decides in phase r, and let ¢ be a non-faulty process. By the above
claim, ¢ reads Check|r][agree] == (true, 7) in line 8. By Lemma 8.2, there are at most k different
values that can become a preference of a process at the end of phase . Therefore, if ¢ decides at
the end of phase r then it decides a value in {v1, ..., vy }. Otherwise, all the non-faulty processes
write at most k preferences to Propose[r + 1], and by Lemma 8.1, they decide on one of these

values at the end of phase r + 1. ]

Lemma 8.3 implies agreement. Notice that both validity and agreement are always satisfied,
and not only with probability 1. For termination, we prove the following lemma. Below, we denote

the agreement parameter of the (k + 1)-sided shared coin by § = 0y 1.

Lemma 8.4 The expected number of phases until all non-faulty processes decide is at most 1+1/0.

Proof: For every subset {vy,...,v} C {0,...,k} there is a probability of at least § for all
processes that run sharedCoing; to output values in {vy,...,v;}. Therefore, for any value v
in {0,...,k}, there is a probability of at least § that v is not the output of any process running
sharedCoing, ;. This is because {0, ...,k} \ {v} has probability of at least ¢ for containing the
outputs of all the processes.

Consider a phase » > 2. By Lemma 8.2, all the processes that finish phase » — 1 and in line 8
read Check[r — 1][agree] == (true, 7) propose at most k values to Propose[r]. The other processes
propose to Propose|r| a value obtained from their shared coin. Therefore, there is a probability
of at least ¢ that all processes write at most k different values to Propose[r], and by Lemma 8.1,
decide by the end of phase 7.

Therefore, after phase » = 1, the expected number of phases until all non-faulty processes
decide, is the expectation of a geometrically distributed random variable with success probability
at least 9, which is at most 1/4.

For the first phase » = 1, the values written to Propose[l] are the inputs and are therefore
controlled by the adversary. This implies that the expected number of phases until all non-faulty

processes decide is at most 1 + 1/4. |
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Algorithm 8.2 A (k + 1)-sided shared coin algorithm, code for process p;

. L ik
Local variables: j = [

1: return sharedCoin[j] + j

Consider a (k + 1)-sided shared coin algorithm with an agreement parameter 6 = dj1, a total
step complexity of 7" = T}, and an individual step complexity of / = I;,;. In each phase,
a process takes O(k) steps in addition to the [ steps it takes in the sharedCoin,.; algorithm.
Combining this with Lemma 8.4, which bounds the expected number of phases until all non-faulty

processes decide, gives:

Theorem 8.5 Algorithm 8.1 solves (k, k+1, n)-agreement with O(*+%) individual step complexity

and O(%) total step complexity.

8.2 A (k+ 1)-Sided Shared Coin

We present, in Algorithm 8.2, a (k + 1)-sided shared-coin algorithm which is constructed by using
k instances of a 2-sided shared coin. We statically partition the processes into k sets of at most 7
processes each. That is, for every 7,0 < j < k — 1, we have a set P; = {p%, e 779@—1} (for
J = k—1 the set may be smaller). The processes of each set P; run a 2-sided shared-coin algorithm
sharedCoin[j] and output the result plus the value j. The idea is that in order to have a value j
that is not the output of any process, it is enough that all processes running sharedCoin[j — 1]
agree on the value 0 and therefore output j — 1, and that all the processes running sharedCoin|j]
agree on the value 1 and therefore output j + 1.

Let 0 = J, be the agreement parameter of the 2-sided shared coin. We bound the agreement

parameter of the k£ + 1-sided shared coin in the next lemma.

Lemma 8.6 Algorithm 8.2 is a (k + 1)-sided shared coin with an agreement parameter 5°.

Proof: There is a probability of at least ¢ for all processes who run sharedCoin[j] to return the
value j, and a probability of at least ¢ for all processes who run sharedCoin[j] to return the value
j + 1. Therefore, for any value in {0, ..., k}, there is a probability of at least 6? that this value is
not the output of any process running sharedCoin[j], for any 0 < j < k — 1 (because j = 0 may
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be the output only of sharedCoin|[0], j = k only of sharedCoin[k — 1],and j € {1,...,k — 1}
only of sharedCoin[;j — 1] and sharedCoin[;]). Therefore, Algorithm 8.2 is a (k+1)-sided shared

coin with an agreement parameter §°. ]

The next lemma gives the complexity of the k£ + 1-sided shared coin, and follows immediately
from the fact that each process runs a 2-sided shared coin algorithm for 7 processes. Since the
complexities depend on the number of processes ¢ that may run an algorithm, we now carefully
consider this in the notation. Let /(t) = I5(¢) and T'(t) = T,(t) be the individual and total step

complexities, respectively, of the 2-sided shared coin with ¢ processes.

Lemma 8.7 Algorithm 8.2 has individual and total step complexities of O(1(%)) and O(k-T(%)),

respectively.

Plugging Lemmas 8.6 and 8.7 into Theorem 8.5 gives:
Theorem 8.8 Algorithm 8.1 solves (k,k + 1,n)-agreement with individual step complexity of
O((I(%) + k)/0?) and total step complexity of O((k - T (%) 4+ nk)/d?).

By using an optimal 2-sided shared coin [11] with a constant agreement parameter, an individ-
ual step complexity of O(t), and a total step complexity of O(t?), we get that Algorithm 8.2 is a
(k + 1)-sided shared coin with a constant agreement parameter, and individual and total step com-
plexities of O(7) and O(”{), respectively. Therefore, Algorithm 8.1 solves (k, k+ 1, n)-agreement
with individual step complexity of O( + k) and total step complexity of O(’/,Lg—2 + nk). Note that
for n > k*, Algorithm 8.1 has O(%) individual step complexity, and O(”?Q) total step complexity,

which are the same as the complexities of binary consensus divided by k.

83 (/,k+1,n)-Agreement Algorithms

In this section we construct several algorithms for the solving (¢, k+ 1, n)-agreement, where ¢ < k.

8.3.1 An ({,k+ 1,n)-Agreement Algorithm by Space Reduction

For agreeing on one value out of {0, ..., k} we can get a total step complexity of O(n?log k) by
reducing the possible values by half until we have one value. We later show how this construction

can be used for agreeing on ¢ > 1 values.
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Algorithm 8.3 A (1, k + 1, n)-agreement algorithm by space reduction, code for p;

Local variables my Value = input, myPair, mySide

Shared arrays: Agree[l..[log (k + 1)]][1..k/27],
Values|[1..[log (k + 1)]][1..k/27][0..1]

: forj=1...[log(k+1)]

—

my Value J

myPair = | ™;

if my Value — myPair - 27 < 2971
mySide = 0

2

3

4

5:  else mySide =1

6 Values[j|[myPair|[mySide] = myValue
7. side = Agree[j|[myPair|(mySide)
8:  myValue = Values[j][myPair][side]
9: end for

10: return my Value

In Algorithm 8.3 we assume an array Agree of binary consensus instances, which a process can
execute with a proposed value. Algorithm 8.3 can be modelled as a binary tree, where the processes
begin at the leaves, which represent all of the values, and in every iteration j the processes agree
on the value of the next node, going up to the root. This means that at most half of the suggested
values are decided in each iteration. In addition, all decided values are valid because this is true

for each node.

Lemma 8.9 (Validity) For every j, the variable myValue of a process p at the end of iteration j is

an input of some process.

Proof: The proof is by induction on j. The base case j = 1 is clear since my Value is initialized
with the input of the process. For the induction step, assume the lemma holds up to 7—1, and notice
that my Value is updated only in line 8, to the value written in the Values array in the location side
which is returned from the binary consensus algorithm. Since the consensus algorithm satisfies
validity, side has to be the input of some process to the consensus algorithm, and this only happens
if that process first writes to that location in the Values array in line 6. By the induction hypothesis,

that value is the input of some process. ]
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Lemma 8.10 (Agreement) Every two process executing Algorithm 8.3 output the same value.

Proof: We claim that there can be at most one value written to Values[j][pair|[side], and
prove this by induction, where the base case is trivial since at the beginning a process writes
to Values[1][pair|[side] only if its input value is 2 - pair + side. Assume this holds up to it-
eration 7 — 1. By the agreement property of the consensus algorithm, all processes that exe-
cute Agree[j — 1]|[pair] output the same value. Therefore, in iteration j, only one value out of
{27 - pair, ..., 27 (pair + 1) — 1} can be written to Values[j|[pair][side]. The lemma follows by

applying the claim to the root, which satisfies agreement. ]

Termination follows from the termination property of the binary consensus instances. For each
J, a process executes one consensus algorithm, plus O(1) additional accesses to shared variables.
By using an optimal binary consensus algorithm where a process completes within O(n) steps, this

implies:

Theorem 8.11 Algorithm 8.3 solves (1, k + 1, n)-agreement with an individual step complexity of
O(nlog k) and a total step complexity of O(n*log k).

Note that we can backstop this construction at any level j at the tree to get an agreement on ¢ =
2loek=J values. This means that instead of having j iterate from 1 to [log (k + 1)], the algorithm
changes so that j iterates from 1 to [log (k + 1)] — [log ¢]. The individual step complexity is
O(n(log k — log ¢)), and the total step complexity is O(n*(log k — log ¢)).

8.3.2 An Iterative (¢, k + 1, n)-Agreement Algorithm

In Algorithm 8.4, we construct an (¢, k+ 1, n)-agreement algorithm by iterating Algorithm 8.1 and
reducing the number of possible values by one until all processes output no more than ¢ values.
The idea is that the processes execute consecutive iterations of (s, s + 1, n)-agreement algorithms
for values of s decreasing from k to ¢. In each iteration the number of possible values is reduced
until it reaches the desired bound /.

This procedure is less trivial than it may appear because, for example, after the first iteration
outputs no more than £ values out of £ + 1, in order to decide on k£ — 1 out of the k values that are

possible, the processes need to know which are the k possible values. However, careful inspection
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shows that they need to know these £ values only if they disagree upon choosing the £ — 1 values
out of them. In this case, a process that sees £ values indeed knows which are these values among
the initial k£ + 1.

We now present the pseudocode of Algorithm 8.4 which solves (¢, k+ 1, n)-agreement by itera-
tively decreasing the number of possible values using Algorithm 8.1, as discussed in Section 8.3.2.

Notice that Algorithm 8.1 is correct for agreeing on k values out of k& + 1 values, even if the
k + 1 possible input values are not necessarily {0, ..., k}, as long as they are a fixed and known
set {vg, . . ., v }. This is done by having a bijective mapping between the two sets.

The following lemma guarantees the correctness of the algorithm.

Lemma 8.12 For each iteration s, { < s < k, the number of different values that appear in the
my Value variables of the processes that finish iteration s is at most s, and each of these values is

the input of some process.

Proof: The proof is by induction over the iterations, where the base case is for s = £ and its
proof is identical to that of Algorithm 8.1. For the induction step, we assume the lemma holds up
to s + 1 and prove it for s. A process finishes iteration s when it assigns decide = true in line
13. This can only happen after it reads myCheck|disagree] == false in line 10, which implies
that the number of different entries in myPropose that contain ¢rue is at most s. Moreover, every
value that is written to the Propose|s] array is the my Value variable of some process at the end of

iteration s + 1, and therefore is the input of some process, by the induction hypothesis. ]

Applying Lemma 8.12 to s = ¢ gives the validity and agreement properties. This leads to the

following theorem:

Theorem 8.13 Algorithm 8.4 solves (¢, k + 1, n)-agreement with O(Ze sz) individual step

complexity and O(Zs X nglij"k) total step complexity, where 0,1, I, 1, and T, | are the agree-

ment parameter, individual step complexity, and total step complexity, respectively, of the (s + 1)-

sided shared coins.

Proof: For each value of s, a process runs an iteration of the agreement algorithm for s out of

Ie+l+k)

s + 1 values. By an analog of Theorem 8.1, this takes O( individual step complexity, and

O<Te+1+nk

- ) individual step complexity. Notice that we add O(k) steps for collecting the arrays and
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Algorithm 8.4 An (¢, k + 1, n)-agreement algorithm, code for process p;

local variables: my Value, myPropose = [0..k],

myCheck = [agree, disagree|,s,m,r,decide

shared arrays: Propose[l..k|[ ][0..k],

1:
2
3
4:
5
6
7

10:
11:
12:
13:
14:
15:
16:
17:
18:

19:
20:
21:
22:

Check[1..k]] |[agree, disagree]

for s = k down to ¢
r=1
decide = false
while decide == false
Propose|s][r][my Value] = true
myPropose = collect( Propose[s][r])
if the number of entries in myPropose that contains true
is at most s
Check|[s][r][agree] = (true, my Value)
else
Check|[s][r][disagree| = true
myCheck = collect( Check|[s][r])
if myCheck[disagree] == false
decide = true
else if myCheck [agree] == (true, v)
myValue = v
else if myCheck [agree] == false
m = sharedCoing;[r]
my Value = the m-th entry in myPropose that
contains true
r=r+1
end while
end for

return my Value

// At most s + 1 such values
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not O(s) steps, since it may be that a process does not know which are the s + 1 current possible
values among the initial £ 4 1 values.

Summing over all iterations gives the resulting complexities. ]
When using the (s + 1)-sided shared coins of Section 8.2 we have:

Theorem 8.14 Algorithm 8.4 solves ({, k+1,n)-agreement with O((k—{+1)k+n(logk—log¥))
individual step complexity and O((k — € + 1)nk + n*(log k — log{)) total step complexity.

Proof: For the individual step complexity we have:

14

La+k _ =n
Y o= = O(Zgw)

)
s=k s+1 s=k

= O((k—€+1)k+n2§)

= O((k — £+ 1)k + n(logk — log ),

k ..
1 is in the order

where the last equality follows from the fact that the harmonic series Hy, = > _; -

of log k. Similarly, we have that the total step complexity is O((k — £ + 1)nk +n?(log k — log ().

Note that for / = 1, i.e., for agreeing on exactly one value out of the initial £+ 1 possible inputs,
we get an individual step complexity of O((k — ¢+ 1)k +n(log k —log ¢)) = O(k* + nlogk), and
a total step complexity of O((k — £ + 1)nk + n*(logk — log ¢)) = O(nk?* + n*log k).

8.3.3 A Bit-by-Bit (1, % + 1, n)-Agreement Algorithm

For agreeing on one value out of {0, ..., k} we construct Algorithm 8.5, which agrees on each bit
at a time while making sure that the final value is valid. A similar construction appears in [72,
Chapter 9], but does not address the validity condition. In this algorithm, obtaining validity is a
crucial point in the construction, since simply agreeing on enough bits does not guarantee an output
that is the input of some process.

The idea of our algorithm is that in every iteration j, all the my Value local variables share the

same first j — 1 bits, and they are all valid values (each is the input of at least one process).
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Algorithm 8.5 A (1, k£ + 1, n)-agreement algorithm by agreeing on log k bits, code for p;

local variables: my Value = input, myPropose = |0..log k],
myCheck = [agree, disagree],r = 0,decide = false

shared arrays: Propose|[1..k][ ][0..log k],
Check|[1..k]] |[agree, disagree]

I: forj=1...[log(k+1)]

2 while (decide == false)

3 r+=1

4 Proposelj|[r][myValue[j]] = myValue

5: myPropose = collect(Propose [j][r])

6 if myPropose[0] # L and myPropose[l] # L
7 Check[j][r][disagree] = myPropose

8 else Check[j][r][agree] = myValue

9 myCheck = collect( Check[j][r])

10: if myCheck[disagree] # L

11: coin = sharedCoing (4, )

12: if myCheck[agree] # L

13: myValue = Proposelj][r][myCheck [agree]]
14: else my Value = myCheck [disagree][coin]
15: else decide = true and r = 0

16: end while

17:  end for

18:  return my Value
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We now present the pseudocode of Algorithm 8.5 which solves (1, k + 1,n)-agreement by

agreeing on every bit of the value, as discussed in Section 8.3.3.

Lemma 8.15 Forevery j, 1 < j < [log (k + 1)|, at the beginning of iteration j every process has
my Value that is the input of some process, and all the processes have myValue with the same first

7 — 1 bits.

Proof: The proofis by induction on j. The base case for j = 1 clearly holds since at the beginning
of the algorithm my Value is initialized to the input of the process, and j — 1 = 0 so there is no
requirement from the first bits of my Value.

Induction step: Assume that the lemma holds up to value j — 1. That is, the variable my Value
of all processes at the beginning of iteration j — 1 has the same j — 2 first bits, and they are all
inputs of processes.

First, we notice that in iteration j — 1 the variable my Value can only change to a value written
in the Propose array in line 13, or to a value written in the Check array in line 14. This implies
that my Value is always an input of some process.

Next, assume that at the end of the iteration processes p and g have my Value variables with
different first j — 1 bits. By the induction hypothesis, this implies that their j — 1-th bit is different.
Let r be the first phase in which such two processes exist and decide in that phase. Assume,
without loss of generality, that p executes line 4 after ¢ does. This implies that when p reads the
array Propose in line 5, both entries are non-empty. But then p writes its value into the disagree

location of the array Check and therefore cannot decide in that phase. ]

Lemma 8.15, in an analog to Section 8.1, implies validity and agreement.
We denote by § = J, the agreement parameter of the 2-sided shared coin, and 7" = T5 and

I = I, are its total and individual step complexities, respectively.

Theorem 8.16 Algorithm 8.5 solves (1, k + 1,n)-agreement with O([log (k + 1)] - %) individual
step complexity and O([log (k + 1)]%) total step complexity.

Proof: In each iteration j, 1 < j < [log (k + 1)], by an analog to Lemma 8.4, the expected num-
ber of phases until all non-faulty process decide is 1+ 1/ which is O(%) In each phase, a process

takes O(1) steps in addition to the I steps it takes in the sharedCoin, algorithm. Therefore, the
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individual step complexity of Algorithm 8.5 is O([log (k + 1)] - £), and the total step complexity
is O([log (k + 1)1%). ]

Using an optimal shred coin with a constant agreement parameter, an individual step complex-
ity of O(n), and a total step complexity of O(n?), we get a (1, k + 1, n)-agreement algorithm with
an individual step complexity of O(n log k) and a total step complexity of O(n?log k). Notice that
the step complexity could be improved if agreement on the bits could be run in parallel. However,

this is not trivial because of the need to maintain validity.
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Part 11

Lower Bounds for Randomized Consensus
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Chapter 9
Layering Randomized Executions

This part of the thesis presents lower bounds for randomized consensus under a weak adversary
(Chapter 10) and under a strong adversary (Chapter 11). We begin, in this chapter, by providing
formal definitions and by setting the common grounds to both lower bounds, namely, layered
randomized executions. This includes a formal presentation of the two types of adversaries that

captures the difference in their ability to control the execution.

9.1 Preliminaries

The lower bounds presented in this part also address the message-passing model, in addition to
the shared-memory model. We therefore define a step of a process as consisting of some local
computation, including an arbitrary number of local coin flips and one communication operation,
which depends on the communication model.

In a message passing system, processes communicate by sending and receiving messages: the
communication operation of a process is sending messages to some subset of the processes, and
receiving messages from some subset of them. For the lower bounds, we assume that a process
sends a message to all the processes in each step. In a shared memory system processes commu-
nicate by reading and writing to shared (atomic) registers as defined in Section 3; each step of a
process is either a read or a write to some register. The types of the registers that are assumed will
be explicitly defined later.

For the purpose of the lower bound, we restrict our attention to a constrained set of executions,
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which proceed in layers. An f-layer is a sequence of at least n — f distinct process id’s. When
executing a layer L, each process p € L takes a step, in the order specified by the layer.

An f-execution is an execution of the algorithm under a (finite or infinite) sequence of f-layers.

A configuration C' consists of the local states of all the processes, and the values of all the
registers. We will consider only configurations that are reachable by finite sequence of f-layers.

We define faulty processes as follows: a process p; is non-faulty in layer r if it appears in the
layer. A process p; crashes in layer r if it does not take a step in any layer £ > r. A process is
skipped in layer r, if it does not appear in layer r but appears in one of the following layers.

Since we consider randomized algorithms, for each configuration C' there is a fixed probability
for every step a process will perform when next scheduled. Denote by X the probability space
of the steps that process p; will preform, if scheduled by the adversary. The probability space X
depends only on the local state of p; in configuration C', and therefore, delaying p; does not change
this probability space.

Let X¢ = XY x X{ x -+ - x XY be the product probability space. A vector §f € X represents

a possible result of the local coin flips from a configuration C'.

9.2 Adversaries

Since we are discussing randomized algorithms, different assumptions on the power of the adver-
sary may yield different results. We now model two types of adversaries, one called strong and the
other weak. We first define a strong adversary, followed by the definition of a weak adversary as
a restricted case. However, the lower bounds are presented in reverse order, since the case of the

strong adversary is more involved.

9.2.1 Strong Adversary

A strong adversary observes the processes’ local coin flips, and chooses the next f-layer knowing
what is the next step each process will take. The adversary applies a function o to choose the next

f-layer to execute for each configuration C and vector i € X, i.e.,

o :{(C,7) | C'is a configuration and € X“} — {L | Lis an f-layer}.
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When the configuration C'is clear from the context we will use the abbreviation o () = Lj.

Denote by (C, ¥/, Ly) the configuration that is reached by applying steps of the processes in Ly,
for a specific vector i/ € X°. Then C o ¢ is a random variable whose values are the configurations
(C, 7, Ly), when i/ is drawn from the probability space X©.

An f-adversary o = 01,04, ... is a (finite or infinite) sequence of functions.

Given a configuration C' and a finite prefix oy = 01,09, ..., 0, of the adversary o, C' o 0y is
a random variable whose values are the configurations that can be reached by the algorithm. For
every vector §/; € X, by abuse of notation, let Pr[j;] = Pr[#; is drawn from X ] denote the
probability of 7 in the probability space X¢. The probability that a configuration C" is reached is

defined inductively!:

Pr{Coopis O = Y Prlji] -Prl(C. 1, Ly) o o} is '),

J1exc
where o7 is the remainder of the prefix after 04, i.e., 0, = 03, ... 0y, and the basis of the induction
for oy = oy is:
PriCooisC’) = ) Pilf]- Xo(h),
1exc
where X (71) = X (C,01,%1) characterizes whether the configuration C” is reached if ¥} is
drawn, i.e.,
1 (C,4,Lg)is C"

0 otherwise.

X () =

The probability of deciding v when executing the algorithm under o from the configura-
tion C is defined as follows: if C' is a configuration in which there is a decision v, then
Pr[decision from C under ¢ is v] = 1, if C' is a configuration in which there is a decision o, then

Pr[decision from C under o is v] = 0, otherwise,

Pr[decision from C under o is v] = Z Pr[y] - Pr[decision from (C, ¥y, Lz, ) under o’ is v],

NEXC

where ¢’ is the remainder of the adversary after o1, i.e., 0’ = 09,03, ....

IFor simplicity, we assume that all the probability spaces are discrete, but a similar treatment holds for arbitrary

probability spaces.
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9.2.2 Weak Adversary

A weak adversary is non-adaptive and decides the entire schedule in advance. The adversary
does not observe neither the results of any local coins a process flips, nor any operation a process
performs. We model this adversary as applying the function o based only on the number of layers

that have been scheduled, i.e.,
o:IN — {L| Lisan f-layer}.

In other words, a weak f-adversary is a (finite or infinite) sequence of layers 0 = Ly, Lo, . . ..
An adversary o, together with an initial configuration I and n coin-flip strings ¢ = (¢, -+ , ¢,),
determine an execution o(o, ¢, I'). For a finite adversary o, we identify the execution «(o, &, I') with

the configuration it results in.

9.3 Manipulating Layers

Like many impossibility results, our proof relies on having configurations that are indistinguishable
to all processes, except some set P. Intuitively, two configurations C' and C” are indistinguishable
to a process p if it cannot tell the difference between them. The idea behind identifying indistin-
guishable configurations is that processes that do not distinguish between them do the same thing
in any extension where they are the only processes taking steps. Specifically, they decide the upon
same value in the same extension from C' and C”. Thus, comparing what happens in indistinguish-
able executions allows us to reason about the decision value in different executions, which is one
of the main techniques in deriving lower bounds in distributed computing.

The formal definition of indistinguishability is model-dependent.

In the message-passing model, we say that the configurations C' and C” are indistinguishable to
the set of processes P and denote C' Lo , if each process in P goes through the same local states
throughout both executions up to C' and C’, More specifically, in both executions each process in
P sends and receives the same messages, in the same order. We further require that processes in P
are not crashed up to C' and C".

In the shared-memory model, the definition of indistinguishability is slightly different than in

the message-passing model. For two configurations C' and C” to be indistinguishable to a process
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p, we not only require p to have the same local states throughout both executions (which implies
that in both executions p performs the same shared-memory operations, including reading the same
values from registers), but also that the values of the shared registers are the same throughout both;
otherwise, for example, having p perform a read operation after C' and C” might result in different
executions. However, we allow the value of a shared register to be different in C' and C" if it is
no longer accessed by any process. This slight modification still captures the requirement that
if a process p decides v in C' and does not distinguish between C' and C” then it also decides in
C’ on the same value v. We say that the configurations C' and C” are indistinguishable to the set
of processes P and denote C' Lo , if the state of all processes that are in P is equal in both
configurations C' and C’, these processes are not crashed in C and C’, and the values of all the
registers are equal. Similarly, we denote C' 2O if the state of all processes that are not in P
is equal in both configurations C' and C’, and the values of all the registers are equal. In both
communication models we write C' & C’ or C' ~ C" when P = {p}.

In order to obtain indistinguishable configurations, we manipulate schedules by performing
very small changes to the order of processes in a given layer. Every small change results in config-
urations that are indistinguishable to some processes. Intuitively, after many small changes we get
a chain of indistinguishable configurations, which we formally define later. These chains allow us
to argue about the decision value in each execution, and derive our lower bounds.

In the remainder of this section, we show a couple of manipulations that can be done to layers in
the shared memory model and result in indistinguishable configurations (additional manipulations
of layers appear separately in Chapters 10 and 11). We first consider a shared-memory model
where processes communicate through multi-writer registers, and use a simplifying assumption
that each read step accesses the registers of all processes. We call this the multi-writer cheap-
snapshot model, since each register is written to by any process, and all registers are read by any
process in a single snapshot. This snapshot is charged one step, hence the term “cheap”.

We manipulate sets of processes, and then consider them as singletons when manipulations
on single processes are needed. We consider a layer L as a sequence of disjoint sets of processes
L=[P, ... PZ-Z], where for every j, 1 < 5 </, all the processes in P;, perform the same operation:
either a write operation or a cheap-snapshot operation.

The following claim handles swapping the order of consecutive sets of processes in a layer.
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P,

7

Claim 9.1 Let C' be a configuration, let L = [P,
[P P\, b P,

in B, and Pj_,
= P = ’
(C7y17L) ~ (Cv yle)'

| be a layer, and let L' =
and P;

172

| be the layer L after swapping P,

Ly ey FUPTI s i1+ Af processes

-P;,
do not write to the same registers, then (C,y,L) ~" (C,4y, L") or

Proof: If all processes in P, and P, access different registers or all of them perform a

i+1
cheap-snapshot operation, then (C, 73, L) e} (C, 41, L). If processes in P;, perform a cheap

—-P;.
snapshot operation and processes in P;.., write, then (C, 41, L) ~" (C,%, L"), and otherwise

Jj+1

= P - /
<C7y17L> ~ (CuyluL)' | |

The above claim assumes that the processes in the two swapped sets do not write to the same
registers. The case where they do write to the same registers is more complex, since swapping
such processes might change values of registers, and effect the rest of the execution. Instead of
swapping two such sets of processes, we first remove the first set from the layer, attach it to the
end of the modified layer, and finally swap it in reverse order until it reaches the desired location
in the layer. The next claim address the first component of this manipulation, which removes such

a set of processes from the layer.

Claim 9.2 Let C be a configuration, let L = [P,,...,P,] be a layer where for some j,
1 < j < {( all the processes in P;, and P;

[P,y Py, P

119

write to the same register R, and let ' =

~{Fi;}
P,,] be the layer L after removing P;,. Then (C, 1, L) ~" (C,t,L").

J+1

10t

Proof: Since all the processes in P;; and P;
in P,

;41 write to the same register R, after the processes

.+, take steps in both layers the values of all the registers are same, and so are the local states
of all the processes except those in F;;. This implies that this is also the case after executing the

-P;.
whole layers, and therefore (C, 1, L) ~ (C, 4, L'). u

The remaining component of attaching the set of processes to the end of the modified layer will
be handled separately in Section 11.1, as it involves further definitions required for the case of a

strong adversary.
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Chapter 10

A Lower Bound for a Weak Adversary

In this chapter, we obtain our lower bounds for randomized consensus under a weak adversary in
the different communication models. We begin by introducing the framework we use, which is
common to all models.

As mentioned in Section 9.3, our lower bound under a weak adversary will make use of indis-
tinguishable chains of executions. We proceed to formally define indistinguishability chains, as
follows.

Recall that we identify an execution o with the configuration it results in. Given two executions
a; and oy with the same n coin-flip strings ¢ = (¢, - - - , ¢,), we denote oy 2z a if process p; does

not distinguish between o and as, and does not crash in them. In this case, p; decides on the same

value in «; and in as. We denote a; =, «s if there is a chain of executions [y, - - - , 3,41 such
that
Ppiq Pim
Qp =01 ~ Do 5m+1=a2 .

We call such a chain an indistinguishability chain of length m + 1. Clearly, if o ~,, § ~,,/ 7 then
a X, o Y, for every pair of integers m and m’. Moreover, notice that this relation is commutative,
1.e., if a1 =, ag then oy =, 7.

For every pair of consecutive executions in the chain, there is a process that decides on the same
value in both executions. By the agreement condition, the decision in a; and in oy must be the
same. This is the main idea of the lower bound proof, which is captured in Theorem 10.1: we take
two executions that must have different agreement values and construct an indistinguishability

chain between them, which bounds the probability of terminating in terms of the length of the
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chain. Two such executions exist by the validity condition, as we formalize next.

We partition the processes into S = max{3, [#]} sets P, ..., Ps, each with at most f pro-
cesses. For example, if n > 2f, P, = {p(i_l)fﬂ,-u ,pig} forevery 7, 1 < i < S, and
Ps = {p(s-1)j+1, " sPn}-

Consider initial configurations Cy, ..., Cs, such that in Cj all the inputs are 0, and in C},
1 <4 < S, all processes in P, ..., P; have input 1 and all other processes have input 0; in

particular, in C'g all processes have input 1.

Definition 10.1 For a schedule o, let crash(o, p,r) be the schedule that is the same as o, except
that p crashes in layer r, i.e., does not take a step in any layer { > r. For a set P of processes,

crash(o, P,r) is defined similarly.

Let 0,y be the full synchronous schedule with £ layers, in which no process fails. The next
theorem is the main tool for bounding g, as a function of m, the length of an indistinguishability
chain. This theorem distills the technique we borrow from [36]. At the end of Section 10.1 we

discuss how asynchrony allows to construct shorter chains.

Theorem 10.1 Assume there is an integer m such that for all sequences of coins ¢,
a(o i, ¢, Co) ~m a0, G, Cs). Then the probability that A does not terminate after k(n — f)
steps is q > #ﬂ

Proof: Assume, by way of contradiction, that gx(m + 1) < 1. Since a(opu, ¢, Co) ~p,

a(o fuu, ¢, Cg), there is a chain of m + 1 executions,

a(ofu, 6, Co) = B g,y Bms1 = a(ofu, ¢, Cs) .
(See Figure 10.1.) The probability that A does not terminate in at least one of these m+1 executions
is at most gx(m + 1). By assumption, gx(m + 1) < 1, and hence, the set B of sequences of
coins ¢ such that A terminates in all m + 1 executions has probability Pr[¢ € B] > 0. Since
a(o i, ¢, Co) = a0, G, Cs), the agreement condition implies that the decision in all m + 1
executions is the same. However, the validity condition implies that the decision in « (o sy, ¢, Co)

is 0, and the decision in (o fy, ¢, Cs) is 1, which is a contradiction. ]
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B = Oé(Ufuzz, G, Co)

decision is 0
Piy

Do

terminates with probability at least 1 — ¢

0000

B

terminates with probability at least 1 — g
Pim,

Bmi1 = Oé(Ufuzz, G, CS)

decision is 1

Figure 10.1: Ilustration for the proof of Theorem 10.1.

A slight extension of the above theorem handles Monte-Carlo algorithms, where processes
may terminate without agreement with some small probability €. This extension is presented in
Section 10.3.

The statement of Theorem 10.1 indicates that our goal is to show the existence of an integer
m such that o(o i, ¢, Co) = (0, €, Cs); clearly, the smaller m, the higher the lower bound.

The next lemma comes in handy when we construct these chains.

Lemma 10.2 Assume there is an integer m such that for every schedule o, initial config-
uration I, sequence of coins ¢ and set P, «(o,c,1) =, a(crash(o,P;,1),¢,1). Then

a(o s, € Co) Rs@m+1) a0, ¢, Cys), for every sequence of coins C.

Proof: Consider the schedules oy = oy, and 0; = crash(og, P;, 1) forevery i, 1 <i < S, and
the corresponding executions «; ; = a(0;, ¢, C;) foreveryiand j,1 < i < Sand0 < j < §.
Note that the execution ¢; ; starts from the initial configuration C; with a schedule which is almost
full, except that processes in P; never take steps.

By assumption, ag ; ~,, o ; forevery¢, 1 < ¢ < S,andevery j,0 < j < 5. (See Figure 10.2.)
Since processes in P; are crashed in o; for every 7, 1 < i < S, we have that o; ;_ R a4, for every

process p € P\ P,. This implies that o; ;1 ~; o, forevery i, 1 <i < S. Thus,
(o, €, Co) = g Rm Q1,0 R1 Q11 Ry 01 Ry, Qa1 R Qg 8.8 Ry Qs = (0, G, Cs)

Therefore, o(0 fu, ¢, Co) Rs@m+1) ®(0fu, G, Cs). u
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O full

Co = (0,0,...,0)

Co = (0,0,...,0) crash(o pu, Py, 1) o,
1

C1 =(1,0,...,0) crash(o s, Po, 1)

C, = (1,0,...,0) T full ~

C(s = (1,17 71) O full X,

Figure 10.2: Tllustration for the proof of Lemma 10.2.

10.1 Tradeoff for the Message-Passing Model

In this section we derive the lower bound for the message-passing model. Notice that in the
message-passing model, since a step consists of both sending and receiving messages, a layer
L is not only a sequence of processes, but also specifies for each process p € L the set of pro-
cesses it receives a message from (recall that we assumed that it sends messages to all processes).
The reception of messages in a certain layer is done after all messages of that layer are sent, and
therefore the order of processes in a layer is insignificant.

Formally, an f-layer is a sequence p;,, . . ., p;,, of distinct process id’s, followed by a sequence
M;,, ..., M;, of subsets of process id’s, where M, is the set of process id’s from which p;; receives
a message in this layer. In the executions we construct, a message is either delivered in the same
layer, or it is delayed and delivered after the last layer, and is effectively omitted in the execution.

Recall that the processes are partitioned into S = max{3, [}]} sets ..., Ps, each with at

most f processes. We manipulate schedules in order to delay messages, as follows.

Definition 10.2 Let o be a finite schedule. Let delay(o, P;, P;, ) be the schedule that is the same
as o, except that the messages sent by processes in P; in layer r are received by processes in P;
only after the last layer. More formally, if M, is the subset of processes that a process p receives a
message from in layer r in o, then for every process p € P; the subset of processes that it receives

a message from in layer r in delay(o, P;, P;,r) is M, \ P,.

Clearly, at the end of layer r, any process not in P; does not distinguish between the execution
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so far of a schedule o and an execution so far of delay(o, P;, P;, r). Therefore we have:

Lemma 10.3 Let 0 be a schedule with k layers. For any sequences of coins ¢, and initial
configuration I, at the end of layer r only processes in P; distinguish between (o, ¢, ) and

a(delay(a, Pi7 Pj7 T)u 57 [>

Recall that S = max{3, [}]} is the number of sets F;. We define the following recursive
function forevery r and k, 1 <r < k:

S ifr==%

My =
28 -1 +1D)mppp+S ifl<r<k

A simple induction shows that m,.;, < (25)*" 1,
The following lemma proves that m, 4 is the integer required in Lemma 10.2 for the message-
passing model, by inductively constructing indistinguishability chains between executions in which

a set of processes may crash from a certain layer r.

Lemma 10.4 Let o be a schedule with k layers such that for some r, 1 < r < k, no process is
skipped in layers v, + 1,... k. Then a(o,¢,I) =y, , a(crash(o, P;,r),c, I) for every sequence

of coins ¢, every initial configuration I, and everyi € {1,...,S}.

Proof: Let o0 = 0y. Throughout the proof we denote a; = a0y, ¢, I) for any schedule o;. The
proof is by backwards induction on r.

Base case: v = k. We construct the following schedules. Let o, be the same as o except that
the messages sent by processes in F; in the k-th layer are received by processes in F(;1 1) mod 5 only
after the k-th layer, i.e., 01 = delay(o, P;, P(i+1) mod s, k). By Lemma 10.3, we have o L oy, for
every process p € P\ P11y moa s- We continue inductively to define schedules as above in the
following way, for every h, 0 < h < S — 1: 05,44 is the same as o, except that the messages sent
by processes in F; in the k-th layer are received by processes in P ,+1) mod s Only after the k-th
layer, i.e., op1 = delay(on, Py, Plith+1) mod s, k). By Lemma 10.3, we have £ a1, for every
process p € P\ Pli+h+1) mod S-

Since in g no messages sent by processes in F; in layer k are ever received. Except for local

states of the processes in F;, this is the same as if the processes in P; are crashed in layer £:
as = alcrash(o, P, k), ¢, 1),
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layer r layer r layer r layer r

o o o o o o o o
o o o o o o o o
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a?’a a?’a p=tr p=%p
Pz‘-‘,—l\Pi-H Pi-l—l\ Py Py Py
o o o o o o o o
o o o o o o o o
o o o o o o o o
Qg Rmiik aq ~1 (&%) Rmik a3

Figure 10.3: How messages from P, to P, are removed in the induction step of Lemma 10.4.

which implies that
alo, ¢ 1) =ag ~ ag ~y -+ - & ag = alcrash(o, P, k), ¢, I) .

Therefore, (o, ¢, 1) =5 a(crash(o, P;, k), ¢, I).

Induction step: Informally, this is similar to the base case, except that we crash P; in layer r+1
before “erasing” messages from P; to P; in layer r, and afterwards revive P; in layer r + 1.

Formally, we assume that the lemma holds for layer » + 1, 1 < r < k, and prove that it holds
for layer 7. Let 0y = crash(oo, Pli+1) mod 5,7 + 1); by the induction hypothesis, ag ~pm, ., , 1.

Let o, be the same as o; except that the messages received by processes in i1 1) mod s
from processes in F; in layer r are received only after the k-th layer, ie., o, =
delay(o1, Py, Plit1) mod 5, 7). By Lemma 10.3, at the end of layer r only processes in F; 1) mod s
distinguish between the executions, but since they are crashed in layer  + 1 we have o ~ s, for
every process p € P\ P11) mod s> implying that a; =1 as.

Let o3 be the same as o5, except that the processes in P 1) moa s do not crash in layer r + 1.
This implies that

oy = crash(os, Pit1) mod 5,7 + 1).

By the induction hypothesis, we have az &, ,, , as. (See Figure 10.3.)
We continue inductively to define schedules as above in the following way for every h, 0 <
h < S — 1. We define 03,41 = crash(osn, Pithi1) mod s, + 1), and therefore by the induction

hypothesis agp, ~ aspy1. Let ogp 0 be the same as o3;,11 except that the messages received by

Myy1k
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processes in P 41) mod 5 from processes in P; in layer 7 are received only after the k-th layer, i.e.,
O3ht2 = delay(osny1, Py, Plithi1) mod s, 7). By Lemma 10.3, at the end of layer r only processes
in Pi1p41) mod s distinguish between the executions, but since they are crashed in layer r + 1 we
have asp1 R Qu3p42, for every process p € P\ Plith41) mod 5» Implying that az, 1 &1 azpyo.

Finally, we define 03,43 to be the same as 03,42, except that processes in F(;4441) mod s d0 not
crash. This implies that 0352 = crash(osp43, Pith+1) mod 5,7 + 1). By the induction hypothesis
we have asy o X, Q3hy3-

The construction implies that in o35_1)4+2 N0 messages are sent by the processes in F; in layer
r, and they are crashed from layer » + 1. Except for local states of the processes in F;, this is the

same as if the processes in P; are crashed from layer r. Therefore
a(03(571)+27 87 ]) = O[(CT’CLSh(O'Q, -P’i7 T)a 57 ])a

and hence

~

Qp N,y 11 Q2 Ry O3 Ry Fme g, A3(S-1)41 1 A3(S—1)42 -
Since m,., = (2(S — 1) + 1)m,41 4 + S, this implies that g ~,,, , a(crash(og, P;,r),c,I1). =

Note that in all executions constructed in the proof, at most one set of processes F; does not
appear in a layer; since |P;| < f, this implies that at least n — f processes take a step in every
layer, and hence every execution in the construction contains at least k(n — f) steps.

Lemmas 10.2 and 10.4 imply that for any sequence of coins C, a(c sy, ¢, Co) RS (2my o +1)
(0 tun, G Cs). Since my ; < (25)*, substituting S(2m ;+1) in the parameter m of Theorem 10.1

yields that g, > Recall that S = max{3, [}]}. Taking [%] to be a constant, we obtain

1
2S)FHT+5+1"
the main result of this section:

Theorem 10.5 Let A be a randomized consensus algorithm in the asynchronous message passing
model. There are a weak adversary and an initial configuration, such that the probability that A

does not terminate after k(n — f) steps is at least <., where c is a constant if [#1 is a constant.

In the original construction for the synchronous model ( [37,42], see also [18, Chapter 5]), a
process that does not appear in a round r must be crashed in that round, and therefore must be

counted within the f failures allowed. Hence, in order to change all the inputs from O to 1, we
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must crash and revive fewer processes at a time at each round. For example, in order to continue
k < f rounds only one process may be crashed at each round. This adds a factor of & to the base
of the power in the denominator of the bound on ¢, which results in a lower bound of ﬁ for the

synchronous message-passing model [36].

10.2 Tradeoff for the Shared-Memory Model

We now derive a similar lower bound for two shared-memory models, where processes commu-
nicate through shared read/write registers. The first model consists of single-writer registers and
a cheap-snapshot operation that costs one step, described formally in Subsection 10.2.1. In Sub-
section 10.2.2 we consider multi-writer registers. The lower bounds clearly hold for the more

restricted model, where processes read only a single register in each memory access.

10.2.1 Single-Writer Cheap-Snapshot

We first consider a shared-memory model where processes communicate through single-writer
registers. The lower bound is proved under a simplifying assumption that each read step accesses
the registers of all processes. We call this the single-writer cheap-snapshot model, since each
register is written to by one specific process, and all registers are read by any process in a single
snapshot.

As in a standard shared-memory model, a step of a process consists of accessing the shared
memory, and performing local computations. We further assume that in the algorithm, the steps of
every process alternate between a write and a cheap-snapshot, starting with a write. Any algorithm
can be transformed to satisfy this requirement by having a process rewrite the same value to its
register if it is forced to take a write operation, or read all of the registers and ignore some of
(or all) their values if it is forced to take a cheap-snapshot operation. This only doubles the step
complexity.

Recall that the processes are partitioned into S = max{3, [} sets P4, ..., Ps, each with at

most f processes. We consider a restricted set of layered schedules.

Definition 10.3 A schedule o is regular if for every layer L and every i, 1 < i < S, either all

processes p € P; take a step in L consecutively (one after the other, without steps of processes not
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in P; in between), or none of the processes p € P; take a step in L. We denote by 7 the permutation
of the sets P, that take steps in L, i.e., if processes p € P take a step in L, then ©—'(i) is their

index in the layer. We denote by |r| the number of sets P; that take steps in the layer.

Note that, in contrast to the message-passing model, in a shared-memory model the order of
the processes in a layer L is significant, since different orderings result in different executions.

Regular schedules are useful in our proofs since in every layer, all the processes in some set
P; perform the same operation, as argued in the next lemma. Since processes in the same set P;
either all write to different registers (recall that registers are single-writer) or read all registers, this

means that in a regular execution, the order of processes in the set F; does not matter.

Lemma 10.6 Let o be a regular schedule with k layers. Then in every layer L in o, for every 1,
1 <@ < S, either all process p € P; do not take a step in L, or all processes p € P; perform a

write operation in L, or all processes p € P; perform a cheap-snapshot operation in L.

Proof: The proof is by induction on the layer number 7.

Base case: Letr = 1, 1.e., L is the first layer of ¢. Since o is regular, either all process p € P,
take a step in L, or none of the processes p € P; take a step in L. If all take a step then by our
assumption on the algorithm, it is a write operation. Otherwise, none take a step, which proves the
base case.

Induction step: Assume the lemma holds for layer ¢, 1 < ¢ < r. We prove the lemma for layer
r 4 1. By the induction hypothesis, in every layer ¢/, 1 < ¢ < r, either all processes p € P; perform
a cheap-snapshot operation, or all perform a write operation, or none perform an operation. If none
preform any operation in any layer ¢ < r, then at the beginning of layer r + 1 the pending operation
of all processes p € F; is a write operation by our assumption on the algorithm. Otherwise, let £ be
the maximal layer in which all processes p € P; took a step. If they are cheap-snapshot operations,
then at the beginning of layer »+1 the pending operation of all processes p € P; is a write operation
by our assumption on the algorithm. If they are write operations, then at the beginning of layer
r+1 the pending operation of all processes p € P, is a cheap-snapshot operation by our assumption
on the algorithm. In any case, at the beginning of layer » + 1, either all processes p € P, have a
pending cheap-snapshot operation, or all have a pending write operation. Since o is regular, either

none of the processes p € P, take a step in layer r 4 1, or all take a step in layer r + 1, in which
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case it would either be a cheap-snapshot operation for all processes, or a write operation for all

processes. |

In the proof, we apply certain manipulations to regular schedules, allowing us to delay and

crash sets of processes, as follows.

Definition 10.4 Let o be a schedule such that every p € P; is non-faulty in layer r, and such that
P, is not the last set of processes in the layer. Let swap(o, P;, 1) be the schedule that is the same
as o, except that the steps of processes in P; are swapped with steps of the next set of processes in
that layer. Formally, if 7 is the permutation of layer r in o and 7' is the permutation of layer r in

swap(c, P;,r), and if j = 7 1(i), then we have 7'(j) = w(j + 1) and @' (j + 1) = 7 (j).
Inductively, we define
swap’ (o, Py, r) = swap(swap’ (o, B, r), P, 1),
that is, P; is swapped j times and moved j sets later in the layer.

Definition 10.5 Let o be a schedule and r be a layer such that no process is skipped in any layer
¢ > r. Let delay(o, P;,r) be the schedule that is the same as o, except that the steps of P; starting
from layer r are delayed by one layer. Thus, there is no step of p € P; in layer r, the step of p € P,
in layer r + 1 is the step that was in layer r, and so on. The permutations of the layers { > r + 1

do not change.

Note that this definition assumes a schedule o in which no process is skipped in any layer
¢ > r. Specifically, this implies that P; appears in every layer ¢ > r + 1, which allows to keep the
permutations in layers ¢ > r + 1 unchanged in delay(o, P;, ).

Delaying a set P; from layer r can be seen as delaying P; from layer r + 1, swapping P; in layer
r until it reaches the end of the layer, accounting for F; as the first set in layer r + 1 instead of the
last set in layer r, and then swapping F; in layer r + 1 until it reaches its original place in the layer.

Although accounting for F; as the first set in layer r + 1 instead of the last set in layer r does
not change the order of steps taken, it is technically a different schedule (recall that the schedules
are defined as sequences of layers, which in this case are different in layers r and r + 1). Therefore

we define:
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Definition 10.6 Let o be a schedule where the last set of processes in layer r is P;, and this set
does not appear in layer r + 1. Let rollover(o, P;, r) be the schedule that is the same as o, except

that P; is the first set in layer r + 1 instead of the last set in layer r.

Effectively, such two schedules o and rollover(o, P;, r) have the same order of steps, which im-

plies that the executions of these schedules is the same:
a(o, ¢, I) = a(rollover(c, P;,r), ¢, I).
Definitions 10.4, 10.5, and 10.6 imply:

Corollary 10.7 Let o be a regular schedule with k layers, and for every r, 1 < r < k, let 7, be

the permutation of layer r in o. Then,
delay(o, P;,r) = swap’r;ll(i)_l(roll0ver(swap|7”|_”71(i)(delay(a, Pr+1), Pi,r), Py,r), P,y r+1).

Figure 10.4 depicts the schedules used when delaying a set P; in layer r of a schedule o,
according to this corollary.

Recall that crash(o, P;,r) is the schedule that is the same as o, except that processes in P;
crash in layer r. Crashing a set F; in layer r can be seen as delaying it from layer 7, and then

crashing it from layer r 4 1. Definitions 10.1 and 10.5 imply that:

Corollary 10.8 For every regular schedule o,
crash(o, P;,r) = crash(delay(o, P;,r), P;,r + 1).

An important property of regular schedules is that swapping, delaying, or crashing a set of

processes P; yields a regular schedule as well, because the sets are manipulated together.

Lemma 10.9 Let o be a regular schedule with k layers. Then for every i, 1 < i < S, and every
r, 1 <r <k, the schedules swap(o, P;,r), delay(o, P;,r), rollover(o, P;,r), and crash(o, P;, )

are regular.

Proof: Every layer ¢ # r in swap(o, P;,r) is the same as in o and therefore satisfies the re-

quirement of a regular schedule. In layer r, all processes that took steps in o also take steps in
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layer r layerr + 1

delay(o, P,,r+1) -+ ... e
layer layer r + 1
swap(delay(o, P;,r + 1), Py,r) -+ .. .| Pl ... ...
layer layerr + 1
rollover(swap(delay(o, P;,r+ 1), P;,r), Pyyr) -+ .. ... |Pil... ...
layer r y
layerr 4+ 1
swap(rollover(swap(delay(o, P;,r + 1), Py, r), Piyr), Piyr+1) -+ . .., e e
layer r )
layerr + 1
=delay(o, P;,r) -+ ... ...
layer r layer r 4+ 1

Figure 10.4: An example showing how swap operators are applied to delay a set of processes P;; assume
P; is the penultimate set in layer r and the third set in layer » + 1. Note that the third transition does not
modify the execution, and only accounts the steps of F; to layer r + 1 instead of layer r; the last transition

just notes that we have obtained delay (o, P;, ).

swap(o, P;,r), and each set remains consecutive. Therefore, swap(o, P;,r) is regular. It is also
easy to see that rollover (o, P;, r) is regular.

The proof for delay(o, P;, r) and crash(o, P;, r) is by backwards induction on the layer number

Base case: For r = k, delaying a set P; in the last layer, is the same as crashing P;. Denote
o' = delay(o, P;, k) = crash(o, P;, k). Every layer £ < k in o’ is the same as in o, and the last
layer k is the same in o’ except that the processes in P; do not take a step. Hence, ¢’ is also regular.
Induction step: We assume the lemma holds for every layer ¢, r + 1 < ¢ < k, and prove it
for layer . By Corollary 10.7, the induction hypothesis and since swapping results in a regular
schedule, delay(o, P;,r) is regular. By Corollary 10.8, the induction hypothesis and since delaying

results in a regular schedule, crash(o, P;, r) is regular. u

We next construct an indistinguishability chain of schedules between any regular schedule

and a schedule in which some set of processes is delayed or crashed. The construction relies on
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Corollary 10.7 and Corollary 10.8 to delay or crash a set of processes through a sequence of swaps.
The elementary step in this construction, where a set is swapped with the following one, is provided

by the next lemma.

Lemma 10.10 Let o be a regular schedule with k layers. For any sequences of coins ¢, and initial
configuration I, if P; is not the last set of processes in layer r, 1 < r < k, then there is a set P;
such that at the end of layer r only processes in P; (at most) distinguish between (o, ¢, I) and

Oé(SU}Gp(O’, Pia T)7 57 I)

Proof: Consider swap(o, P;,r) and let 7 be the permutation corresponding to layer r. Since P;
is not the last set in the layer, we have 771(i) # |r|. Let i’ = n(7 (i) + 1), i.e., P; is swapped
with P;y. By Lemma 10.6, either all the processes in P; perform a cheap-snapshot operation or all
processes in P; perform a write operation. The same applies for P;.

Let C' be the configuration resulting from both executions after layer » — 1 and 7 the vector of
the resulting coin flips of the processes at the configuration C'. Further, let L be layer 7 in o, and
L' be layer r in swap(o, P;,r). By Claim 9.1, there is a set P; such that the configurations at the
end of layer r of both executions are indistinguishable to processes not in P; (where j is either ¢ or

7). [ ]

Notice that the set P; (the value of the index j) depends only on the types of operations per-
formed, i.e, only on ¢, and not on the sequences of coins ¢ or the initial configuration /. This is
crucial for ensuring that the adversary is non-adaptive.

For every r and k, 1 < r < k, we define:

1 ifr =k
Srk =
2 Crppt+1 ifl<r<k
S ifr =k
dr,k -
dr-l—l,k; +S- Srk +5- Sr41,k if 1 <r< k
S ifr =k
Crk = ]
Ay + Cri1 ke ifl<r<k

where S = max{3, [}]} is the number of sets F;. These recursive functions will be used for

bounding the lengths of the indistinguishability chains in our construction.
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The next proposition shows a bound on these functions; its proof is a simple backwards induc-

tion.
Proposition 10.11 ¢, < (25 + 4)" "1

The main technical result of this section is the following lemma, which will be used to show an
indistinguishability chain between the executions that result from schedules o and crash(o, P;, 1),
in order to apply Lemma 10.2. Additional claims, regarding swap and delay, are proved in order

to carry through with the proof.

Lemma 10.12 Let o be a regular schedule with k layers such that no process is skipped at any
layer 0 > r, for some r, 1 < r < k. For any sequences of coins ¢, and initial configuration I, and

forevery i, 1 <i < S, the following all hold:

a(o,c, 1) Nk a(swap(o, P, 1), ¢ 1),
Oé((f, @ I) Ny i (delay(a P, T) ¢, I)
a(o,c,I) =, aofcrash(o, P,r),c ).

Proof: Let 0y = 0. Throughout the proof, we denote «; = (o, ¢, I') for every schedule o;, and
of = a(ol, ¢, I) for every schedule 0.

The proof is by backwards induction on .

Base case: v = k. Consider swap(o, P;, k), where P; is not the last set in the layer (otherwise
swapping is undefined). By Lemma 10.10, there is a set P;, which does not depend on ¢ or I,
such that (o, @, 1) X a(swap(o, P, 1), I), for every process p & Pj. Therefore, a(o, ¢, I) =, ,
a(swap(o, P, k), ¢, 1).

Delaying P; in the last layer is equivalent to failing it, therefore delay(o, P, k) =
crash(o, P;, k). Denote this schedule by ¢’. We crash P; by swapping it until it reaches the
end of the layer and then removing it. In more detail, let 7 be the permutation of the last layer of
o, and define:

0" = swap™ "D (q, P, k).

The proof of the base case for swap(o, P;, k) implies that there is a chain of length s -

(Jmr| — 7 1(i)) < (S —1) - spr = S — 1 between the executions, i.e., oy ~s_1 a(c”,c ).
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Clearly, a(c”,G 1) X af(o’,1I), for every process p ¢ P, and therefore, o(c,¢,1) Ry
a(delay(o, P;,r),¢ 1) and (o, ¢, I) =, , a(crash(o, P;,r),c, ).
Induction step: Assume the lemma holds for layer » + 1 < k. We prove that it holds for layer

We first deal with swapping; assume that P; is not the last set in the layer and consider
swap(o, P;,r). By Lemma 10.10, there is a set P;, which does not depend on ¢ or I, such that
at the end of layer r only process in P; distinguish between o (o, ¢, I) and o(swap(o, P;,r), ¢, I).
We define o to be the same as o except that processes in F; are crashed in layer r + 1, i.e.,
o1 = crash(o, Pj,r + 1). By the induction hypothesis, ay =~ , ai. Let o, be the same as
oy except that P, and P; are swapped in layer r, i.e., oo = swap(oy, P;,r). Since only pro-
cesses in P; observe the swapping, but are all crashed in the next layer, we have that o Ry
for every process p ¢ P;. Finally, let o3 be the same as o9, except that processes in P;
are not crashed in layer r + 1, i.e., oo = crash(os, P, + 1). By the induction hypothesis,

oy A as3. Notice that o3 = swap(o, P;,r), and 2¢,41, + 1 = 5,4, which implies that

Cr4+1,k
a(o, ¢ I) =, , a(swap(o, Pi,7),¢ ).
Next, we consider the case of delaying a process, i.e., delay(o, P;,r)). (Recall Figure 10.4.)

By Corollary 10.7,
delay(o, P;,r) = swap”;l(i)’l(rollover(swap““"”;l(i)(delay(a, Pi,r+1), Pi,r), Pyyr), P,y r+1).

Recall that applying rollover does not change the execution. Hence, by the proof for swapping,

the induction hypothesis, and since
dr—l—l,k + Srk (‘ﬂ-r| - 7T7,_1(Z)) + Sr41,k (77-7"_.:1(2) - 1) < dr—l—l,k +S5- Sr.k +5- Sr+1,k = dr,k

it follows that a(o, ¢, I) ~q,, a(delay(o, P;,7),c,1).

Finally, we consider the case of crashing a process, i.e., crash(o, P;,r). By Corollary 10.8,
crash(o, P;,r) = crash(delay(o, P;,r), P74+ 1).
By the proof for delaying, the induction hypothesis, and since d, , + ¢,11,1 = ¢y, it follows that

alo,c 1) ~. , a(crash(o, P;,r),¢ ).

rk
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Note that in all executions constructed in the proof, at most one set of processes F; does not
appear in a layer; since |P;| < f, this implies that at least n — f processes take a step in every
layer, and hence every execution in the construction contains at least k(n — f) steps.

Lemmas 10.2 and 10.12 imply that for every sequence of coins ¢, &(o fyu, €, Co) NS(2e1 5 +1)+1
(0 tu, G, Cs), Since ¢1 1, < (25 +4)*, we have that S(2¢;, +1) +1 < (25 +4)FF1. Substituting
in Theorem 10.1 yields that ¢ >

n

Since S can be taken to be a constant when [%] is a

1
(25+4)F+141
constant, we get the next theorem:

Theorem 10.13 Let A be a randomized consensus algorithm in the asynchronous shared-memory
model, with single-writer registers and cheap snapshots. There are a weak adversary and an initial
configuration, such that the probability that A does not terminate after k(n — f) steps is at least

. where c is a constant if [ 1] is a constant.

10.2.2 Multi-Writer Cheap-Snapshot

We derive the lower bound for multi-writer registers by reduction to single-writer registers. In a
simple simulation of a multi-writer register from single-writer registers (e.g., [73]), performing a
high-level read or write operation (to the multi-writer register) involves n low-level read operations
(of all single-writer registers) and possibly one low-level write operation (to the process’ own
single-writer register). This multiplies the total step complexity by O(n).

However, with cheap-snapshots, we can read all single-writer registers in one step, yielding
a simulation that only doubles the total step complexity (since writing includes a cheap-snapshot
operation). The pseudocode of the simulation appears in Algorithm 10.1, which uses an array RR
of single-writer variables. RR][i] is the last value written by p;, together with a timestamp. The
correctness of this algorithm follows along the proof of Algorithm 10.3 from [18].

Since in the single-writer cheap-snapshot model each snapshot operation accounts for one ac-
cess to the shared memory, every algorithm in the multi-writer model can be transformed to an
algorithm in the single-writer cheap-snapshot model, where the step complexity is only multiplied

by a constant factor. Combining this with Theorem 10.13 yields the next theorem.

Theorem 10.14 Let A be a randomized consensus algorithm in the asynchronous shared-memory

model, with multi-writer registers and cheap snapshots. There are a weak adversary and an initial
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Algorithm 10.1 Simulating a multi-writer register R from single-writer registers.

Process p; has a shared register RR[1], each consisting of the pair (v, ?);

initially, each register holds (0, init), where init is the desired initial value

I: read(R):
2:  snapshot RR array into local (¢, v) array

3:  return v[j] such that ¢[;] is maximal

4: write(R,v) by py:

snapshot RR array into local (¢, v) array

5

6: let its be the maximum of ¢[1], ..., t[n]
7:  write the pair (v, lts + 1) to RR[w]

8

return

configuration, such that the probability that A does not terminate after k(n — f) steps is at least

=, where c is a constant if [ ] is a constant.

10.3 Monte-Carlo Algorithms

Another way to overcome the impossibility of asynchronous consensus is to allow Monte-Carlo
algorithms. This requires us to relax the agreement property and allow the algorithm to decide
on conflicting values, with small probability. Let ¢, be the maximum probability, over all weak
adversaries and over all initial configurations, that processes decide on conflicting values after
k(n — f) steps. The next theorem is the analogue of Theorem 10.1, for bounding the probability

of terminating after k(n — f) steps.

Theorem 10.15 Assume there is an integer m such that for all sequences of coins ¢,

1—(m+1)e,

(o fur, €, Co) R (0 punr, ¢, Cs). Then g, > —- =5

Proof: Assume, by way of contradiction, that (m + 1)g, < 1 — (m + 1)¢,. Consider the m +
1 executions in the sequence implied by the fact that a(o s, ¢, Co) =~y (0w, ¢, Cs). The

probability that A does not terminate in at least one of these m + 1 executions is at most (m + 1)gy.
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By assumption, gx(m+1) < 1 — (m + 1)¢, and hence, the set B of sequences of coins ¢ such that
A terminates in all m + 1 executions has probability Pr[c € B] > (m + 1)ey.

If the agreement property is satisfied in all m + 1 executions, then by the validity condition, as
in the proof of Theorem 10.1, we get that the decision in (o fu, ¢, Cp) is the same as the decision
in o(o pu, ¢, Cs), which is a contradiction. Hence, for every ¢ € B, the agreement condition does
not hold in at least one of these executions.

Since we have m + 1 schedules in the chain, there exists a schedule for which the agreement
condition does not hold with probability greater than ¢;. But this means that A satisfies agreement

with probability smaller than 1 — ¢, which is a contradiction. ]

Substituting with Lemma 10.2 and Lemma 10.4, yields the lower bound for the message pass-

ing model.

Theorem 10.16 Ler A be a randomized consensus algorithm in the asynchronous message passing

model. There are a weak adversary and an initial configuration, such that the probability that A
. . — k . . .

does not terminate after k(n — f) steps is at least 1C(f—k€’“, where c is a constant if f%} is a constant,

and €y, is a bound on the probability for disagreement.

Substituting with Lemma 10.2 and Theorem 10.14 yields the lower bound for the shared mem-
ory model.

Theorem 10.17 Let A be a randomized consensus algorithm in the asynchronous shared-memory
model with multi-writer registers and cheap snapshots. There are a weak adversary and an ini-
tial configuration, such that the probability that A does not terminate after k(n — f) steps is at
least 1f—k€’“, where c is a constant if (?} is a constant, and € is a bound on the probability for

disagreement.

The bound we obtain in Theorem 10.15 on the probability ¢, of not terminating increases as
the allowed probability € of terminating without agreement decreases, and coincides with Theo-
rem 10.1 in case the agreement property must always be satisfied (i.e., €, = 0). In case an algorithm

always terminates in k(n — f) steps (i.e., ¢z = 0), we can restate Theorem 10.15 as a bound on ¢:

Corollary 10.18 Assume there is an integer m such that for all sequences of coins ¢,
a(o i, ¢, Co) R a0, €, Cs). Moreover, assume that the algorithm always terminates after

k(n — f) steps, i.e., g = 0. Then ¢;, > #ﬂ
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For example, the algorithms for the message-passing model given by Kapron et al. [52] are
Monte-Carlo, i.e., have a small probability for terminating without agreement. They present an
algorithm that always terminates within polylog(n) asynchronous rounds, and has a probability

m for disagreeing. For comparison, our lower bound of Corollary 10.18 for disagreeing

when k = polylog(n) and g, = 0is €, > —5isry. Where ¢ is a constant if [ 1] is a constant. Their

second algorithm always terminates within 26(log" n) asynchronous rounds, and has a probability

1

——— for disagreeing, while our lower bound is €, >
poly(n)

N S
C2®(log7 n) *
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Chapter 11

A Lower Bound for a Strong Adversary

In this section we prove a lower bound for randomized consensus under a strong adversary, as
defined in Section 9.2. We begin, in Section 11.1, by laying the setting for the framework we use.
This section defines the key notions used in our lower bound proof—potence and valence—and
proves that layered executions in the multi-writer shared-memory model are potence connected.

The lower bound proof appears in Section 11.2.

We emphasize that we are considering multi-writer registers, which we could not have assumed
when manipulating layers for the lower bound under the weak adversary because there the register
written to by a process has to be fixed in advance for the adversary to be non-adaptive. However,
under a strong adversary we cannot directly employ the reduction of Section 10.2.2 from single-
writer cheap-snapshot registers to multi-writer registers because the adaptiveness of our strong ad-
versary may imply a weakening of the algorithm (splitting operations that are modelled as atomic
operations into several memory accesses). Dealing with multi-writer registers directly imposes
some subtle challenges when proving indistinguishability of configurations, therefore the manip-
ulations we perform on the layers for proving the lower bound in this section are more involved.
Moreover, coping with these manipulations requires additional definitions which are specific for

this lower bound, and hence do not appear in Chapter 9.
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11.1 Potence and Valence of Configurations

In order to derive our lower bound, we are interested in the probability of reaching each of the
possible decision values, from a given configuration. As the algorithm proceeds towards a decision,
we expect the probability of reaching a decision to grow, where for a configuration in which a
decision is reached, this probability is 1. This intuition is formalized as follows. Let £ > 0 be an

integer, and define
1 k

i (n—f)°

Our proof makes use of adversaries that have a probability of 1 — ¢, for reaching a certain decision

€ —

value from a configuration reached after £ layers. As the layer number k increases, the value of
€x decreases, and the probability 1 — ¢, required for a decision grows. The value of ¢ is set with
foresight to achieve the stated bound.

An adversary with a high probability of deciding is defined as follows.

Definition 11.1 An f-adversary o from a configuration C' that is reachable from an initial config-
uration by an f-execution with k > 0 layers, is v-deciding if Pr[decision from C under o is v] >

1_€k-

Next, we classify configurations according to the probabilities of reaching each of the possible
decisions from them. We adapt the notion of potence [60] to fit randomized algorithms.
Instead of considering all possible adversaries, we further restrict our attention to a certain

subset of them, which will be specified later.

Definition 11.2 A configuration C' that is reachable from an initial configuration by an f-
execution with k > 0 layers, is (v, k,S)-potent, for v € {0, 1} and a set S of f-adversaries, if

there is a v-deciding adversary o € S from C.

Definition 11.3 A configuration is (v, k, S)-valent if it is (v, k, S)-potent but not (v, k, S)-potent.
Such a configuration is also called (k, S)-univalent.

A configuration is (k, S)-bivalent if it is both (0, k, S)-potent and (1, k, S)-potent.

A configuration is (k, S)-null-valent if it is neither (0, k, S)-potent nor (1, k, S)-potent.
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max Pr[decision from C under « is 0]

a
1

O-valent bivalent

1—ex

null-valent | 1-valent

max Pr[decision from C' under « is 1]
1— e 1 o

Figure 11.1: Classifying configurations according to their valence.

We often say that C' is v-potent (v-valent, bivalent, null-valent) with respect to S, when the
number of layers k£ is clear from the context. Further, if the set .S is also clear from the context, we
will sometimes use the notation v-potent (v-valent, bivalent, null-valent). Figure 11.1 illustrates
the valence of configurations as follows. A configuration C' is mapped to a point in the figure,
according to the maximum probabilities over all adversaries for deciding 0 and for deciding 1 from
C’; the valence of C' is determined by the area in which the respective point lies. For example, if
this point lies beyond 1 — ¢, on the x axis, it implies that there is an adversary ¢ from C' with
probability at least 1 — ¢ for deciding 1. Therefore, C'is either bivalent or 1-valent, depending on
whether it lies beyond 1 — €, on the y axis or not.

Note that a configuration can have a certain valence with respect to one set of adversaries S
and another valence with respect to a different set S’. For example, it can be univalent with respect
to S and null-valent with respect to S” # S; however, this cannot happen when S C S’. (Another
example appears in Lemma 11.1 below.)

The set of f-adversaries we consider, denoted Sp, is induced by a subset of processes P C
{p1,...,pn}. An adversary « is in Sp, if all of the layers it may choose are P-free, where a
layer is P-free if it does not include any process p € P. Specifically, the set Sy is the set of all
f-adversaries.

A layer is full with respect to Sp if it contains the n — |P| distinct process identifiers
{p1,...,pn} \ P; otherwise, the layer is partial. Scheduling a partial layer without some pro-

cess p ¢ P, does not imply that p is failed, since the system is asynchronous, and p may appear in
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later layers. However, considering only adversaries in Sp for some nonempty set P, is equivalent
to failing the processes in P since they do not take further steps.

Restricting a set of adversaries can only eliminate possible adversaries, and therefore cannot in-
troduce potence that does not exist in the original set of adversaries, as formalized in the following

simple lemma.

Lemma 11.1 If a configuration C, reached after k layers, is v-valent with respect to Sp, then it is

not vU-potent with respect to Spyjpy for any process p.

Proof: Assume towards a contradiction, that there is a process p such that C' is v-potent with

respect to Spugpy. Then there exists a v-deciding adversary « in Spygp, i.e.,
Pr[decision in C" o v is 7] > 1 — €.

But « is also an adversary in Sp because Spyg,y € Sp, which implies that C' is v-potent also with

respect to Sp, contradicting the fact that C' is v-valent with respect to Sp. |

Let C' be a configuration reached after some number of layers k, and fix a vector i} € X©.
We consider every configuration that can be reached by applying a single layer to C'. We define
a relation between these various configurations, based on their potence, which generalizes notions

for deterministic algorithms suggested by [60].

Definition 11.4 For a given vector 1, two configurations (C, v, L) and (C, 1, L) have shared

potence with respect to Sp, if they are both v-potent with respect to Sp for some v € {0, 1}.

We define potence connectivity between two layers, as the transitive closure of the above rela-

tion.

Definition 11.5 For a given vector iy, two configurations (C, 1, L) and (C, 1y, L') are potence
connected with respect to Sp, if there is a sequence of layers L = Lo, Ly,...,L;, = L' such
that for every i, 0 < i < h, there exists a process p such that the configurations (C, i, L;) and

(C, 41, Liy1) have shared potence with respect to Spygp.
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In particular, if (C, ¢, L) and (C, 41, L') have shared potence with respect to Spy,) for some
process p, then they are potence connected.

Our goal is to show that given C, y; and Sp, if the set of all configurations of the form (C, ;, L)
does not contain a null-valent configuration, then these configurations are potence connected with
respect to Sp. Therefore, if there are both O-potent and 1-potent configurations in this set, then
there must also be a bivalent configuration in it. This would imply that there is a non-univalent
configuration among this set, namely, a configuration that is not v-valent, for any v.

The following claims are used to prove this connectivity, by showing that specific configura-

tions are potence connected. They are proved under the following assumption:

Assumption 1 Let C be a configuration, y; € X, and Sp a set of adversaries. For every process

p and every layer L, the configuration (C,y1, L) is univalent with respect to Sp and Spyp).
We proceed to stating and proving our connectivity claims.

Claim 11.2 Under Assumption 1, if L = [pi,, pi,, - - - » Di,) is a layer where for some j, 1 < j <,
pi; and p;,, both write to the same register R, and L' = [p;,,...,pi,_\,Pi,.\,---,Di,] is the layer
L after removing p;,, then (C, 4y, L) and (C, 41, L") have shared potence with respect to S PUlpi, )+
Proof: By Claim 9.2, taking each set to be a single process, we have that
(C,41, L) R (C, 4, L"), which implies that (C,#,L) and (C,y;,L’) have the same
potence with respect to .S PU{p;, }+ By Assumption 1, this implies that they have shared potence

with respect to Spyyy, 3. since they are not null-valent. ]
J

Claim 11.3 Under Assumption 1, if L = [p;,,Di,, - - -, Di,] is a layer, p is a process not in L, and
L = [pi,, Piys- - -+ iy, P is the layer L after adding p at the end, then (C, 4y, L) and (C, ¥, L)

have shared potence with respect to Spyyp).

Proof: If p performs a read operation, then (C, ¥y, L) riel (C, 4, L"), which implies that these

two configurations have shared potence with respect to Spuy,, and the claim follows.

If p performs a write operation to register R, then the states of all processes not in P U {p} are
the same in (C, 7, L) and in (C, 1, L), but the value of R may be different.

If (C, 41, L) and (C, 41, L) do not have shared potence with respect to Spyy,}, then since we

assume they are univalent with respect to Spyy,) (Assumption 1), we have that for some v € {0, 1},
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(C, 41, L) is v-valent with respect to Spygpy and (C, 4, L) is v-valent with respect to Spugpy. In
particular, there is a v-deciding adversary o € Spyypy from (C, 7, L'). Adding p at the beginning
of the first layer of « yields a new adversary which is in Sp, and is v-deciding when applied to
(C, 41, L), since it is the same as applying a to (C, 41, L"). However, by Lemma 11.1, (C, 4, L) is

v-valent with respect to Sp, which is a contradiction. ]

Claim 11.4 Under Assumption 1, if L = [py.Diy,---,Di,] is a layer and L =
[pila <9 Pij_1yPijp1s Pijs Pijios - - - 7pie] is the layer L after Swapplng Di; and DPijiqs then (07 gl) L)

and (C, 1, L") are potence connected with respect to Sp.

Proof: By Claim 9.1, taking each set to be a single process, if p;; and p;,,, access different

registers, or if they both read, or if p;, reads register ? and p;_,, writes to R or vice versa, then
. ~PU{p} _
(Oa ylaL) Np (Oa yl>L/) 9

where p is either p;; or p;,,. Both cases imply that (C, 71, L) and (C, 31, L") are potence connected
with respect to Sp. The remaining case is when p;; and p;,,, both write to the same register
R. It may be that all the rest of the processes in the layer read from register R, and therefore
distinguish between the two resulting configurations. Hence, we cannot argue in this case that the
configurations have shared potence, but we can prove that they are potence connected. This is done
by reverse induction on j.

Basis: If j = (¢ —1,let Lo = L, Ly = [p;,,...,pi,_,,P;,) be the layer L after removing p;, ,,
and L, = L'. By Claim 11.2, (C, ¥, Lo) and (C, ¥y, L) are potence connected with respect to
Sp, and by Claim 11.3, (C, ¥, L1) and (C, 7/, L2) are potence connected with respect to Sp. The
transitivity of potence connectivity implies that (C, 4, Lo) and (C, ¥/, Lo) are potence connected
with respect to Sp.

Induction step: Let
Lo =L = [pi,,Pir, - - - » i
and let
Ly = [Piys s Pij s Pigers Pijras - - - Dig)
be the layer Ly after removing p;;. By Claim 11.2, (C, 1, Lo) and (C, %1, L1) are potence con-

nected with respect to Sp. Let
LQ = [p’ip co s Pij 15 Dijp1sPijyar - - - 7pzj7pij]
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Lo= pix(Ry) ... piw(R2) pip1rR2)  pig2iw(B2) ... ppo1ir(R3)  ppir(fy)

L'= pur(R) ... piw(R2)  pip1ir(R2)  pipow(R2) ... pp_1(R3)
L"= pir(Ry) ... piprr(R2)  piw(R2)  piporw(Ra) ... ppo1(Rs3)
Li= pixr(Ry) ... pip1x(Ra) Div2:W(lR2) ... pp_11(R3)

Figure 11.2: Example of potence connected configurations: the first and second configuration are con-
nected by Claim 11.3, the second and third are connected by Claim 11.4, while the third and fourth are

connected by Claim 11.2.

be the layer L, after adding p;; at the end. By Claim 11.3, (C, %1, L1) and (C, i1, L») are potence
connected with respect to Sp.

Forevery m,3 <m < /{—j+1,let

Lm = [pim <o Pij 15 Pijy1sPijyar -+ -5 Pijy Pig iz - - 7pzj]

be the previous layer L,, ; after swapping p;, with the process before it, until it reaches p;, ..

Specifically,
L@*jJrl = L/ = [pilv s 7pij,17pij+17pij7pij+27 s 7pig]-

By the induction hypothesis, (C, 41, L,,) and (C, 1, L,,+1) are potence connected with respect
to Sp, for every m, 2 < m < ¢ — j + 1. The transitivity of potence connectivity implies that

(C, %, Lo) and (C, ¢, Ly_j+1) are potence connected with respect to Sp. |

Figure 11.2 shows an example of using the claims, for the full layer Ly and the partial layer
L, obtained by removing the steps of p; and p, from Ly,. We show two layers L' and L” such
that only one process, p,,, distinguishes between the configurations lead to by L and L’, only one
process, p;;1, distinguishes between the configurations lead to by L’ and L”, and only one process,
p;, distinguishes between the configurations lead to by L” and L;. Thus, the configurations lead to
by Ly and L; must be potence connected.

The following lemma shows that given a configuration C' and a vector i € X, if there is
a layer that extends C' into a v-valent configuration and a layer that extends C' into a v-valent
configuration, then we can find a layer that extends C' into a non-univalent configuration, possibly

by failing one additional process.
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Lemma 11.5 Let C be a configuration and let ij, be a vector in XC. If there are layers L, and Lz,
such that (C, 1, Ly) is (v, k + 1, Sp)-valent and (C, i1, Ly) is (v, k + 1, Sp)-valent, then there is
a layer L such that (C, i, L) is either not (k + 1, Sp)-univalent or not (k + 1, Spuypy)-univalent,

for some process p.

Proof: Assume towards a contradiction that for every layer L and every process p, the configu-
ration (C, %1, L) is univalent with respect to both Sp and Spyg,) (this implies that Assumption 1
holds). Let L be the full layer with respect to Sp consisting of all processes not in P, according
to the order of their id’s. Then, L’ is univalent with respect to Sp, say it is (v, k + 1, Sp)-valent.
(Otherwise, we follow the same proof with L;.)

Denote L, = [p;,, - - ., p;,] and consider the layer L' = [p;,, ..., p;,, ... ] thatis full with respect
to Sp, and has L, as a prefix. (L, may be full with respect to Sp, in which case L’ is equal to L,.)

We start with the layer L' and repeatedly swap processes until we reach the layer L', in a
chain of configurations which, by Claim 11.4, are potence connected with respect to Sp. From
L', we repeatedly remove the last process until reaching the layer L,, in a chain of configurations
which, by Claim 11.3, are potence connected with respect to Sp. This implies that (C, #;, L*") and
(C, 41, L,) are potence connected with respect to Sp.

Since (C, 41, L,) is (v, k+1, Sp)-valent, and (C, %, LT) is (v, k+1, Sp)-valent, it follows that
there are layers L, and L, such that (C, 4, L) is (v, k41, Sp)-valent, (C, 41, Ls) is (v, k+1, Sp)-
valent, and (C, 41, L1) and (C, %1, L») have shared potence with respect to Spyg,}, for some process
p. By Lemma 11.1 and our assumption that all layers lead to univalent configurations, (C, 7, L1)
is (v, k+1, Spugpy)-valent, and (C, 71, Lo) is (0, k41, Spuypy)-valent, and hence, they cannot have

shared potence with respect to Spyypy. This yields a contradiction and proves the lemma. ]

11.2 The Lower Bound

Before presenting the lower bound proof, let us recall lower bound proofs and impossibility results
for deterministic consensus algorithms. In these proofs, the configurations are classified into uni-
valent and bivalent configurations. Since a deciding configuration has to be univalent, these proofs
aim to avoid univalent configurations by showing that there is an initial bivalent configuration, and

by moving from one bivalent configuration to another bivalent configuration.
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Our proof generalizes the above technique to randomized algorithms as follows. Recall that
in addition to bivalent and univalent configurations, we have null-valent configurations, since va-
lence is now a probabilistic notion. We first show that some initial configuration is not univalent
(Lemma 11.6); namely, it is either bivalent or null-valent.

Ideally, we would like to complete the proof by showing that a non-univalent configuration can
be extended by a single layer to a non-univalent configuration, while (permanently) failing at most
one more process. Doing so would allow us to construct a layered execution with f layers, each
containing at least n — f process steps, which implies the desired lower bound.

In Lemma 11.11 (Section 11.2.4), we show that this can be done with high probability in the
case of null-valent configurations, i.e., we can extend a null-valent configuration by one layer and
reach another null-valent configuration.

A bivalent configuration, can be extended with both a v-deciding adversary and a v-deciding
adversary, which we would like to use in Lemma 11.5 to obtain a non-univalent configuration.
However, some complications arise here, which are taken care of in Lemmas 11.7 and 11.8 (Sec-
tion 11.2.2).

We extend the execution in this manner, with high probability, for f layers. Since n — f
processes take a step in each layer, we obtain the bound of an expected 2(f(n — f)) steps (Theo-

rem 11.12).

11.2.1 Initial Configurations

We start by applying Lemma 11.1 to show that some initial configuration is not univalent.

Lemma 11.6 There exists an initial configuration C' that is not univalent with respect to either Sy

or Sy, for some process p.

Proof: Assume that all initial configurations are univalent with respect to Sp. Consider the initial
configurations Cy, (', . . ., C, such that in C;, 0 < @ < n, the input of process p; is 1 if j < 7 and
0, otherwise. By the validity condition, Cj is (0, 0, #)-valent and C,, is (1,0, ())-valent. Therefore,
there is an i, 1 < ¢ < n, such that C;_; is (0,0, ()-valent and C; is (1,0, 0)-valent. Clearly,
C;_, 2 O, and hence, C;_; and C; have the same valence with respect to Sy;,,3. By Lemma 11.1,
Ci_1 is not 1-potent with respect to Sy,,3, and Cj is not 0-potent with respect to Sy,,.;. Hence, they

are null-valent with respect to Sy,). u
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11.2.2 Bivalent and Switching Configurations

As mentioned before, from a bivalent configuration we have both a v-deciding adversary and a
v-deciding adversary. However, we cannot use them directly in Lemma 11.5 to obtain a non-
univalent configuration, since the first layer of a v-deciding adversary may still lead to a v-valent
configuration, because these definitions are probabilistic. If €, was an increasing function of %, the
above situation would have small enough probability in order to simply neglect it. However, this
cannot be done, since ¢, is defined as a decreasing function of k£, in order to handle the null-valent
configurations.

Instead, we prove (Lemma 11.7) that by failing at most one more process, a bivalent configura-
tion can be extended by a single layer to a non-univalent configuration, or to a configuration which
is v-valent although reached while following a v-deciding adversary. Such a configuration, as will
be formalized below, is called v-switching.

We also prove that there is a small probability of deciding in a switching configuration and
thus, from a switching configuration, the execution can be extended (with high probability) to a
non-univalent configuration, by at least one layer (Lemma 11.8).

We formally define switching configurations as follows.

Definition 11.6 Ler C be a (v, k, Sp)-potent configuration, let « = 01,09, ... be a v-deciding
adversary from C'in Sp, and let ij, be a vector in X such that the configuration (C, i, 01 (7)) is
(0, k + 1, Sp)-valent. Then (C,4y,01(y1)) is a v-switching configuration with respect to Sp from

C' by ¥ and o

Lemma 11.7 implies that a bivalent configuration can be extended with one layer to a configu-

ration that is either switching or non-univalent.

Lemma 11.7 If a configuration C' is (k, Sp)-bivalent, then there is an adversary o such that for
every vector ij; € X, (C, 4,0 (ij1)) is either v-switching for some v € {0,1}, or not (k + 1, Sp)-

univalent or not (k + 1, Spuypy)-univalent, for some process p.

Proof: Assume that for every layer L and every process p, the configuration (C, 41, L) is univalent

with respect to Sp and to Spygp)-
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Consider the extension of C' with L, the full layer with respect to Sp. Fix a vector i, € X¢
and assume that C” = (C, 4y, L") is (v,k + 1,Sp)-valent. Since C' is bivalent, there is a v-
deciding adversary a« = 01, 09,... in Sp. Consider the configuration C' = (C, 4y, 01(71)). By
the assumption, C” is univalent. If it is (0, k + 1, Sp)-valent then it is v-switching with respect
to Sp from C by 7, and a. Otherwise, it is (v,k + 1, Sp)-valent. Since C" is (v,k + 1, Sp)-
valent, by Lemma 11.5, there exists a layer L and a process p such that (C,, L) is either not

(k4 1, Sp)-univalent or not (k + 1, Spy(py)-univalent. u

The main issue when reaching a v-switching configuration is that we cannot rule out the pos-
sibility that all the other layers lead to v-valent configurations as well. However, although a v-
switching configuration is v-valent, the adversary that leads to it is v-deciding. This allows us to
look several layers ahead, for the desired situation of one layer leading to a v-valent configuration,
and another layer leading to a v-valent configuration. From such a setting, Lemma 11.5 can be
used to reach a non-univalent configuration again. The following lemma presents the details of

this argument.

Lemma 11.8 Let C' be a v-switching configuration with respect to Sp from C' by i, and o. Then
with probability at least 1 — ﬁ, C' can be extended with at least one layer to a configuration
which is either v-switching, or not univalent with respect to Sp, or not univalent with respect to

Spuipy, for some process p.

Proof: Let o = 0109 ...; note that C' = (C, 41, 01(1)). Denote Cy = C, Cy = C” and for every
k > 2, fix a vector 4, € X1 and let Cy, = (Ci_1, Ui, ok ()

Assume that for every £ > 1, () is univalent, and let C, be the first configuration which is
v-valent with respect to Sp. If such a configuration does not exist then the execution either reaches
a configuration that decides v, or does not reach any decision. Since « is v-deciding from C), the
probability that C, does not exist is at most ¢, < n—}/ﬁ

Since C} is the first configuration which is v-valent, C,_; is v-valent. Therefore, there is
a v-deciding adversary 5 = pi,p2,... from Cy,_; in Sp. Consider the configuration C” =
(Co—1, Yo, p1(e)). If C" is not (k + ¢, Sp)-univalent then we are done. If C” is v-valent, then
since Cy is v-valent, by Lemma 11.5, there exists a layer L such that (Cy_1, 7, L) is either not

(k + ¢, Sp)-univalent or not (k + ¢, Spugpy)-univalent, for some process p, in which case we are
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also done. Otherwise C"” is v-valent, which implies that it is v-switching with respect to Sp from

Cy_1 by yy and . n

11.2.3 One-Round Coin-Flipping Games

The remaining part of the lower bound proof deals with null-valent configurations, and it relies
on results about one-round coin-flipping games. As defined in [23], a U-valued one-round coin

flipping game of m players is a function
g: {XiUl} x{Xoul}x - - x{X,Ul} —A{1,2,...,U},

where X;, 1 <1 < m, is the i-th probability space. A t-hiding adversary may hide at most ¢ of the
random choices in X1, ..., X,,, by replacing them with a L.

Before presenting the formal definitions for the adversary and the game, we describe one main
difference in the way that null-valent and bivalent configurations are handled. We have shown
in Section 11.2.2 that in order to reach a bivalent configuration from a bivalent configuration, it
suffices to fail one process per layer. This process is failed permanently, and may not take steps
in any later layer. The case of a null-valent configuration is different. We may need to hide many
more processes in a layer in order to reach another null-valent configuration. Fortunately, these
processes are only hidden in this layer and may take steps in subsequent layers, which implies
that they are not failed according to the definition of an asynchronous system. Therefore, we do
not need to account for them towards the f processes that we are allowed to fail, and hence their
number can be non-constant.

Formally, let X = X; x --- x X, be the product probability space implied by the game.
For every vector € X, and I C {1,...,m}, the vector reached when the adversary hides the

coordinates of [ is defined as follows:

1, 1€ 1.

For every possible outcome of the game v € {1,..., U}, define the set of all vectors in X for

which no #-hiding adversary can force the outcome of the game to be u, to be
W*={ye X|g(y,) #uforevery I C{1,...,m} such that |I| <t }.
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We prove that when |U| = 3, there is an outcome for which there is high probability for hiding
values in a way that forces this outcome; that is, for some v € {1, 2,3}, Pr[y € W*"] is very small.
The proof relies on an isoperimetric inequality, following a result of [69]. The idea is to show
that if all three sets W' W2 W3 C X have large enough probability, then there is a non-zero
probability for an element z" € X that is close to all three sets according to the Hamming distance.
This will imply the existence of a ¢-hiding adversary for 2, for which the value of the game cannot
be any of 1, 2 or 3, and hence there is a point for which the game is undefined.

Formally, the space (X, d) is a finite metric space where for every pair of vectors  and ¥ in
X, d(Z,y) is the Hamming distance between & and ¢/ (the number of coordinates in which Z and i/
differ). For A C X, B(A,t) is the ball of radius t around the set A, i.e.,

B(A,t) = {y € X| there is Z € A such that d(v, 2) < t}.

The next lemma is the isoperimetric inequality we rely on. We show that given the probability of

a set A, there is a lower bound on the probability of the ball of a certain radius around A.

Lemma 11.9 Let X = X; X --- x X,,, be a product probability space and A C X such that
Pr|Z € Al = c. Let \y = {/2mlog %, then for { > \o,
t=20)*

PrZ e B(A 0] >1— 2 2

Proof: Consider an element # as a random function ¥ : D = {1,...,m} — X;U---UX,
such that (i) € X;. Define a sequence of partial domains ) = Dy C D; C --- C D,,, = D such
that D; = {1,...,i}. Let f : X — R be a function that measures the distance of elements from
the given subset A C X i.e., f(Z) = d(A, ).

Choose a random element of « € X according to the given distribution. Define the sequence
Yo,..., Y by Y, = E[f(?) | Z|p, = w]. Specifically, Yy = E[f(Z)] with probability 1, and
Y,, = f(&) with the probability of choosing . It is well known that Yy, ...,Y,, is a Doob
martingale (see [3, Chapter 7] and [63, Chapter 4]).

Notice that X7, ..., X, are independent and therefore for every i € D, the random variable Z(7)
is independent of other values of 7.

The function f satisfies the Lipschitz condition, i.e., for every 2 vectors Z, i/ that differ only

in D; \ D;_; for some i, we have | f(Z) — f(%)| < 1, by the triangle inequality of the Hamming
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metric d. This implies that the martingale Yy, . .., Y, satisfies the martingale Lipschitz condition,
ie,|Y; =Y, 4| <1lforeveryi, 0 <i<m.
By Azuma’s inequality we have that for every real number A > 0
2
Pr(| £(Z) — ELf(@)]] > A] < 272, (1L.1)
We now claim that E[f(Z)] < Ao. Assume the contrary, that E[f(Z)] > Ag. Since Ay =
\/2mlog 2, we have that 9¢~ 2 = c. For every ¥ € A we have f(Z) = 0, therefore

Prl| f(Z) = B[f (D)]| > Ao] = Pr[f(Z) = 0] =¢,

contradicting (11.1).

Hence, for every ¢/ > Ay we have

(t=20)*

Pr(Z ¢ B(A, 0)] = Pr[f(Z) > (] < Pr|f(Z) — E[f(D)]| > £ — Ao] < 2™ 2m

which completes the proof. ]

We now use Lemma 11.9 to show that one of the sets W™ has a small probability, and deduce

that for u = 1, 2 or 3 the outcome of the game can be forced to be u with high probability.

Lemma 11.10 For every 3-valued one-round coin-flipping game of m players, there is a t-hiding
adversary, t = 61/2mlog(m?), that can force the outcome of the game to be some u € {1,2, 3}
with probability greater than 1 — 5.

m

Proof: Recall that for every u € {1, 2,3}, the set W*" is the set of all vectors in X for which no
t-hiding adversary can force the outcome of the game to be u. We wish to prove that Pr[f € W*] <
L, for some u € {1,2,3}.

Denote B* = B(W", %). Assume that Pr[j € W*| > 5 forall u € {1,2,3}. Clearly,
Nueqrzz W* = 0, since the value of the game is undefined for points in the intersection. More-
over, we claim that (), (12,3} B" is empty.

Assume there is a point Z' € (), 23, B" (see Figure 11.3). For every u € {1,2,3}, since
Z € B", there is a point #* € W*" and a set of indices [, C {1,...,m}, such that |[,| < % and
7, =) . Let] =J,cq 03y Lu- Since 2 € W*, we have that g(Z) # u, and hence g(Z;) # u.

This implies that ¢(Z,) is undefined, and therefore (), 5 5, B" = 0.
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Figure 11.3: The probability space X = X; x X5 x --+ x X,,. The distance between the point Z' to each

of the points Z!, 72, #° is at most %
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We now apply Lemma 11.9 for every u = 1,2, 3, with A = W™, Notice that the results of the
local flips of each player are independent random variables. We have that Pr[y/ € W*] > ¢ where
¢ = -5, and therefore Ay = \/2mlog (2m?). Hence, for £ = £ = 2\/2mlog (2m?) = 2Xg, we
have

(t—k0)2 _ 2mlog (2m?)

Prlje BY|>1—2 2 =1—-2 2n  =1-2¢ 180" =1 —_

Since (¢ (193 B* = 0 we have that
1
Pr[j € B' N B +Pr[j € B'N B’ +Pr[ij € B>N B’ < B > Prfje B,
ue{1,2,3}
which implies that
Prlij € UseiosBY] = Y Pr[fe B"]— ) _ Prlje B*NBY|+Prfje (| B"
uef1,2,3} uu'€{1,2,3} ue{1,2,3}

>

>

This contradiction implies that for some v € {1,2, 3}, we have Pr[yj € W] < . u

11.2.4 Null-Valent Configurations

In the final stage of the lower bound construction, we use one-round coin-flipping games to
show that, with high probability, a null-valent configuration C' can be extended with one f-
layer to a null-valent configuration. In order to achieve the above, we may need to hide up to
6+/2nlog (2n3) processes, other than the processes in P, in the layer. Therefore, we assume
that f > 12,/2nlog (2n3), and will always make sure that |P| < £. This will allow us to hide

% > 64/2n log (2n3) additional processes (not in P), in executions in Sp.

Lemma 11.11 If a configuration C' reachable by an f-execution is (k, Sp)-null-valent, then with

probability at least 1 — there is an f-adversary oy such that C o oy is (k + 1, Sp)-null-

_ 1
(n—|P))*
valent.

Proof: Let C be a (k, Sp)-null-valent configuration. We consider every vector ij; € X and every

layer L in Sp, and classify the resulting configurations (C, 7/, L) into three disjoint categories:
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1. The configuration (C, ¥y, L) is (0, k + 1, Sp)-potent.
2. The configuration (C, 4y, L) is (1, k + 1, Sp)-valent.
3. The configuration (C, 41, L) is (k + 1, Sp)-null-valent.

Notice that the first category contains both (0, k£ 4 1, Sp)-valent and (k + 1, Sp)-bivalent con-
figurations.

This can be viewed as a 3-valued one-round coin-flipping game of m players, as follows. The m
players are the processes notin Sp, i.e., m = n—|P|. The probability spaces X1, ..., X,, represent
the random choices of the processes, which are given by yi. Every vector of choices induces
a resulting configuration (C, 41, L), where L is the full layer with respect to Sp, in which the
processes take a step in the order of their identifiers. Hiding an element X; by the adversary is done
by choosing a partial layer L in Sp that does not contain any step by the corresponding processes,
but only a step of each process that is not hidden. Finally, the value of the game is the category of
the configuration (C, ¢y, L).

Since m = n — | P|, we have that n — f < m < n. By the coin flipping game in Lemma 11.10,
we can hide 6\/W processes and force the resulting configuration into one of the above
categories with probability at least 1 — #

This implies that for one of the above categories, with probability at least 1 — #, the vector
71 € X has a corresponding partial layer Ly, such that the configuration (C, i, Ly, ) has the
valence of that category. We now define the adversary o; as the function that for every vector
71 € X chooses the corresponding partial layer Ly, ie., 01(y1) = Lg. Our claim is that the
category that can be forced by o is the third one, i.e., the resulting configuration is null-valent.

Assume, towards a contradiction, that the category that can be forced is the first one. This
implies that the probability over all vectors 7, € X that (C, 7, Ly, ) is (0, k + 1, Sp)-potent is at
least 1 — # Therefore, with probability at least 1 — # the vector ij; € X C is such that there

exists a 0-deciding adversary o’ from (C, 4, Ly, ) for which:
Pr(decision from (C, 41, Ly ) under o’ is 0] > 1 — €44

Therefore with probability at least 1 — #, there exists an adversary & = o1, o’ from C' such that:
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Pr[decision from C under « is 0] =

= Z Pr(¢] - Pr[decision from (C, %1, Ly, ) under o is 0]

NeXC

PR S S 1 _ k+1

a nno (n—f° (n—f’nyn (n—f)°
1 k

> 1_n\/ﬁ+(n—f)3:1_€k’

where the last inequality holds for sufficiently large n, since (n — f)° > (n — f)*n/n and k =
O(n). This contradicts the assumption that C' is (k, Sp)-null-valent.

A similar argument holds for the second category. Hence, with probability at least 1 — #, the
third category can be forced, namely, we can reach a configuration that is (k + 1, Sp)-null-valent.

11.2.5 Putting the Pieces Together

We can now put the pieces together and prove the lower bound on the total step complexity of any

randomized consensus algorithm.

Theorem 11.12 The total step complexity of any f-tolerant randomized consensus algorithm in
an asynchronous system, where n — f € Q(n) and f > 12+/2nlog (2n3), is Q(f(n — f)).

Proof: We show that the probability of forcing the algorithm to continue % layers is at least
1— ﬁ Therefore the expected number of layers is at least (1 — ﬁ) . % Each of these layers is an
f-layer containing at least n — f steps, implying that the expected total number of steps is at least
Q((1 - ﬁ) . % -(n— f)), whichisin Q(f(n — f)) sincen — f € Q(n).

We argue that forevery £, 0 < k < %, with probability at least 1 — kn—\l/ﬁ, there is a configuration
C reachable by an f-execution with at least k layers, which is either v-switching or non-univalent

with respect to Sp where |P| < k + 1. Once the claim is proved, the theorem follows by taking
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k = g, since the probability of having an f-execution with more than % layers is at least 1 — g .
s >l

We prove the claim by induction on &.

Basis: k = 0. By Lemma 11.6, there exists an initial configuration C' that is not univalent with
respect to Sy or Sy, for some process p.

Induction step: Assume C'is a configuration reachable by an f-execution with at least k layers,
that is either v-switching or non-univalent with respect to Sp where |P| < k + 1. We prove that
with probability at least 1 — ﬁ C' can be extended with at least one layer to a configuration C’
that is either v-switching or non-univalent with respect to Sp: where |P’| < k + 2. This implies
that C" exists with probability (1 — &y =)(1 — ;=) = 1 — (k + 1) 0=.

If C is bivalent, then by Lemma 11.7, there exists an adversary ¢ and a process p such that
C o ¢ is either v-switching or not (k + 1, Sp)-univalent or not (k + 1, Spy,})-univalent.

If C is v-switching, then by Lemma 11.8, there exists a finite adversary «, and a process p such
that with probability at least 1 — ﬁ C o oy is either v-switching, or not univalent with respect to
Sp, or not univalent with respect to Spyp.

If C' is null-valent, then by Lemma 11.11, there exists an adversary o; such that the configura-

tion C' o oy is not (k + 1, Sp)-univalent with probability at least 1 — . Since m > n— f € Q(n),

1

ot ]

wehavethatl—%Zl— s >1—

1
(n—1)
Finally, taking f € Q(n) and n — f € Q(n), we get a lower bound of Q(n?) on the total step

complexity.
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Chapter 12

Discussion

This thesis studies several problems in distributed computing, motivated by the classic problem
of randomized consensus. Probabilistic methods are used to construct and analyze randomized
algorithms for consensus, shared coins, counters and additional concurrent data structures, and set
agreement, as well as for deriving lower bounds for randomized consensus.

We have shown, in Chapter 4 and in Chapter 11, that ©(n?) is a tight bound on the total
step complexity of solving randomized consensus, under a strong adversary, in an asynchronous
shared-memory system using multi-writer registers.

Our algorithm exploits the multi-writing capabilities of the register. The best known random-
ized consensus algorithm using single-writer registers [28] has O(n?logn) total step complexity,
and it is intriguing to close the gap from our lower bound. Note that for the single-writer cheap-
snapshot model, ©(n?) is a tight bound, since our lower bound applies to it, and a slight modifica-
tion of our algorithm yields the same total step complexity. This is done by replacing the flag done
with n separate flags (one for each process) whose OR is equivalent to the original done bit, and
performing a cheap-snapshot on the n flags after every coin flip. This guarantees that the analysis
of both the total step complexity and the agreement parameter remain the same.

We remark that Aspnes [5] shows an Q(log—in) lower bound on the expected total number of
coin flips. Our layering approach as presented here, does not distinguish a deterministic step from
a step involving a coin flip, leaving open the question of the amount of randomization needed.

Turning our attention to another adversarial model, in Chapter 10, we presented lower bounds

for the termination probability achievable by randomized consensus algorithms with bounded run-
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Model k=1logn | k=1log*n

lower bound | asynchronous MP, SWCS, MWCS ﬁ m
synchronous MP [36] m
upper bound SWMR [21] 0
MWMR [20] —

Table 12.1: Bounds on g in different models, when agreement is required to always hold. MP is the
message-passing model, while SW/MW stands for single/multi-writer registers, SR/MR for single/multi-
reader registers, and CS for cheap snapshots.

ning time, under a very weak adversary. Our results are particulary relevant in light of the re-
cent surge of interest in providing Byzantine fault-tolerance in practical, asynchronous distributed
systems (e.g., [29,55]). The adversarial behavior in these applications is better captured by non-
adaptive adversaries as used in our lower bounds, rather than the adaptive adversary, which can
observe the results of local coin-flips.

For all models, when agreement is required to always hold, we have shown that the probability
qr, that the algorithm fails to complete in k(n — f) steps is at least %, for a model-dependent value
¢ which is a constant if (?1 is a constant. Table 12.1 shows the bounds for specific values of k.

The previous lower bound for the synchronous message-passing model [36] is q; > —

(Ck})k ’
for some constant c. From the perspective of the expected total step complexity, given a non-
termination probability §, the lower bound of [36] implies 2 ((n — f)logi ;/16/5> steps, which is

improved by our bound to €2 ((n — f)log1/d) steps.

In the shared-memory model with single-writer multi-reader registers, Aumann and Ben-
der [21] show a consensus algorithm with probability 1 — ﬁ for terminating in O(nlog®n)
steps. For multi-writer multi-reader registers, Aumann [20] presents an iterative consensus al-
gorithm, with constant probability to terminate at each iteration, independently of the previous
iterations. This implies that the probability of terminating after k iterations is 1 — Cik for some
constant c.

When agreement is required to hold only with high probability, Kapron et al. [52] give an
algorithm for the asynchronous message passing model that always terminates within polylog(n)

asynchronous rounds and has a probability for disagreeing, and an algorithm that always

1
polylog(n)

terminates within 290°5" ™) agynchronous rounds and has a probability e

o for disagreeing.
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An interesting open question is to close the gap between the values of the probability ¢ for
disagreement achieved in the algorithms of [52] and the lower bounds obtained in this work on
that probability. It is also interesting to tighten the bounds in the synchronous model and for large

values of k.

Our lower bounds can be used to estimate the error distribution and bound the variance of the
running time of randomized consensus algorithms. They do not yield significant lower bounds
for the expected step complexity—there is still a large gap between the (trivial) lower bounds and

upper bounds for the shared-memory model, with a weak adversary.

In addition to randomized consensus, an important topic that we address in Chapter 6 is the
design of concurrent data structures. We give a method for using multi-writer multi-reader reg-
isters to construct m-bounded max registers with [lgm] cost per operation, and unbounded max
registers with O(min(logv,n)) cost to read or write the value v. An analog data structure of a
min register can be implemented in a similar way. In [9] we prove a lower bound that shows that
the cost of our implementation is optimal. For randomized implementations, we show a lower
bound of 2(logn/ log(wlogn)) for read operations, where w is the cost of write operations. This
leaves open the problem of tightening the randomized lower bound for m > n, or finding an

implementation whose cost depends only on n.

We use max registers to construct wait-free concurrent data-structures out of any monotone
circuit, while satisfying a natural consistency condition we call monotone consistency. The cost of
a write is O(Sdmin([logm],O(n))), where m is the size of the alphabet for the circuit, S is the
number of gates whose value changes as the result of the write, and d is the number of inputs to

each gate; the cost of a read is min([log m1, O(n)).

As an application, we obtain a simple, linearizable, wait-free counter implementation with a
cost of O(min(lognlogwv,n)) to perform an increment and O(min(logwv,n)) to perform a read,
where v is the current value of the counter. For polynomially-many increments, these become
O(log®n) and O(logn), respectively, an exponential improvement on the best previously known
upper bounds of O(n) for an exact counting and O(n*/5+¢) for approximate counting [11]. Note
that bounding the counters allows us to overcome the linear lower bound of Jayanti, Tan, and
Toueg [51], as well as the similar lower bounds by Fich, Hendler, and Shavit [41] that hold even

with CAS primitives. Whether further improvements are possible is still open.
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Our polylogarithmic counter is used in Chapter 7 in order to obtain a randomized consensus

algorithm with an optimal individual step complexity of O(n).

Finally, Chapter 8 presents wait-free randomized algorithms for the set-agreement problem in
asynchronous shared-memory systems. There are many open questions that arise and are interest-

ing subjects for further research, as we elaborate next.

We extended the definition of shared-coin algorithms to multi-sided shared coins. It is an open
question whether our (k£ + 1)-sided shared-coin algorithm can be improved while keeping the
agreement parameter constant. In addition, the definition can be modified so that the agreement
parameter holds for subsets of less than £ values. It is interesting to find good implementations for

multi-sided shared coins that satisfy this modified definition.

For randomized set-agreement algorithms, it is open whether better algorithms exist in this
model. In addition, it would be intriguing to prove lower bounds on the complexities of such

algorithms, as no such bounds are currently known.

We note that for k& < /n the total and individual step complexities of our (k,k + 1,n)-
agreement algorithm are the same as for the optimal algorithm for randomized binary consensus,
only divided by k. First, it is an open question whether the same complexities can be obtained for
larger values of k. In addition, a similar relation between consensus and set agreement occurs also
for complexities in deterministic synchronous algorithms and lower bounds under f failures, since
the optimal number of rounds for solving consensus is f + 1 [19], while the optimal number of
rounds for solving set agreement is f/k -+ 1 [33]. It is interesting whether this is a coincidence or

an indication of an inherent connection between the two problems.

We believe that similar algorithms to the ones presented in this work can be constructed for
weaker adversarial models, see [7] for recent work. It is an open question whether there can be
improved algorithms for weaker adversaries, and it is also important to find analogous algorithms
for solving set agreement in message-passing systems. Needless to say, obtaining lower bounds

for these models is an important direction for further research.

Recent unpublished developments suggest that there is a randomized multi-valued consensus
algorithm with the same total and individual step complexities as binary consensus, i.e., O(n?)
and O(n), respectively. This would improve upon the extra log k factor of the complexities of the

corresponding algorithms presented here, and would be tight since by definition binary consensus
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is a special case of multi-valued consensus.

As we have seen, many questions arising from the research of randomized consensus still
remain open. These constitute intriguing subjects for further work. Considering other decision
problems, such as renaming, and additional models of adversaries, are important topics as well,

which lie at the heart of the theory of distributed computing.
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